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Objectives

m Define the role the NHSN Facility Administrator
In the enrollment process

m Describe the 5 steps of NHSN enroliment
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NHSN Facility Administrator

Only person who can enroll a facility
Has add/edit/delete rights to facility’s data

Can add/edit/delete users and their data
access rights

Only person who can nominate/join/confer
rights/leave a group



Enrollment Process

s Facility Administrator must -
1. Review and accept Rules of Behavior

2. Register

3. Apply for and install an SDN digital certificate for
NHSN Enrollment activity

4. Print, complete and submit online:
* Facility Contact Information Form
e Appropriate survey form

5. Print, sign and return Consent Form to NHSN
 Agree to follow protocols and use definitions exactly

 Send acceptable Patient Safety Component data 6
months every year*, including annual survey

*Your state or other group may require additional data reporting



How do | get started in NHSN?

| KEY
Step 1 :
. Steps the Facil Feedback
Review and accept | Adminitator must take
Rules of Behavior

)

Step 2 . Receive email with instructions
Register for obtaining a digital certificate
Step 3

Go to Secure Data Network to
apply for a Digital Certificate
for NHSN Enroliment activity

Receive email with
instructions for downloading
and accessing NHSN
enrollment

Step 4

Print and complete
NHSN enrollment
online and submit >

Receive email confirming
enrollment and website consent
form

NHSN will activate your facility
when consent is received
Enroliment .IS cpmplete, Receive NHSN Enrollment
NHSN application ready for use e

v

Access the NHSN application through the SDN by
selecting the NHSN Reporting activity

Step 5
Print, sign, and return signed
consent form to NHSN




Step 1. Review and accept the Rules of Behavior
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WNational Healthcare Safety Network (NHSN)

Facility/Group Administrator Rules of Behavior

In arderto paicipate in the FNHSM , vou must read and agree to akbide by the following rules of
behaviar for safegquarding the system's security. Scroll through the document below and click on
Adree ar Do Mot Agree button. To print & capy ofthe rules, click on the Print button.

MHSM, a surveillance systern of the Centers for Disease Contral and Prevention (SO, allows 2
pardicipating healthcare facilities to enter data associated with healihcare safety, such as —
surgical site infections, antimicrobial use and resistance, hloodstrearm infections, dialysis
incidents, and healthcare woarkemaccinations. MHSR provides analysis tools that generate

reports using the agogregated data (reports about infection rates, national and local

comparisaons, etc). RNHER also provides links to best practices, guidelines, and lessons

learned.

RHEM processes and stores a variety of sensitive data that are provided by healthcare
facilities. This information requires protection from unauthorized access, disclosure, or

modification based on confidentiality, integrity, and awvailahility requirements. These "Rules of
Behawvior apply to all users of the MHSR webh-based computer systerm.

Purpose -
| >

4+ [ Print version

Agree Do Hot Agree

This is a .3, Government computer system,lch may be accessed and used anly far
official government business by authorized personnel. Unauthorized access or use may
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Step 2. Register
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Department of Health and Human Services

Centers for Disease Control and Prevention

MNational Healthcare Safety Metwork Contact us

Important!! Registration Form

Be sure yOU use the ¢ fields listed below and click on the Sawve button.
exact same email
address each time in * First named] Janie
NHSN Middle name:|

* Last name:l Doe

* Email address:l Janiedoe@genhosp.org

* Sponsoring NHSN Facility ID:| 10000 (Example ID: 10000)

* Select a facility identifier:
CMSID ®  AHAID € WA Station Code ©
CDC Registration ID © Nome ©

* Enter selected identifier ID:I 362291

Save b
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Get email with Instructions for obtaining digital certificate

& 1 - welcome to NHSN registrant revised 3-1-06 - Microsoft Word = |E|i|
Ble Edit Wiew Insert Format Tools Table Window Help Adobe PDF  Acrobat Comments Type a queston for help + x
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I[-Ielcn:\me! You are now registered in the WNational Healtheare Safety
Network (MH3N) .

vou will need to
obtain and install s digital certificate onto your canputer.

Please print a copy of the docwuwent entitled ' '3DN Enrol lwent Guide: A
Guide for using the Secure Data MNetwork to Obtain a Digital Certificate
and to Enroll in a CDC Program'' fromw the following URL:

http:/ /wuw.cde . gov/neidod/ hipd nhen/mewbers/SINenrollwentguide ., pdf

Follow the instructions in this gulde to obtain and install the digital
certificate so that vou will be asble Lo access the NH3N application
through the 3DI.

The first step in the 3DN enrollment process is to enter an enrollment
password. Fromw the Centers for Disesse Control and Prevention -
Digital ID Enrollwent page, htcops://ca.cdo.gov, vou will he prompted
for the enrollwent password, which is: 'vde adn apply! (Be sure to
include the exclasmation points and use lower case and underscores. )

During 30N enrollwent you will be prampted to select a Program and
Program-specific Activities.

For Program, Select: Hational Healthcare Safety Hetwork (HHSH)
For Activity, select: HHSH Enrollment

VYERY IMPORTAHT: Aifter you obtain and install your digital certificate,
access the 3D (heoeps://adn.cdo.gov) and select NHIN Enrollment. This
will lasunch the enrollmwent portion of the NHIN application. Complete
and sulmit the reguested inforwation, being sure ro indicake voursel
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StecF’ 3: Go to SDN to apply for a
Igital certificate for NHSN
Enroliment activity
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What 1s the SDN?

m SDN = Secure Data Network

— Provides security control services to most CDC systems,
Including the NHSN

* Physical and environmental controls — The computer room
that houses NHSN is physically secure and environmental
controls are used to protect NHSN computing resources
from system damage or failure.

* Network controls - The SDN is located behind a firewall
and is protected by a centralized security gateway (proxy
server).

» User Authentication — All users must authenticate their
identities with digital certificates



What is a Digital Certificate?

= A digital certificate provides an electronic means of
proving your identity in order to securely conduct
business with the NHSN. Digital certificates provide
the following benefits:

— Data being sent to the NHSN is encrypted so that
only NHSN can read it

— Provides assurance to the NHSN that the data has
not been changed in transit

— Certifies that the certificate owner actually sent the
transmission



Additional information
about Digital Certificates

User specific — do not share your digital
certificate with another user!

Installed on your computer

Make a copy as soon as it is installed
Can be installed on additional computers
CDC pays for the digital certificate




To enroll in the SDN, go to https://ca.cdc.gov

*2} Secure Data Network - Enroliment - Microsoft Internet Explorer = |E |i|

Fle Edit wiew Favorites Tools Help |
ERack * = v i) 4t | ‘Qsearch GdFavorites PMedia % G S W ~ = 4
Address Iﬁj https: fica.cde.gow/sdncode fsdnapp/ ﬂ @G0 |Links | € v

_— CDC Home Search Health Topics A-Z s
[ p. o Centers for Disease Control and Prevention - Digital ID Enrolilment

SAFER * HEALTHIER * FEOPLE™

SDN Support WARNING

200-532-9929 This is a U.5. Government computer system, which may be accessed and used only for official

TI0-216-1276 government business by authorized personnel. Unauthorized access or use may subject violators
cdesdni@cdc.gov ta criminal, civil, and/or administrative action. There is no right to privacy on this system, All
information on this computer system may be monitored, intercepted, recorded, read, copied, and
shared by authorized personnel for official purposes including criminal investigations. Access or
use of this system, whether authorized or unauthorized, constitutes consent to these terms.
(Title 18, U.5.C.3

Password = !cdc_sdn_apply!

Enter Enrollment Password

Please enter the password for CDC's Digital ID
Services and click Accept,

Password: || *hkkkhkkhhkkhhhhk

Accept
Questions? Go to the Onlindielp or Contact SDN Suppart
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Administrative rights to your computer is reguired

3 Secure Data Network - Enroliment - Microsoft Internet Explorer ;lilil
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SDN Support | at this site you may register to become a client of the CDC Secure Data Network (SDN).
Registering to become a client involves two separate but related activities:

200-532-9929
FF0-216-1276

e Obtaining permission to use one or more sensitive COC information systems;
cdesdn@cde.gov . d !

¢ Obtaining and installing a COC digital certificate,

Yol can be granted permission to access a sensitive CDC system only by an authorized
representative of that system. The registration information you enter in vour application
pages will be forwarded to the appropriate system representative for approval, Obtaining
the COC digital certificate is contingent upon this approval. It is expected that, if vou have
proceeded this far, you already have some understanding with the CDC program’'s
representative and your reguest for access is likely to be approved. If this is not the case,
you should stop now and contact the COC program's representative first to discuss
obtaining access,

System Requirements

To obtain a CODC digital certificate and access the CDC Secure
Data MNetwork, your system must conform to the following
minimum reguirements:

¢ Intel-based system with a 426 CPU or greater,
+ Windows 98, Windows NT 4.0 or greater,

* [ntermet connectivity, LI
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Secure Data Network - Enrollment - Microsoft Internet Explorer

File  Edit ‘iew Favorites Tools Help
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multiple certincates, Only one digital [D 15 required to vennty yvour identity for any and all -
SDM systems vou access from the same computer and the same browser,

Digital IDs can be copied (exported) from one machine to another, and SDN allows for
thiz. The process is not routine, however, and in some cases, Digital IDs cannot be
exported from one operating system to ancther, from one type of browser to another,
or even from one version of a browser to another version of the same browser,

Obtaining and installing a Digital ID is not difficult, but in the process your browser may
present you with many technical messages, We have no control over the messages vour
browser displays, Documentation is available for the enrollment process and is intended
to assist vou in obtaining a digital certificate for the two most common browsers:
Internet Explorer (IE) and Netscape Communicator (MNetscape).

Digital ID Subscriber Agreement

The issuance of Digital IDs through this system is governed by the Werisign Certification
Practice Statement (CPS). By applying for, accepting, or using a Digital ID through this
system, vou are agreeing to the terms of the Verisign Subscriber Agreement
("Agreement" ). By clicking the Enroll button below, vou indicate vour acceptance of this
agreement. If yvou do not agree to the terms of this agreement, yvou should not complete
this application process, or use the Digital 10,

Complete terms for the WeriSign CPS and Digital ID Subscriber Agreement can be found
here.

After you read,

click Enroll.
To enroll for a CDC Secure Data Network Digital ID, click here: (CEnroll’] -

Questions? Go to the Online Help or Contact SDN Support

This page last reviewed Mar 14 2003 -
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To begin enrollment for a CDC Digital ID, complete this enrollment form
SDN Support and click Next.

200-532-9929 Please Mote:
FA0-216-1276

cdesdn@cde.gov _
¢ Intermet Explorer 5.x or greater or MNetscape Communicator 6., or

greater is required to use the CDC Secure Data Network, If vour
browser doesn't meet this requirement, please upgrade vour browser
before applying.

¢ Be sure yvour email address is correctly entered, Without a valid email
address you will be unable to install vour digital certificate,

Step 1: Enter Personal Information |

Itemns with (%) are reqguired.

Prefix || Preferred Name |

* First Name |Janie Middle Name |
* Last Name | Doe Degree I BSN

(where applicable)

2 Program or
* Employer | General Hospital Division I

L | Core Internet
) Y

e e || PO [ - e — PO (o T (e | e I S =




Program or

* Employer |General Hospital Division

* Employer Type |Hospital-Clinic-Lab ¥

* Job Type |Epidemiclogy or Statistics

* Phone |404-4928-1100 Fax

Work Address |1 Hogpital Hill a * .5, State |Georgia
(130 characters (required for US)

pit=balaslvlagl) -
4] 3 U.S. County |DE KALE

* City |Decatur * Zip Code |30365

* Country |United States v

* Alternate Contact :

* Name |Johnny Deer * Phone [404-493-1111]




Microsoft Internet Explorer

.f-‘} Your email address must be correct o receive your Digital 10,
= Is this vour correct email address?

janiedosi@genhosp.org




Select a Program: Click on
National Healthcare Safety Network (NHSN)

3 Secure Data Network - Enroliment - Microsoft Internet Explorer
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SDN Support Step 2: Select A Program

800-532-9925 Select the program whose activities you want to join.
770-216-1276

cdesdni@cde.gov

NETSS
Mutrition
NVSN

CQut-Patient Population Surveillance
Outbreak




Select Activities: Click on
NHSN Enrollment

3 Secure Data Network - Enrollment - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools Help
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SDN Support Step 2: Select A Program

200-532-9929
F70-216-1276
cdesdni@cde.gov

Select the program whose activities you want to join,

MNational Healthcare Safety Network (RNHSR)
MNETSS

Mutrition

R ETEEY

Out-Patient Population Surveillance
Ciutbreak

Step 3: Select Activities

Select one or more National Healthcare Safety Network {NHSN) activities
from the list.

NHSN Enrollment

’_ ’_ |_£|_ P Intermet



Create a challenge phrase (password

3 Secure Data Network - Enrollment - Microsoft Internet Explorer
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SDN Support

200-532-9929
FFO0-216-1276
cdcsdni@cdc.gov

o CDC Home Search Health Tepics A-Z

Centers for Disease Control and Prevention - Digital ID Enroliment

Step 4: Choose a Challenge Phrase

The challenge phrase is a password or phrase that vou will need to provide
every time you access the CDC Secure Data Metwork, and is also required to
revoke wour Digital 1D,

For security reasons, a challenge phrase must:

Be at least 2 characters long.
Contain only English letters, numbers or any of these characters:

- 4 = !
Contain at least one non-alphabetic character,

Mot contain vour name or any part of vour email address,

Mot be g word, unless the word is either

s Broken up by one or more non-alphabetic characters

s Prefixed or suffixed by three or more non-alphabetic characters
Mot contain more than two consecutive repeating characters,

Contain at least 4 unigue characters,

Challenge phrases are case sensitive, so be sure to remember if any letters are
capitalized. While not required, a challenge phrase containing mixed case letters
is more secure, and we invite vou to consider using one,

More Information and Examples.

@ Ciore
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a Secure Data Network - Enrollment - Microsoft Internet Explorer -
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For security reasons, a challenge phrase must: o

Be at least & characters long.
Contain only English letters, numbers or any of these characters:

- 4 = !
Contain at least one non-alphabetic character,

Mot contain vour name or any part of vour email address,
Mot be a word, unless the word is either

* Broken up by one or more non-alphabetic characters
» Prefixed or suffixed by three or more non-alphabetic characters

Mot contain more than two consecutive repeating characters,
Contain at least 4 unique characters,

Challenge phrases are case sensitive, 5o be sure to remember if any letters are
capitalized. While not required, a challenge phrase containing mixed case letters
iz more secure, and we invite you to consider using one,

More Information and Examples.

Challenge Phrase |>k>k>k>k>k>k>k>k

Confirm |>+<>+<>+<>+<>+<>+<>+<>1<

- Writey it dowml

DJuestions? Go to the Online Help or Contact SDN Support

| Done |8 e rterret
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Secure Data Network - Enrollment - Microsoft Internet Explorer - |EJ|_:=l
Flz  Edit ‘iew Favorites Tools Help |-
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\ddress Iﬂj bttps: ffca.cdo.govfsdncodefsdnappservieEnrolmentServiet j @Go |Links ™| €0

| _ - = CDC Home Search Health Topics A-Z

o Centers for Disease Control and Prevention - Digital ID Enroliment
SDN Support Digital Certificate Request Received
800-532-9929 - _
770-216-1276 Your request for a digital certificate has been
cdesdni@cdc.gov received.

Yol will receive an e-mail when vour request is
approved, which includes instructions for installing
yvour digital certificate,

Flease note that processing time may vary,
depending upon the nature of the enrollment
request. If vou do not receive an e-mail notification
within 72 hours, you may inguire about the status
of vour request by contacting the program
administrator,

QQuestions? Go to the Online Help or Contact SDM Support

This page last reviewed Mar 14 2003
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s From the computer you will use to access
NHSN, click on the link in the email to install

the digital certificate.
x Once installed you will get this message:

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information.
Serial Number = 2a3680bfeb16458a7fd9ca3e850d1f75

s Make a back up copy of your digital
certificate!

= Then you can log onto NHSN via SDN



Step 4: Complete NHSN
enrollment online

= To log onto the NHSN
via the SDN, go to:

https://sdn.cdc.gov

= You will be presented
with a Client
Authentication screen,
click OK




Enter your SDN challenge phrase, click Submit

3 SDM Login Page - Microsoft Internet Explorer - |E|i|
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SDN Support

200-532-9929 WARNMING
FI0-216-1276

This is a U.5, Governrment computer system, which may be accessed and used anly for official government business by
cdcsdn@cdc.gov suthorized personnel, Unauthorized access or use may subject violators to crimminal, civil, andfor administrative action, There
iz no right to privacy on this systern. All information on this cornputer systern may be monitored, intercepted, recorded, read,

copied, and sharaed by authorized parsonnel for official purposes including criminal invastigations, Access or use of this
system, whether authorized or unauthorized, constitutes consent to these terms, (Title 18, U.5. <)

Please enter your challenge phrase:

I *kkkhkkikik

Submit |

T

Forgot yvour challenge phrase? Click here
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Click on NHSN Enrollment

; CDC Public Health Partners - Microsoft Internet Explorer = |E’|i|
File Edit Wiew Favorites Tools Help |

ERack v = + i) &} | @search GdFavorites @Media (B | By S w| ~ Sul
Address Iféj https: ffsdn.cde.gov fcommon/pagesfactvity_list.asp ﬂ &G0
- 2 jSearch Web [« & 4 - @l| cAMal -~ @My yahoo! - EJAnswers - g Games - @ Shopping - % Music -

~ Public Health Partners search cocgov [T =

You are logged in as Teresa Horan

Lirks >

Partners Home | My Preferences | Help | Loqout§

My Applications Morbidity and Mortality Weekly Report

Mational Healthcare Safety Metwork (MHSM) Thls Week in MMWR August 11, 2006 / Wal 55 Mo 31

The Global HMWAIDS Pandeimic EDDE
* HIW Prevalence Amang Populations of Men Wha Have Sex with Men --- Thailand, 2003 and 2005
* HIV Counseling, Testing, and Care of Tuberculosis Patients at Chest Clinics --- Guyana, 2005--
2006

> NHSN Enroliment

* Reguest Additional Activities MORE i)

Contacts Directory Recommendations and Reports August 11, 2006 / Vol 55/ No. RR--12 April 21,

2006 Mol 55 Mo RR-6
To locate HHS personnel, enter the search Prevention of Rotavirus Gastroenteritis Among Infants and Children: Recornmendations of the
criteria below (Molg: parial names arg Advisory Committes on Immunization Practices (4CIP) |
acceniahla) * Mald Prevention Strategies and Possible Health Effects in the Aftermath of Hurricanes and Major | —
H ! Floods |
Last | | MORE 3
name:
First name: | | Surveillance Summaries .July 14, 2006 / Vol. 55 / No. $5--7
A ; Surveillance for Cetain Health Behaviors Among States and Selected Local Areas --- Behavioral
gency. I 'l Risk Factor Surveillance Systerm, United States, 2004

*  Prevalence of Four Developmental Disabilities Amaong Children Aged 8 Years --- Metropaolitan

Atlanta Developmental Disabilities Surveillance Program, 1996 and 2000
Search

MORE =)

Health Departments Directory 5
Preventing Chronic Disease Journal Ll

T m v = ik A F b A m e b sk e

@ l_ ’_ |E @ Local intranet
iBstart||| 4 @ B BX O || B osc...| [Olmbo..| (@ver... | Flado... | Hwms.. | #imer... | Emra.. [[@Ycp. @@ BE=  74spm




3 NHSN 1.0.40 Enroll Facility - Microsoft Internet Explorer = |5|1|

Fie Edit “iew Favorites Tools Help

EBack v = v ) %} | Qsearch GaFavorites @veda ¢F | B~ S M ~ 5 4
Address Eﬂhttps:,-’fsdn2.cdc.govfer‘|appfwelcome.do?ach’vity_key=1145 j &G0 | Links 7 & -
5 - 2 - ﬂSearch Web [-| &/ @ - ®| CIMal - @My vahoo! - EJanswers - o Games - @Shopping - Music -

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSHN - National Healthcare Safety Network Contact us

Home

Enroll Facility

If you have already Please Select Desired Option
completed your
Hospital Survey and
Contact Information Enrolill facility

forms

Lccess and print required enrollment forms

FiY e Adobe’] Get Adobe Acrobat Reader for PDF files
niobe  Reader”

If you have not completed these forms, obtain the
forms now and complete them before proceeding

[
l_ l_ |E|_ @ Local intranet
|de @5 || @o. Ok |@w] Ba.| En #ww] St @] @@ S BOEM  soprm




File Edit W%iew Favorites Tools Help

GBack v = v D 44 | Qsearch GdFavorites @Media F | Ehv S =1 5] 4
Address |4£| bty ffacid-nhsn-app2 8080 fenappindex. jsp

A NHSN 0.9 Enroll - | =] x|

j @G0 |Lnks *(€ »
B

Department of Health and Human Services

Centers for Disease Control and Prevention

"3 MHSN Facility Enrollment Forms - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help
=Back v = + 3 74 | @search GAFavorites | @Media % | B~ S W ~ = &
Address |€) htp: ffacid—mhsn—appz:EIDEIDfenapp;’docs]FaVOritES LtForms,-’enroIImentformlist.html j @Go |Links *|[€ v
-l
L] L]
Facility Enrollment Forms
Patient Safety Component Healthcare Personnel Safety
Hospital applicants, print these: Component
Facility Contact Information Any facility type, print these:
Hospital Survey Facility Contact Information
Cutpatient Dialysis Center, print these: Facility Survey
Facility Contact Information
Qutpatient Dialvsis Center Practices
survey
Back |
| [~
& | hittp://acid-rhsn-ag [@&) [ BELocdintranet 4F

il start |

J M & & BE |J Connec...l [ inbox - | Microso...l lForms | Microso...l & NHSN D...”@NHSH |CIEI-@ 1.03 PM
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» NN Facility Contact Information By e

Page 1 of 2

¥ regquirss lor aeving Iracking &

TFacity Marmees:

*Main [ekephone Mamiber:

*Malling Addresc:

Tiaky: oy : *Stabe: TP -

Far asch Eeefiliar brted balovws, arrar tha § § codfe ar chach "Mat &pplicakla™ 2 your Tacillity doas nat Bava that
isemtiar:

"American HospRal Assoclation [ Oat Applcable
*LM5 Provider #: |:|H:|I: Applcable
WA Statlon Code: Oat Applcable
If nomne of the abowe identifiers s applicable, apter COC-providesd Enrolnent #:

*Facility Typse:

Dl"a'.'ll.h!llt Sabely Compomnsnt

OQH=althcare Personnel Safety Componsnt

¥ e
T e

TMalling Addresc (i diferent fram ey

TLiby: *Skate: T LIP -
"lelephome Mumiber:| 1 Latesnsion:

P Nurmiber:( ]

Fager Mumber:| ]

Tl

¥l ser Name:
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» N—EN Facility Contact Information

FPage 2ol 2

CMWERc ME3-LEE

Fops Mints

12 2o 200l

¥ M-
TiEhe:

TMaling Address: (Fd Flerant from faciiny)

by Finbabe:
Tlelepiome Mumber:{ ] Eate=rishom:
FAX Humber=i

Pager Mumiber:| ]

Tomeall:

¥ Erme:
Tithe:

TMaling Address: (f difseent fram sl ]

|

k- TSkabe-
*Telephome Mumiber:| ] Eatensian:
P Mumiber:i ]

Fager Bumber: | ]

it L

*Emeall: A wvalid amed socoust & required for asrciiment
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OME Ne. D920-0666

B, Patient SafEty Cﬂmponent — HDSpita| Su rvey Exp. Date: 02-20-2008
afoty Holwor Page 1af2

L

* required for saving *Tracking #:
*Facility ID #: *Survey Year:
Hospital Characteristics
*Hospital Ownership (check one): L For profit LlGovernment L] military
L] Not for profit, including church [] veteran's Affairs
*Is your hospital affiliated with a medical school: [ves Clno

If ¥es, what type of affiliation:

MAJOR: Facility is an important part of the teaching program of the medical school and
the majority of medical students rotate through multiple clinical services.

GRADUATE: Facility is used by the medical school for graduate training programs only;
i.e., residency and/or fellowships.

LIMITED: Facility is used in the medical school's teaching program only to a limited
extent.

Infection Control Practices

*1. Mumber of beds set up and staffed:

*2. Number of ICU beds (including adult, pediatric, and
neonatal levels II/III and III):

*3. Number of specialty care beds (including hematology/oncology,
bone marrow transplant, solid organ transplant, inpatient dialysis,
and long-term acute care [LTAC]):

4, Number of infection control professionals (ICPs) in facility:
a. Total hours per week performing surveillance:

k. Total hours per week for infection control activities
other than surveillance:




OMB No. DO20-D666

# NHSN patient Safety Component — Hospital Survey =« ose s2zsz0

Efaly Malwolk Page 2af2?

Hospital Microbiology Laboratory Practices

1. Does your laboratory perform antimicrobial susceptibility testing? [ ves e
If Mo, wherz is your hospital's antimicrobial susceptibility testing performed?
[ affiliated meadical center of hospital Commearcial referral laboratory
2. Does your laboratory use NCCLS antimicrobial susceptibility standards? [ ves e

If ¥as, specify what version of the M100 document your laboratory uses?

3. For the following organisms please indicate which methods are used for:
(1) primary susceptibility testing and
(2} secondary, supplemental, or confirmatory testing {if performed).
If yvour laboratory does not perform susceptibility testing, please indicate the methods used at
the referral laboratory.
Please use the testing codes listed below the table.

Pathogen (1) Primary (2) Secondary Comments

Coagulase-negative staphylococci
Staphylococcus aureus
Enterococcus spp.

Escherichia coli

Klebsiella pneumoniae or K. oxytoca
Serratia marcescens

Enterobacter spp.

Pseudomonas aeruginosa
Acinetobacter spp.

Stenotrophomonas maltophilia

1 = Kirby-Bauer disk diffusion 5.2 = MicroScan walkaway conventional 9 = Micromedia

2 = Vitek 5.3 = MicroScan auto or touchscan 10 = Etest

3 = Sceptor & = Other micro-broth dilution method 11 = Oxacillin screen (MHA + salt)
4 = Sensititre 7 = Agar dilution method 12 = Vancomycin agar screen

5.1 = MicroScan walkaway rapid 8 = Pasco (BHI + vancomycin)

13 = Other {describe in Comments column)

a4, Does your laboratory have a prcﬁdure to confirm vancomycin resistance
in staphylococci? Y¥es Mo
If ¥as, please check all methods performed eithear in your lab or at 2 referral laboratory:
Disk diffusion
Etest
Vancomycin agar screen plate
Repeat primary testing method indicated in Question 3

O

Dother, please indicate using method codes in Question 3 above:
*5. Does your laboratory do either screening or confirmatory testing for extended
spectrum B-lactamase (ESBL) production according to NCCLS? Yes I:IND
6. If ESBL production is suspected how do you report your results to the clinician?

Change susceptible and intermediate interpretations for third generation cephalosporine and aztreocnam to



bl Mo, 0920-0566

# NN Patient Safety Component - o
Outpatient Dialysis Center Practices Survey

F'EIQE1 of 2 * tequired for saving

Salafy Mebwore

*Tracking #:
*Facility ID#: *¥Survey Tear:

*1. Ownership of your dialysis center? _ For profit Mot for proft_ Government
__Military __Weteran's Affairs

*z, Location of your dialysis center? _ Hospital based  _ Freestanding
__Freestanding but owned by a hospital

*3. Is yvour facility part of a group or chain of dialysis centers?  __Yes Mo
If yes, name of group or chain:

Personis) responsible for collecting data for this dialysis surveillance project (check all that apply):

__Dialysis RN __[ialysis technician
__Administrator __Hospital-affiliated infection control practitioner
__Other:

Is there someone at yvour unit in charge of infection contral?  __Yes Mo
If ves, ched: all that apply:
__ A dialysis staff memberis in charge of infection control
A hospital infection control practitioner comes to our unit
__Other:
Has this dialysis center participated in our surveillance system in the past? _ Yes _ No

If yes, how much time per month (approximately) did you spend on this surveillance system in the
past? Approximately haurs per month

Suggestions for improvement:

Do you have =1 patients with known HIV infection?  __vYes Mo Don't know




% N.H\] Patient Safety Component - Outpatent Dialysis Center Practices Survey
s Page? of?

Outpatient Dialysis Center Practices Survey (continuad)

*14,  Chedk your most common practice for drawing blood cultures, One puncture of the patient’s vein or
the blood port equals one culture; if several bottles are inoculated from one puncture, this counts as one
blood culture,

1 blood culture drawn by venipuncture

__1 blood culture drawn through blood line

__2 blood cultures, both by venipuncture

__ 2 blood cultures, 1 drawn through bload line and 1 by venipuncture

__ 2 blood cultures, both drawn through blood line

__Other:

*15.  If coagulase negative staphylococct (CNS) are found in a blood culture, are you able to determine
whether the CNS grew in one versus more than one blood culture?  _Yes  No _ Don't know

Dialysis Catheters

#16.  Brand names of dialysis catheters used in vour patients: __check if don't know

Permanent {cuffed, tunneled) catheters Temporary (noncuffed, nontunneled) catheter

Manufacturer (2., Model (2.9, Pamnacath) Manufacturer Model
Quintan)

lob classifications of staff members who provide dialysis catheter care (access catheters or change dressing)
(ched: all that applye:  _ RM_ LPM  _ Technician __ Other:

Before access of dialysis catheters, the catheter port site (usually a rubber diaphragm) is prepped with
(check the one most commonly used):




a NHSN 1.0.40 Enroll Facility - Microsoft Internet Explorer
Fie Edit “iew Favorites Tools Help

EBack v = v ) %} | Qsearch GaFavorites @veda ¢F | B~ S M ~ 5 4

Address

&) https:/fsdn2.cde.gov fenapp fwelcome doPactivity_key=1145

j @G0 |Links ™

YT - 2-

Department of Health and Human Services

Home

ﬂSearch Web [-| &/ @ - ®| CIMal - @My vahoo! - EJanswers - o Games - @Shopping - Music -

NHSHN - National Healthcare Safety Network

Enroll Facility

Please Select Desired Option

Lccess and print required enrollment forms

After you complete the form,
click on Enroll a facility and
enter the data.

FAY or Addobe

Enrall a facility

L]

Get Adobe &crobat Reader for POF files

piohe  Reader’

Ml et sa e = llEm_ 1l = | en | —

Contact us

l_ l_ |E|_ @ Local infranet

Il /el rssiIir= [ . = rma (T ] o



MNHSN 0.9 Enroll Facility - Microsoft Internet Explorer

Fie Edit “iew Favorites Tools Help

GBack v = v D) 74 | Qsearch GFavorites @iMeda ¢4 B~ S =1 5 4
Address |2=;“| http:/facid-nhsn-app 2 :B080/fenappfenrolment. do?method =showpagef subaction=newpage

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSHN - Mational Healthcare Safety Network

Home

Enroll Facility

Mandatory fields marked with * Print PCF Form
Tracking # 2315

Facility Information

Facility name™;
Address line 1*

Sddress line 2

Address line 3
City *

County
State®

Zipcode *

Main telephone number®

For each identifier listed below, enter the number / code, or check Mot Applicable if your facility does
not have that identifier [

Done l_ l_ l_ @ Local infranet
i J [ & Bl |J Connec...l Elnbox— | Microso...l Forms | Microso...”@NHSN |CEIE@ 1:03 FM




3 NHSN 1.0.40 Enroll Facility - Microsoft Internet Explorer

Fie Edit “iew Favorites Tools Help

= Back

v = v @ 2] 4| Qsearch GaFavorites @iveda <F | B S M~ H &4

=15 x|

Address

&) https:/fsdnz2.cde.gov/fenappenrolment. do?method =showpage&subaction=newpage

j @G0 |Links ™

YT - 2-

ﬂSearch Web [-| &/ @ - @| CIMal - @My vahoo! - EJanswers - o Games - @Shopping - Music -

Facility Information

Facility name™*;

Address line 1%

Sddress line 2

Address line 3

City *

State*
Zip Code *

County:

Main telephone number®

For each identifier listed below, enter the number / code, or check Mot Applicable if your facility does

not have that identifier
AHA ID*: |

CMS ID*: |

Wi station code® |

Select T if AHA ID Not Applicable

Select T if CMS ID Mot Applicable

Select T if W& Station Code Mot
Aoplicable

UenﬁrData_] Click to verify values provided abowve before proceeding.

| e @ C || @o. Ok |@v] Zw] W] S| @n.] € [[@In.
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Once enrollment is submitted, you will receive an email

to access the Agreement to Participate and Consent form

From: NHSN

To: NHSN Facility Administrator

Sent: Tuesday, August 8, 2006 11:27 AM

Subject: NHSN facility enroliment submitted

The following facility has been submitted for enrollment in the NHSN:

Facility Name: Atlanta Medical Center
Tracking Number: 10xxx
NHSN Facility Administrator: CEYS8@AMC.ORG

he NHSN Facility Administrator has 30 days to access the Agreement to
Participate and Consent form at the following URL.:
http://ACID-NHSN-http://ACID-NHSN-APP2:7001/enapp/enroliment.do?method=display Agreement&trackirgnum=xxxxx
Once the form has-been-accessed, the CDC system-administrator must receive
the original, S|gned copy of the Consent Form within 60 days or enroliment will
be suspended. Mail the form to: NHSN Administrator, MS A-24, Centers for
Disease Control and Prevention, 1600 Clifton Rd, NE, Atlanta, GA 30333.

If you have questlons about NHSN, please contact us at 800-893-0485 or

I Y -« Y N D A [ Y 1 - A P A Y R R T P TP



Step 5: Print, sign and
return signed Consent
Form to NHSN



# NN Agreement to Participate and Consent o D 53 008

Fage 1083

¥ requirsd Ior aeving "lracking =

We agres 1o participaite in the National Healthcare Safety Network (NHSH), conducted by the Cenbers
for Msesse Confrol amnd Prevention (ODC), with Bhe understanding that participation s volumtary and
v can disoontinue owr participation at amy time. VWe understand the following to be the purposes for
which the data are B=ing collached by the MHSN for ODC Im its role as the mabion's public health ansd
pressEnton ageEncy.

Purposes of NHSN

Participation in the NHSN reflects the: ind ividual Eacibty's meed for high quality and timely data on
alverss evenks assocated with healhcare delbsery and Eher desire o share fheese data with T, The
punposes. of e NHSH ane bo:

& Collect dats from & samiple of heslthoare facilitiess in the United States o penmilt valid
estimabion of the magnibude of adverse events among patients and healthcare workers.
- Aralyre and report patient and Healthcare worker adverse avent data to permit recognition off

frerds In adverss event ates, antmicrobisl use ard resistance, and pathogens assockabed with
Fezalthcare-aoguired Infechians.

Provide facilitizs with risk-adjusted adverss event data that can be used for comparison.

Assist facilles n deEveloping survelllanos and anadysis methods that permif Smely recognibon
of patient and k=althcare worker safely problems and prompt intersention with appropriabe
ITHESELIN S,

" Condud colborative research shudles with HHSN memiber facllities (2.9, desoibe the
epldemiclogy of emerging infecticns and pathogens, assess the mportance of potential risk
factors, further characierize healthcare-acguired pathogers and mechanks=mns of reststamce, and
evaluate albternative survellanos and prevention strategbes).

Cata Collection and Reparting Reguirements for Participation
Omce accepied Indo the NHSN, =ach facllify must:

1. Use the NHSHN Intermest-based data entry interface and/or data import facility for repoeting daka
o

r Succescfully complete an annual survey for easch componsnt sekected.

3. Successfully complele one or more modules of the compomnent selected. Sucoessiul completion
reqpuires the following:

- For thes ssdacted commporsrt, Subimit o eporting plan asch moenth fe irfenmn OO0 shich, i ey,
off tha modicles will e ased Tar that monthe Data for af lees? ona modula must ba submithad
for @ i of & mcnta of Pha coland@ir year b sl nkain active stabs,

- Ao thes Faathoam parsonral safaby Com panent, submit & reporting plan onog ey & montha,

- Adheara to tha selected modula’s protocel]s) avactly s desoribed in tha HHSEMN Manua dodng the
ok Fis v Gl o e MEESS miodolas s et

- Usa tha definiiiors and codes in tha BMEEN Marmiaal Tor all daka reportad under a modula to COC.

- Raport advearse avertstfapoaunes ard appropriabe: summany of danaminatbor daks as reepared for
thia modukels) indcated on tha eporting plan to ODC within 20 doys of tha and of tha monb.

- o e meomnkhs wien N0 EYposiLras ara epoiad, indicaba on tha HOP Salaty Faporting Flan i
YO OO M

- Fass quality conmr accapEanos creechs thal assass thea data Por commplabarsess and aooirmcy.

Comddauaes! =

e e ol e I{! T o b= iy it wl o e s i G e e e Vi of ars owiewio] o o iee m st vl ey f Gl el b el e e
wr A, wl e el ey S e P e e w §rmt i w nr fe il ewd o ered F ecrea  ol w ei kael, e e R o e e s Sy e B A ! i o] o
i Pl =l i w0 el J o, Sl ol el

Fuinis g g b e o pa i of e i AT R g (L e g v, cwliey e im b ey LS, LT ray s L, ey
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% NEN Agreement to Participate and Consent o D 5338 300

Fage Zoff 3

NHSH facilties must agres bo report to stabe health authorities those adwerss event outbreasdos
that are identfied in their facility by the survellance system and about which thay ans
oontacied by Tl

Falure o comiply with these regquiremenis will reselt in withdrawal from e NHSH. Such

facibties will be offered the apportunity to downlosd their data before being withdrvsm.  Six
months afber withdraweal, a Eacilty may apply for re-enmoliment into the RHSH.

T

wie further understand that 2= 3 participant in the BHSH, our facility has bean glven the foliowing
Azzprance of Confidentiaiin:

*The information abtaimesd in this survelllance system that would permit identification of amy individual
ar mstitution s colescied with & quarambes that it will b= Rzl in strict canfidencs, will be ussd anly for
the punposes stabed, and will not otherwise be disciosed or released without the consant of the

indrvidual, or the institution in accordance with Ssction 304, 306, and 208(d) of the Public Health
Sarvioe ACt (42 USC 240400, 242K, and 24.2mid ™

Thez prbmary contzct persons) [sted on the next page agress that data collectesd and submitbsd o COC
will be complete and acourate, o the best of bis or her knowledge

- 5=
R YT il e s, BTN Comtaued =0




% NEN Agreement to Participate and Consent o D 3358508

Fage 3o 3

Flraong &

Primary Coniack]{s)

Js the Primary Contact{s), Liwe consent to follow sxactly the sslectesd protocols and report complete
and socurate data Ina mely manmer inoorder o malngsin &cthee sEafes in e NHSN.

HHS5N Fatient Safclby Primary Contact Porson

TRame-

0

"Signakure; ¥ Lrbe;

HHS5N Healthicare Fersonnel Satfety PFmmary Contact Person
{if dillsrent o= Patien® Salely Fromary Condeck

THame:

0 e

*Signakumrne: ¥ Larhe:

Cfficial Authorized To Bind This Facllity To The Terms OF This Agresment (eg., COONCS0NTRD)
Az an official authorized to bind the faclity specfied below, 1 warrant that | have read and that 1

urdderstand the terms of this agresment and heseby consent o allow the facllty to participate in the
HHSM.

THame:

0

TSignakure: T Lrhe:

Facility Name:

THain Faolty Tekephone Number:

Thirest Ackdress:

LRy "ok *LIF -

R BTl e Ll Bopw. o R OO

Must have a

C-level
signature!




NHSN will activate your
facility when Consent Is
received and send you an
enroliment approval emall



Enroliment Is complete!

NHSN Facility
Administrator can now
access NHSN Reporting
through the SDN

]Eo z_athlt L]gsers ancz_set_up
acllity for reporting In
NHSI\}./ P °



Access NHSN through the
SDN

= To log onto the NHSN
via the SDN, go to:

https://sdn.cdc.gov

= You will be presented
with a Client
Authentication screen,
click OK




Enter your SDN challenge phrase, click Submit

3 SDM Login Page - Microsoft Internet Explorer - |E|i|
File Edt Wiew Favorites Tools Help

SBack v = v ) 7} | Qsearch GFavorites WMedia (4| Bhv S M ~ 5 &

Address Iﬂj https: /id 1.cdc.gov/fcertphraselogin.asp*TYFE=335544 338REALMOID =06-datta 7 Je-efe3-402-bdda- 18a52 3a4 5deaRGUIN= j ©@Go |Links | -

) - _— ) CDC Home  |Search |Health Topics A-Z

oo BB N Secure Data Network

SDN Support

200-532-9929 WARNMING
FI0-216-1276

This is a U.5, Governrment computer system, which may be accessed and used anly for official government business by
cdcsdn@cdc.gov suthorized personnel, Unauthorized access or use may subject violators to crimminal, civil, andfor administrative action, There
iz no right to privacy on this systern. All information on this cornputer systern may be monitored, intercepted, recorded, read,

copied, and sharaed by authorized parsonnel for official purposes including criminal invastigations, Access or use of this
system, whether authorized or unauthorized, constitutes consent to these terms, (Title 18, U.5. <)

Please enter your challenge phrase:

| Fkdkdrhrk

Submit

Forgot yvour challenge phrase? Click here

[
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Click on NHSN Reporting

; CDC Public Health Partners - Microsoft Internet Explorer = |E’|i|
File Edit Wiew Favorites Tools Help |

ERack v = + i) &} | @search GdFavorites @Media (B | By S w| ~ Sul
Address Iféj https: ffsdn.cde.gov fcommon/pagesfactvity_list.asp ﬂ &G0
- 2 jSearch Web [« & 4 - @l| cAMal -~ @My yahoo! - EJAnswers - g Games - @ Shopping - % Music -

~ Public Health Partners search cocgov [T =

You are logged in as Teresa Horan

Lirks >

Partners Home | My Preferences | Help | Loqout§

My Applications Morbidity and Mortality Weekly Report

Mational Healthcare Safety Metwork (MHSM) Thls Week in MMWR August 11, 2006 / Wal 55 Mo 31

The Global HMWAIDS Pandeimic EDDE
* HIW Prevalence Amang Populations of Men Wha Have Sex with Men --- Thailand, 2003 and 2005
* HIV Counseling, Testing, and Care of Tuberculosis Patients at Chest Clinics --- Guyana, 2005--
2006

> NHSN Reporting

* Reguest Additional Activities MORE i)

Contacts Directory Recommendations and Reports August 11, 2006 / Vol 55/ No. RR--12 April 21,

2006 Mol 55 Mo RR-6
To locate HHS personnel, enter the search Prevention of Rotavirus Gastroenteritis Among Infants and Children: Recornmendations of the
criteria below (Molg: parial names arg Advisory Committes on Immunization Practices (4CIP) |
acceniahla) * Mald Prevention Strategies and Possible Health Effects in the Aftermath of Hurricanes and Major | —
H ! Floods |
Last | | MORE 3
name:
First name: | | Surveillance Summaries .July 14, 2006 / Vol. 55 / No. $5--7
A ; Surveillance for Cetain Health Behaviors Among States and Selected Local Areas --- Behavioral
gency. I 'l Risk Factor Surveillance Systerm, United States, 2004

*  Prevalence of Four Developmental Disabilities Amaong Children Aged 8 Years --- Metropaolitan

Atlanta Developmental Disabilities Surveillance Program, 1996 and 2000
Search

MORE =)

Health Departments Directory 5
Preventing Chronic Disease Journal Ll

T m v = ik A F b A m e b sk e

@ l_ ’_ |E @ Local intranet
iBstart||| 4 @ B BX O || B osc...| [Olmbo..| (@ver... | Flado... | Hwms.. | #imer... | Emra.. [[@Ycp. @@ BE=  74spm




NHSN Is ready for users to be added and set up

<} NHSN 1.1.16 Home Page - Microsoft Internet Explorer - |E| il
File Edit ‘“ew Favorites Tools Help | -

ERack * = v i) 4t | ‘Qsearch GdFavorites PMedia % B S M ~ = 4

Address I@j hitp: ffacid-nhsn-app 2 808 1/nhsn 1. 1inhsniMain.do ﬂ @G0 |Links | € v

~r - Z2- jSearch Web - o/ & - @ | 9Mal - % shopping - @My Yahoo! - EJ Answers - g Games - JIMusic - »
Department of Health and Human Services - |
Centers for Disease Control and Prevention

NHSN - Mational Healthcare Safety Metwork | NHSN Home | My Info | Contackt us | Help | Log Qut

# NHSN Home L°gged into DHOP MEMORIAL HOSPITAL (ID 10018) as TCH.
. Facility DHQP MEMORIAL HOSPITAL (ID 10018) is following PS component.
Reporting Plan

Patient
Event
Procedure
Summary Data Use the Navigation bar on the left

Analysis to access the features of the application.
Survey
Users |Fﬂﬁer!\dohe" Get Adobe Acrobat Reader for PDF files

A sgobe  Reader’
Facility
Group

Welcome to the NHSN Home Page.

Assurance of Confidentiality: The information obtained in this surveillance system that would permit

Log Out identification of any individual or institution is collected with a guarantee that it will be held in strict confidence,
will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent
of the individual, or the institution in accordance with Sections 304, 306 and 308{d} of the Public Health
Service Act {42 USC 242h, 242k, and 242mid)).

d
@'] Cone l_ l_ l_ |@‘§- Local intramet
smciaet|| | @ BE o B~ |15l v Vel e B |8 |5 | =& Iy [ ElRYSE 100 o




Recap: 5 Step NHSN
Enrollment Process

Facility Administrator -

1.
2.
3.

Reviews and accepts Rules of Behavior
Registers

Applies for and installs an SDN digital
certificate for NHSN Enrollment activity

Prints, completes and submits enroliment
forms online

Prints, signs and returns Consent Form to
NHSN



%
||I.|-" |

9 M N ~ National Healthcare

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html
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Getting Started in NHSN
Adding Users, Locations, and
Surgeons

... Mary Andrus, BA,RN, CIC
Division of Healthcare Quality Promotion

SAFER*HEALTHIER+* PEOPLE"



Objectives

= Review the basic design of the NHSN
computer screens and identify the function
of its elements

s Describe the process for adding new users
to the Facility NHSN profile

= Identify the process for setting up facility-
specific locations

= Adding or importing surgeon codes

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html



NHSN Landing Page

__ Department of Health and Human Services
<| Centers for Disease Control and Prevention

MH5M - Mational Healthcare Safety Network

Welcome to the NHSN Landing Page

Select a facility and component,
then click Submit to go to the Home Page.

Select facility /group from dropdown list:

**yarning: you must select one facility tofed Grp COCID )

- - . | Grp: Georgia (100 10624)
Select facility within the above group: |- a5 | is marial Hospital (1D 10000)

Fac: Test Facility (1D 10036)
Select component: Ratient Safety ¥

Submit

F‘ Adobe’| et Adobe Acrobat Reader for PDF files
Ld‘.:he %' Reader’




__ Department of Health and Human Services
-| Centers for Disease Control and Prevention

MH5M - Mational Healthcare Safety Metwork

Welcome to the NHSN Landing Page

Select a facility and component,
then click Submit to go to the Home Page.

Select facility /group from dropdown list: | Gip: Georgia (1D 10624)

**Warning: you must select one facility to edit or add records,
Select facility within the above group: | A)| Farilities
WAl Facilities

Select Eumpunent: DHGP MEmDrial HDSpitEll |:1 I:”:”:”:lj
an =

Submit

FT Adobe’| Get Adobe Acrobat Reader for PDF files
Jud?he %' Reader’




Department of Health and Human Services

<{ Centers for Disease Control and Prevention

MHSHM - Mational Healthcare Safety Netbwork

Welcome to the NHSN Landing Page

Select a facility and component,
then click Submit to go to the Home Page.

User: MY A
Select facility /group from dropdown list: |Fac tedical Center East (1D 10000) |

Select facility within the above group: |1izdical Center East UD':”:”:':';I

atient Safety \

"'bHeaIthn::are Fersonnel Safet

Select component:

h‘ﬁe, Adobe’| et Adobe obat Reader for PDF files

siobe  Reader’




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Log HI‘] into
amponent.

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Hom ¢ | My Info | C ontactus | Help




Department of Health and Human Services
Centers for Disease Control and Prevention

MHSHM - Mational Healthcare Safety Network | MH5M Home | My Info | Contactus | Help

“#' NHSN Home Logged into Test Facility {ID 10036} as MYAD,

Reporting Plan Facility Test Facility {ID 100363 is following PS component,

Patient View User
Event

FOEECTE User ID: MYAS

Summary Data
Analysis
Survey First Mame: Mary

Users Middle Mame:
Facility
Group

Log Out

Prefix:

Last Name: Andrus
Title:
User Type: ICP - Infection Control Professional
User Active: Y
Phone Mumber:
Extension:
E-rmail Address: MVAS@CDC, GOV
Fax Mumber:
User Group/Facility: Test Facility (10036
User Roles: ADMIN(PS) ALLRIGHTS(PS)

Edit

Effective
Rights

Back |




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




To contact CDC personnel for assistance with NHSN try:

Telephone:  800-893-0485

E-mail: nhs
Webzite: ’ c.zovineidod/hip/nhsn/memb ers/contact hitim




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




Csearch- [l

‘ contents | H Index @ search = Print Page

Welcome to the NHSN Help S

tem!

Inkraduction

The NHSN Help System is an online manual that guides the NHSN user through the defimtions, repo
mstructions, and ¢ ihties relevant to the NHSIN cation. In an effort to ensure standardizatio

> and Descriptions | 1o ction and reporting procedures, considerable detail is provided thronghout this help system.

Infarmation
nponent . . . . . - 0 .
F Using the navigation bar to the left, the NHSN user can find the mformation they need by:
- browsing through the Table of Contents
- browsmg through a hist of Kevwords m the Index
- performing a search through all topics of kevwords the user specifies




Home Page

Department of Health and Human Services
Centers for Disease Control and Prevention

“# NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged into Test Facility {1
Facility Test Facility {ID 10036) PS component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

to access the features of the application.

| NHSM Home | My Info | Contactus | Help




Department of Health and Human Services

Centers for Disease Control and Prevention

“#' NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users

Facility
Group
Log Out

MHSM - Mational Healthcare Safety Netwrork

Logged inke
ormponent

Welcome to the NHSN Home Page.

Use the Navigation bar on the left
to access the features of the application.

| MNHSM Home | My Info | Contactus | Help

d permit identification of
for the pu
rdance u




Department of Health and Human Services

Centers for Disease Control and Prevention

MHSM - Mational Healthcare Safety Netwrork | NHSM Home | My Info | Contactus
‘?"‘ MNHSMN Home Logged into Medical Center East (ID 100007 as MWA,

Facility Medical Center East (ID 10000) is following PS component,
Reporting Plan

Patient Welcome to the NHSN Home Page.

Event
0 add
o Find Use the Navigation bar on the left

“ Incomplete to access the features of the application.
Procedure

Summary Data =
. ¥ h‘.ﬁe, Adobe’| et adobe Acrobat Reader for PDF files
Analysis sdobe  Reader”

Survey

Users Assurance of Confidentiality: The information obtained in thiz surveillance systerm that would permit identification of an

- institution iz collected with a guarantee that it will be held in strict confidence, will be uzed only for the purpozes stated, 3
Facility ctherwize be disclosed or released without the conszent of the individual, or the institution in accordance with Sedtions 204
Group 203(d) of the Public Health Service Act (42 USC 242b, 242k, and 242mi(d)).

Log Out

When you click on the topic, it expands to
show the options that are available within
that topic




Adding a User

= When Enrollment process is complete,
NHSN Facility Administrator adds Users

= A person should not get a digital

certificate until the Facility Administrator
has added them as a user



= To add a new user to your facility, click
on Users, then click on Add

Department of Health and Human Services
Centers for Disease Control and Prevention

“E" NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users
0 Add
O Find
Facility
Group
Log Out

MHSH - Mational Healthcare Satety Network | NHSN Home | My Inf

Welcome to the NHSN Home Page.

Use the Navigation bar on the left
to access the features of the application.

| et adohe scrobat Reader for PDF files

Assurance of Confidentiality: The information obtained in this surveillance system that
identification of any individual or institution is collected with a guarantee that it will be h
will be used only for the purposes stated, an Il not oth be disclosed or released

, O tituti ordance with Sections 304, 306 and 308(d) of the A
Aot (42 USC 242b, 242k, and 242m{d)).



Mandatory fields marked with *
user I0*: | DDUCK

Add User

Prefis:
First Mame *:

Middle Mame:
Last Name *:
Title:

User Active:
Uzer Type:
Phone Mumber:
Fax Mumber:

E-mmail Address®:

Address:
dddress, Line 2;

Address3

Crtye

Create a different User ID for each user you
create. Use any combination of letters
and/or numbers but spaces are not used

Y-Yes W

|CF - Infection Control Professional  »

Extension:




Add User

Mandatory fields marked with *
User I0*: | DDUCK Up to 32 letters and/or numbers

Prefix:

First Mame *: |DONALD

Middle Mame: |
Last Name *: |DUCK = e Enter first and last name
Title: of the new user

User Active: Y -“es w

User Type: | ICF-Infection Contral Frofessional +

Phone Mumber: | Extension: |

Fax Numhber:

E-mail Address™: |

Address:

Address, Line 2: |

Address3: |

City: |



Department of Health and Human Services

Centers for Digsease Control and Prevention

MHSM - Mational Healthcare Safety Metwork: | MNHSM H

‘? NHSN Home Logged into Medical Center East (ID 100000 as MWA,
Facility Medical Center East (ID 100001 is following PS component,

Reporting Plan Add User

Patient

Event
1 +

Procedure Mandatory fields marked with
Summary Data User 1D*: |[DDUCK Up to 32 letters and/or numbers, no spaces ar s
Analysis
Survey Prefis:
Users

0 Aadd First Mame *: |Donald

O Find
Facility Middle Mame:
Btz Last Mame *: |Duck
Log Out

Title:

Phone Mumber:

Fax Mumber:

E-rmail Address®:




‘% NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users
3 Add
I Find
Facility
Group
Log Out

UEPBI’["]EI]I 0OT Healtn and Auman 3>ervices
Centers for Disease Control and Prevention
MHSHM - Mational Healthcare Safety Netwrork | MNHSM Home | M

Logged into Medical Center East (ID 100007 as MWA,
Facility Medical Center East (ID 10000] iz following PS cormponent,

Add User

Mandatory fields marked with *

User ID*: [DDUCK Up to 22 letters and/ar numbers, no spaces or special

Prefix: I

First Mame *: |D|:|nald

Middle MName:

Last Mame *:

Title:

User Active:

" |DE - DataEntryCIerk

| DAL - Dialysis Murse/Frofessional
HE - Hospital Epidemiolagist

C|ICCC - 12 Committee Chair

IT-IT Frotessional

k4 - hicrokbiologist

. |OH - COccup Health Frofessianal

" |P - Pharmacist

rl - Frincipal Investigator

Enter MNew Pass¥ord®:

FEe-enter MNew Passw




Uepaltiment OT Healtn and Auman 3ernsices

Centers for Digease Control and Prevention

MHSH - Mational Healthcare Safety Network | MH5N Home | My Info | Contactus | |

?‘ MNHSMN Home Logged into Medical Center East (ID 100007 as MWA,
Facility Medical Center East (ID 10000] is following PS commponent,

Reporting Plan Add User

Patient

Event

i #*
Procedure Mandatory fields marked with

Summary Data User ID*; |DDUCK Up to 32 letters and/or numbers, no spaces or special characters
Analysis
Survey Prefix: I—
o First Name *: [Doneld Phone number and fax are

o Find optional, but you must
Z:::::? IR CERCH| enter a valid email
o Last Mame *: |Duc:k address.

Title: I

User Active: IY—‘T’ES vI

User Type: IICF"—Infe::tiu:un Cao Frofegsional LI
Phone Mumber: | 444-198-5555 Extension: |

Fax Mumber: |

E-mail Address*: IDDUCK@HGSPITAL#.DHG



= After entering the user information, click on
save — this screen will appear:

& NHSN Home Logged into Test Facility (ID 10036) as MYAQ,
Facility Test Facility {ID 10036} is following PS component.

Edit User Rights

& User DDUCK (ID 1590) saved successfully. Please add rights for the new
user.,

A Facility Admin can
choose to give a user all

User ID: DDUCK {ID 1590) rlghts

‘Test Facility (10038

Facility List:
Administrative User: [

Rights Patient Safety Health€Lare Personnel Safety

Yiew Data
Enter Data
analyze Data
all Rights

Customize Rights Adwanced ]

Effective J

Rights Cave ] Back J




= After entering the user information, click on
save — this screen will appear:

& NHSN Home Logged into Test Facility (ID 10036) as MYAQ,
Facility Test Facility {ID 10036} is following PS component.

Edit User Rights

& User DDUCK (ID 1590) saved successfully. Please add rights for the new
user.,

User ID: DDUCK {ID 1590)
‘Test Facility (10036]

Facility List:
Administrative User: [

Rights Patient Safety Health Care Personnel Safety

Yiew Data

Enter Data O \ ...or rights to one or
analyze Data - more specific NHSN
Al Rights O activities

Customize Rights ] Acwanced ]

Effective
Rights J Cave ] Back J




The NHSN Facility Admin can also
choose make the user an
Administrative User. This will allow the
user to add Locations and Surgeons

& NHSN Home Logged into Test Facility (ID 10036) as
Facility Test Facility {ID 10036} is followigg PS component.

Edit User Rights

& User DDUCK (ID 1590)|saved successfully. Please add rights for the new
user.,

User ID: DDUCK {ID 1590)

Facility List:

@nmtratiue U@

Rights Patient Safety Health Care Personnel Safety

Yiew Data
Enter Data
analyze Data
all Rights

Customize Rights Adwanced ‘

Effective

Rights Cave ‘ Back ‘




& NHSN Home Logged into Test Facility (ID 10036) as MYAQ,
Facility Test Facility {ID 10036} is following PS component.

Edit User Rights

& User DDUCK (ID 1590) saved successfully. Please add rights for the new
user.,

User ID: DDUCK {ID 1590)
Facility List:

Administrative User: [

Rights Patient Safety Health Care Personnel Safety

Yiew Data

Enter Data Once you are more familiar with

analyze Data

, NHSN, if necessary, you can
all Rights . .
/ customize user rights

Customize Rights Adwanced J

Effective J

Rights Cave ] Back J




‘% NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users
3 Add
3 Find
Facility
Group
Log Out

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSHM - Mational Healthcare Safety Netwrork | MHSM Home | My Info | Contact u:

Logged into Test Facility (ID 100367 as Mvas,
Facility Test Facility (I 1003&]) is following PS component,

Find User

s Enter search criteria and click Find
s Fewer criteria will return a broader result set
o More criteria will return a narrower result set
User Information
Uszer ID:
First Mame:
Middle Mame:
Last Mame:
Phone Number:

E-mail Address:



Department of Health and Human Services

Centers for Digease Control and Prevention

MHSM - Mational Healthcare Safety Network | MHSM Home | My Info | Contactus | Hel
“#' NHSN Home

Reporting Plan
Patient

T User List

Event

Procedure

Sun'"'narv Data First | Prewvious | Mext | Last |:]i'_=.[:||.5|'!r|'ir||3 i
Analysis pelete | Name ' User ID User Type

Survey
Users

2 Add
0 Find
Facility
E;';lgju ' Andrus, Mary

DOUCE ICP - Infection Control Professional

Tolson, Jame

Doe, Jack N OTH - Cther

First | Previous | MNext | Last Displaying 1

Add | Back |




Department of Health and Human Services

Centers for Disease Control and Prevention

MHSH - Mational Healthcare Safety Network | HNHSH Home | M
?‘ MNHSEN Home Logged into Test Facility (ID 100361 as MWASD,
Facility Test Facility (ID 10036) iz following PS component,
Reporting Plan =
: View User
Patient
Event
Summary Data Prefix:
Analysis First Name: DONALD
Survey _
Middle Name:
Users
Add Last Mame: DUCE
F_”:"j Title:
Facility - -
Group User Type: ICP - Infection Control Professional
Log Out User Active: ¥

Phone Mumber:
Extension:
E-mall Address: MLANDEUS@CHARTER.MET
Fax Mumber:
User Group/Facility: Test Facility {10036)
User Roles: ALLRIGHTS(PS)
=

Effective ‘

Rights B |



Users
0 Add First Mame *: |[DONALD
O Find

Facility Middle Name:

Group

Log Out

Last Mame *;
Title:
User Active: |Y-Yes ¥
User Type: | ICF-Infection Control Frofessional +
Phone Mumber: Extension:
Fax Mumber:

E-nail Address*: |MLANDRUS@CHARTER.MET

Address:

sddress, Line 2;
Address3:

City:

State:

Zip Code:

County:

Home Phone Mumber:

Beeper:

Add | Save | Drelate | Edit Rights

Effective |

Rights s |




Adding a User

= Once a user Is added, NHSN will send
the user an email with the following:

— Agreement to follow the Rules of
Behavior

— Instructions on obtaining and
downloading a Digital Certificate

NHSN User Start-up Guide

http://www.cdc.gov/ncidod/dhap/nhsn members.html



http://www.cdc.gov/ncidod/dhqp/nhsn_members.html

Adding Locations




Adding Locations

= Decide which locations you will monitor

— Patient care areas where device-associated
Infections are monitored

— Patient care areas where patients having
selected operations are housed

= Locations must be identified and set up
before the Monthly Reporting Plan can be
completed



Department of Health and Human Services
Centers for Disease Control and Prevention

“#' NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data
Analysis
Survey

Users
Fal::ilit!,r

MHSM - Mational Healthcare Safety Netwrork | NHSM Home

Logged into Test Facility =}
Facility Test Facility IIEI 1|:||:|:E._'| is 1’|l|||| |r|q F':- component,

Welcome to the NHSN Home Page.

Use the Navigation bar on the left
to access the features of the application.

Assurance of Cunfll:lentlallw The information obtained in this surve

-_-rjrj Er]|1' Component l‘ll-'rl’rl’rll‘ ation of any in l‘ll'-.-'ll'lH:ll or ins ’r|1'u’r|||r is collected with
B | ocations CE, W
O Surgeons
Group
Log Out

From the “Facility” section of the Navigation
Bar, select Locations



Locations

Instructions

s To Add a record, fill in the form with the required fields and any desired optional values, The
Add button,

e To Find arecord, click on the Find button. One of more fields can be filled in to restrict the s
values,

e To Edit a record, perform a Find on the desired record. Click on the desired record to fill in it
the ﬁ:-rm and edlt the values, Tn::- save the changes click on the Save button.

on the desired record(s), Check the corresp

Enter a code of your choosing for
the location form.

Mandatory fields to "Add" or "Edit" a record marked with *

Y our CDEI

Wour Label*: CARDIOTHORACIC SURGICAL ICU
CDC Location Description™ | E{gs]lse1j0e=Tgs]Tu)igTa]c=Te gl ] {fu=] f @=TE
Status™:| Active | %

Bed Size® 16 & bed size greater than zero is required for most inpatient location:




Locations

Instructions

To Add a record, fill in the form with the required fields and any desired optional values, The
Add button,

To Find a record, click on the Find button, One of more fields can be filed in to restrict the s
values,

To Edit a record, perform a Find on the desired record. Click on the desired record to fillin it
the form and edit the values. To save the changes, click on the Save button.

To Delete one or more records, perform a Aind on the desired recordis). Check the corresp
(es), then click on the Delete button.
Press the Clear button to start over with a new f

Enter a label for this
location — may be the
same as the code or an

¥our Code® J expanded name

Vour Labgl™ | CARDIOTHORACIC SURGICAL ICU
CDC Location Description® ;| T Rt e =t = =
Status™:| Active | %

Bed Size™® 16

Mandatory fields to "Add" or "Edit" a record marked wit

& bed size greater than zero is required for most inpatient location:




Locations

Instructions Choose from the dropdown list the CDC
location that most closely maps to your
To Add a record, location | values, The
Add button, .
To Find a record, click on the Find buttpn, One of more fields can be filed in to restrict the s

values,

To Edit a record, perform a Find on thg desired record. Click on the desired record to fillin it
the form and edit the values. To save fhe changes, click on the Save button.
To Delete one or more records, perfofm a Find on the desired recordis). Check the corresp

(es), then click on the Delete button.
Press the Clear button to start over with a new form

Mandatory fislds to "Add" or "Edit" a recordmarked with *

Your Code™: | CTICLU
Wour Label*: CARDIOTHORACIC SL#\GICALICU
CDC Location Description™ | E{gs]lse1j0e=Tgs]Tu)igTa]c=Te gl ] {fu=] f @=TE
Status™:| Active | %
Bed Size™® 16

& bed size greater than zero is required for most inpatient location:




Choosing a CDC Location Type
Using the 80% Rule

= Location: the specific patient care area to which a
patient is assigned while receiving care in the
healthcare facility

oIf 80% of the patients in a patient
care area (e.g., pediatric patients
requiring orthopedic care) are of a
certain type, then so designate
that location (in this case,
Inpatient Pediatric Orthopedic
Ward).




CDC Location Label

Location Description

INPATIENT LOCATIOMNS

Inpatient Adult Critical Care
Burn Critical Care

Medical Cardiac Critical Care

Surgical Cardigthoracic Critical Cars

Medical Critical Care

Medical/Surgical Crifical Care

Meuralogic Critical Care

Meurosurgical Crifical Care

Prenatal Critical Care

Respiratory Critical Cars

Sorrmie=l Cahesl T ars

Critizal care area specializing in the care of patients with
significant/major burns

Critical care arsa specializing in the care of patients with serous
heart problems that do not require heart surgery.

Critical care area specialzing in the care of patients following
cardiac and thoracic surgery.

Critical care area for patients who are being treated for nonsurgical
condiions

An area wheare crifically ill patients with medical andfor surgica
conditions are managsd.

Critical care area specialzing in treating life-threatening
neurclogical diseases.

Critical care arsa specializing in the surgical management of
patienis with severe neurclogical diseases or those at risk for
neurcdogical injury as a result of surgery.

Critical care area specializing in the management of the pregnant
patient with complex medical or obstetric problems requiring a
high level of care o prevent the lass of the fefus and to protect the
life of the maother.

Critical care area for the evaluation and freatment of the patient
with severe respiratory condifions.

Crifires] mgre =ras fnr tha avshi=tan =3nA rransnamaent oFf e 1ants wertn



Locations

Instructions

To Add a record, fill in the form with the required fields and any desired optional values, The
Add button,

To Find a record, click on the Find button, One of more fields can be filed in to restrict the s
values,

To Edit a record, perform a Find on the desired record. Click on the desired record to fillin it
the form and edit the values. To save the changes, click on the Save button.

To Delete one or more records, perform a Aind on the desired recordis). Check the corresp
(es), then click on the Delete button.

Press the Clear button to start over with a new form.

Mandatory fields to "Add" or "Edit" a record marked with *

Your Code™: | CTICLU
Wour Label* | CARDIOTHORACIC SURGICAL 1CU
CDC Location Description™ | St = is|[u) yT] ¢=Te [ 0] {fe=] f 02T
Status

Bed Size® & bed size greater than zero is required for most inpatient location:




Locations

Instructions

To Add a record, fill in the form with the required fields and any desired optional values, The
Add button,

To Find a record, click on the Find button, One of more fields can be filed in to restrict the s
values,

To Edit a record, perform a Find on the desired record. Click on the desired record to fillin it
the form and edit the values. To save the changes, click on the Save button.

To Delete one or more records, perform a Aind on the desired recordis). Check the corresp
(es), then click on the Delete button.

Press the Clear button to start over with a new form.

Mandatory fields to "Add" or "Edit" a record marked with *

Your Code™: | CTICLU
Wour Label* | CARDIOTHORACIC SURGICAL 1CU
CDC Location Description™ | E{gs]lse1j0e=Tgs]Tu)igTa]c=Te gl ] {fu=] f @=TE
Status* _a

Bed Size & bed size greater than zero is required for most inpatient location:




The following message will appear, notifying you
that your new location has been added.:

Locations

& The location 'CARDIOTHORACIC SURGICAL ICU' has been successfully
added.

The new location will appear in a list at the
bottom of your screen

Location Table

First | Previous | Mext | Last Displaying 1 - 1 of 1

Bed
ize

Dielete Status E:uur Code Your Label CDC Description CDC Code

CARDIOTHORACIC SURGICAL  Surgical Cardiothoracic Critical
ICu Care

First | Previous | Mext | Last Displaying 1 - 1 of 1

¥ active CTICU INGACUTE:CC:CT 16




After a new location has been added, it will appear in the
Locations drop down lists on the data entry screens

rMiddle Mame:

Gender®:

Event Information

Post-procedure::

Date ﬂ«!mitted

to Facility:: ZCEM - ACEMTRAL ORTHORFEDICS
-4 50UTH-S5URGICAL
. E MARROW TRAMNSFLANT
S SUTE T CTICU - CARDIOTHORACIC SURGICAL ICLU
Urinary Catheter®: DCARD - OUTFATIENT CARDIOLOGY
DAl - DAL
. GOFTS - GEMNERAL OUTFATIENT SLIRGERY
Event Details LTAC-LTAC
bSICL - MEDSURG U
MICIE - MNICL 3
Secondary Bloodstreamopg - FOST FARTUM OB

Infection=|g|cU - SURGICAL ICU

Died* *: w

Specific Event®

Discharge Date:




The location will also be available in the
Monthly Reporting Plan

Device-Associated Modyle
Locat CLA BSIDI VAP CAUTI

CTICU - CARDIOTHORACIC SUHGI%LICM Fl F

By T—’Eﬁ/mm Fresdous Month
2CEM -2 CENTRAL DR T H0 [

450UTH-4 50UTH-SURGICAL

EIMT -BOME MARROW TRAMSFLAMT
CTICU - CARDIOTHORACIC SURGICAL 1CL
DCARD - QUTFATIEMT CARDIOLDGY
DAL - DlAL sc] Post-procedure
GOPTS - GEMNERAL OUTPATIENT SURGERY PNEU
LTAC-LTAL - Inpatient W
tSICU - MEDSURG ICI : :
MICLIE - MICL 3 - Inpatient IM - Inpatient
DB -FPOST FARTLM OB —

SlC - SURGICAL [CL




Adding Surgeons

= Surgeon codes and
surgeon names are not
required in NHSN

s Feedback about SSI rates
to surgeons has been
shown to be an important
component of strategies
to reduce SSI risk*

Haley RW, Culver DH, et. al. The efficacy of infection surveillance and
control programs in preventing nosocomial infections in US hospitals. Am
J Epidemiol 1985;121:182-205.



Methods for Adding
Surgeons

1.  Manually enter each surgeon

2. Import surgeon information from a
file



To add a surgeon to your facility, click on Facility, then
click on Surgeons

Department of Health and Human Services
(Centers for Disease Control and Prevention
MF 5M - Mational Healthcare Safety Metwork | NHSM Homve | My Info | Contac

‘g’ NHSN Home Logged into Test Facility (ID 10036} as MYAD,

Reporting Plan Facility Test Facility (ID 10036} is following PS component.

Patient

Event Welcome to the NHSN Home Page.

Procedure

ey e Use the Navigation bar on the left
. to access the features of the application.

Survey

Users

Facility rd?!m, &gﬂéﬂr Get adobe Acrobat Reader for POF files

I Customize Fg

O Export Data

I Facility Info Assurance of Confidentiality: The infarmation obtained in this surveillance system that would

O Add/Edit Cq identification of any individual or institution is collected with a guarantee that it will be held in g

[ Locations confidence, will be used only for the purposes stated, and will not otherwise be disclosed or reld

B Surgeons the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(4
Health Service Act (42 USC 242b, 242k, and 242m{dy).




For manual entry of surgeons, enter
alphanumeric code (required)

Surgeons

Procedure
Summary Data ns
Analysis

Survey To AQd a record, fill in the form with the required fields and any desired optional values, Then
e Add biytton.
Facility Tr::| Fing a record, click on the Find button, One of more fields can be filled in to restrict the se
- values,
:Eﬁééﬂﬂ.ﬁ;mg To Edit\a record, perform a Find on the desired record. Click on the desired record to fill in its
[ Facility Info the form\ and edit the values. To save the changes, click on the Save button,
[ Add/Edit Compaonent To Dele®e one or more records, perform a Find on the desired record(s). Check the correspe
O Locations (es), they click on the Delete button,
B Surgeons lear button to start over with a new form,
Group

Log Out Mandatory fielddto "Add" or "Edit" a record marked with *

Qenn Code* 200

Last Mame: Bond

First Narne:| James|
Middle Mame:

Status™:| Active | v

Irnport
Surgeon Codes




Surgeons

Procedure

Summary Data Instructions
Analysis
Survey To Add a record,
G Add button.
Facility Tr::| Find a record, click on the Afnd button. One of more fields can be filled in to restrict the se
- values,
:Egé;?_tm;;;mmg To Edit a record, perform a Afnd on the desired record. Click on the desired record to fill in its
1 Facility Info the form and edit the valuesf To save the changes, click on the Save button,
[ Add/Edit Compaonent To Delete one or more regrds, perform a Find on the desired record(s). Check the correspe
0 Locations (es), then click on the Delgf
B Surgeons Press the Clear button tq
Group

Log Out Mandatory fields to "Add" or JEdit" a record marked with *

Enter the surgeon last and first name if you like |

Surgeon Code™;

Last Margk

Middle Mame:

Status®

Irnport
Surgeon Codes




Surgeons

Procedure

Summary Data Instructions
Analysis
Survey To Add a record, fill in the form with the required fields and any desired optional values, Then
G Add button.
Facility Tr::| Find a record, click on the Find button. One of more fields can be filled in to restrict the se
- values,
:Egé;?_tm;;;mmg To Edit a record, perform a Find on the desired record. Click on the desired record to fill in its
1 Facility Info the form and edit the values. To save the changes, click on the Save button,
[ Add/Edit Compaonent To Delete one or more records, perform a Find on the desired record(s). Check the correspe
O Locations (es), then click on the Delete button,
B Surgeons Press the Clear button to start over with a new form.
Group

Log Out Mandatory fields to "Add" or "Edit" a record marked with *

Stj:ltUS will default to Active

Surgeon Code™;
Last Mame
First Mame

Middle Mame:

Status®

Irnport
Surgeon Codes




The following message will appear, notifying you
that the surgeon code has been added:

Surgeons
# The surgeon code '200' has been successfully added.

The new surgeon code will appear in a list
at the bottom of your screen

Surgeon Table

First | Previous | Mext | Last Displaying 1
Delete Status Surgeon Code [4] Last Name First Name Middle Nam
] Active 200 Bond James

First | Previous | Mext | Last Displaying 1




Facility Last Mame: First Mame:

Group Middle Mame:
Log Out

Gender®: | Date of Birth™:

100 - Frank, Henry
101 - Brown, Joseph
102 - Kennedy. Marie
MHSM Procedure|103 - Carpenter. Derek v
Code™: 104 - Franklin, Dawid
[CD-9-Cp Code: [105 - Thompson, Stanley
106 - Dayle, Gerald
- Fohe Ewent |Pm-::edure is not Linked
200 - Bond, James
' n. Cecile
488 - Srmith. Harold
_ 489 - Craomwell, Betty
Outpatigft™: 01 - Skinner, Jeremy ns)>: |0
hZ1 - Fotter. Harry

Procedure Information

Procedure Date®

Procedure Details

ANTHONY - Anthory, John Feneral Anesthesiaz: b
: [CARROLL - Carrall, Elizabeth v
JOHMNSOM - Johnson, Fred
KPOS - Koop, C ¥|  Endoscope:: i
¥ Multiple Procedures:z: b

Custom Fields




Importing Surgeons

From the “Add Surgeons” screen, click
on Import Surgeon Codes

es ), then Click on the Delete button,
s Fress the Clear button to start over with a new N

Mandatory fislds to "Add" or "Edit" a record marked with \

Surgeon Code®:
Last Mame:
First Mame:
Middle Mame:
Status*. Actve ¥

Imnport

Fird add Clear Eurgal=



Importing Surgeons

= Import a comma delimited file

Code, last name, first name, middle name

200, Bond, James, L
201, Duck,,




Import Surgeon Data

A file containing surgeon data may be imported into NHSHN. It must be a comma-delimited file
in the following format:

Surgeon Code, Last Name, First Hame, Middle Name

Examples: |123,lones,lames,]
A34,Smith,Mary,
56XY, Johnson,,

Click on the Browse button to locate the file
, Select file to import you want to import

C\Documents and Settings'surgeon import file.xt ™ Browse... |

Subrnit ‘ Back. ‘




Import Surgeon Data

A file containing surgeon data may be imported into NHSHN. It must be a comma-delimited file
in the following format:

Surgeon Code, Last Name, First Hame, Middle Name

Examples: |123,Jones,James,] Click on Submit and the data
; A34,Smith,Mary, will load into the Surgeon
56XY,Johnson,, Table

, Select file to import

C\Documents and Settings'surgeon importfile.t Byfwse... |

/

Subrnit ‘ Back. ‘




Facility Test Facility (ID 10036] is following PS commponent,
Reporting Plan

Patient
Event

surgeons

Procedure .
Instructions
Summary Data

Givellysls To Add a record, fill in the form with the required fields and any desired optional values. The

Survey Add button,
Users To Find a record, click on the Find button. One of more fields can be filled in to restrict the s
Facility values,
[ Customize Forms To Edit a record, perform a Find on the desired record. Click on the desired record to fill in i
3 Export Data the form and edit the values. To save the changes, click on the Save button,
© Facility Info To Delete one or more records, perform a Find on the desired record(s). Check the corres
*eebEdiE Lozt (es), then click on the Delete button,

O Locations )
D Surgeons Press the Clear button to start over with a new form.

Group
Log Out

Mandatory fields to "Add" or "Edit" a record marked with *
Surgeon Code™;
Last Marme: Bond|
First Mame:
Middle Mame:
Status*:| Active ¥

Irnpart
Surgeon Codes




Users To Find a record, click on the Find button. One of more fields can be filled in to restrict the search tg
Facility values,
[ Customize Forms To Edit a record, perform a Find on the desired record. Click on the desired record to fill in its values
3 Export Data the form and edit the values. To save the changes, click on the Save button,
© Facility Info To Delete one or more records, perform a Find on the desired record(s). Check the corresponding
*eebEdiE Lozt (es), then click on the Delete button,

O Locations )
D Surgeons Press the Clear button to start over with a new form.

Group
Log Out

Mandatory fields to "Add" or "Edit" a record marked with *
Surgeon Code™;
Last Name
First Mame:
Middle Mame:
Status*:| Active ¥

Irnpart
Surgeon Codes

Surgeon Table

Display All
First | Prewvious | Mext | Last Displaying 1

Delate Status Surgeon Code [4] Last Name First Name Middle Nam

] active 200 Band James
First | Previous | Mext | Last Displaying 1




? ANHSMN Home Logged into Test Facility (ID 100361 as MWAS,
Facility Test Facility [ID 1003&] is following PS component,

Reporting Plan
Patient

surgeons

Event

Procedure .
Instructions
Summary Data

sieliyels To Add a record, fill in the form with the required fields and any desired optional values. Then clj

Survey Add button,
Users To Find a record, click on the Find button, One of more fields can be filled in to restrict the sear
Facility values,
U Customize Farms To Edit a record, perform a Find on the desired record. Click on the desired record to fillin its v
3 Export Data the form and edit the values. To zave the changes, click on the Zave button,
© Faeility Info To Delete one or more records, perform a Find on the desired record(s), Check the correspon

el UE Lo abieis (es), then click on the Delete button,

O Locations )
D Surgeons Press the Clear button to start over with a new form.

Group
Log Out

Mandatory fields to "Add" or "Edit" a record marked with *
Surgeon Code®;|200
Last Mame: Bond
First Name:|James
Middle Mame:
Status®:| Active

Irnport
Surgeon Codes




€' MHEN Home Logged inta Test Facility (ID 10036) as MVAS,
Facility Test Facility (ID 10032&] iz following PS cormponent.

Reporting Plan
Patient

Event

Surgeons

Procedure .
Instruchons
Summary Data

AR S To Add a record, fill in the form with the required fields and any desired optional value

Survey Add button,
Users To Find a record, click on the Find button. One of more fields can be filled in to restric
Facility values,
0 Customize Forms To Edit a record, perform a Find on the desired record. Click on the desired record to
U Export Data the form and edit the values, To save the changes, click on the Save button,
 Facility Info To Delete one or more records, perform a Find on the desired record(s), Check the g
el el CereEii: (es), then click on the Delete button.

O Locations )
D Surgeons Press the Clear button to start owver with a new form.

Group
Log Out

Mandatory fields to "Add" or "Edit" a record marked with *
Surgeon Code™®:|200
Last MName: Bond
First Mame: Harry
Middle Name:|James
Status™:| Active ¥

Import
Surgeon Codes




Mandatory fields to "Add" or "Edit" a record marked with *

Surgeon Code*:
Last Mame:
First Mame:
Middle Marme:
Status*:| Active

Irnport
Surgeon Codes

Surgeon Table

Display All
First | Prewvious | Mesxt | Last Displaying 1 - 1 ¢

Delete Status Surgeon Code [al Last Name

] active 200 Baond

First | Previous | Mext | Last




ome

Facility Test Facility (ID 10038] iz following F'E: cornponent,
Reporting Plan SII raeons
Patient g
Event
Procedure .

Instruchons
Summary Data

Analysis e To Add a record, fill in the form with the required fields and any desired optional va

Survey Add button.

Users « To Find a record, click on the Find button. One of more fields can be filled in to res
Facility values,
Customize Forms « To Edit arecord, perform a Find on the desired record. Click on the desired record
Export Data the form and edit the values. To save the changes, click on the Save button.
Facility Info « To Delete one or more records, perform a Find on the desired record(s). Check th

Add/Edit Componant (es), then click on the Delete button,

Locations :
Surgeons » Press the Clear button to start over with a new form.
Gruup 11 1 11 a0l .
Mandatory fields to "Add" or "Edit" a record marked with *
Log Out

Surgeon Code™:
Last Mame:
First Mame:
Middle Mame:
Status™: Active w

Irnport
Surgeon Codes

Find Add Clear




Irnport
Surgeon Codes

Fird add Clear

Surgeon Table

Display All

First | Previous | Mext | Last Displaying 1 - 10 of 18
Delete Status Surgeon Code [4] Last Name First Name Middle Name

O Active 100 Frank Henry ]

[] Active 101 Brown Joseph

F active 0z Kennedy Marie L

"] Active 103 Carpenter Derek

F active 104 Franklin David H

A Active 108 Thompson Stanley

O Active 106 Doyle Gerald B

[] active 1234 Robert john 5

] Active 200 Bond Harry Jarmes

"] aCtive 4EERP Kraighton Cecile I

First | Prewvious | Mext | Last Displaying 1 - 10 of 18




Irnport

Fird add Clear Erqean il

Surgeon Table

Display All
' Eeefiious | Mest | Last Displaying 1 - 10 of 18
Delete | Status Surgeon Code [4] Last Name First Name Middle Name
O Active 100 Frank Henry ]
[] Active 101 Brown Joseph
F active 0z Kennedy Marie L
"] Active 103 Carpenter Derek
F active 104 Franklin David H
A Active 108 Thompson Stanley
O Active 106 Doyle Gerald B
[] active 1234 Robert john 5
] Active 200 Bond Harry Jarmes
"] aCtive 4EERP Kraighton Cecile I

First | Prewvious | Mext | Last Displaying 1 - 10 of 18




Surgeon Table

Display All

First | Prewious | Mext | Last Displaying 1 - 18 of 18

Delete Status Surgeon Code [4] Last Name First Name Middle Name
] Active 100 Frank Henry ]
] active 101 Broww Joseph
F] Active 10z Kennedy Marie L
"] Active 102 Carpenter Derek
Fi Active 104 Franklin David H
"] Active 105 Thampson Stanley
Fi Active 106 Doyle Gerald B
"] Active 1234 Robert john =
] Active 200 Bond Harry James
" Active 45E5RP Kraighton Cecile I
F Active 488 Smith Harald
] active 489 Crarmwell Betty
F] Active 501 Skinner Jeremy
"] Active 521 Potter Harry
Fi Active ANTHOMY Anthany Jahn B
"] Active CARROLL Carrall Elizabeth
Fi Active JOHMSOMN Johnsan Fred p
] Active KEPOZE Koop C Evertt

First | Prewvious | NMext | Last

Displaying 1 - 18 of 18




Questions?

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html
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Step 1. Receive Email from NHSN

Once the NHSN Facility Administrator has enrolled your facility in the NHSN and designated you as a
user of the NHSN, you will receive the following email:

Welcome to NHSN! You have been added as a user of the type indicated for the
following facility or group:

Facility or Group Name:
User Type:

NOTE: If you already an active NHSN user, you may disregard the instructions
in this email. Log In to the SDN and access NHSN Reporting.

1. In order to participate as a user in the NHSN, you must agree to follow the
rules of behavior for safeguarding the system"s security. Click on the URL
below to read and indicate your agreement to abide by the rules.

http://server/RegistrationForm/User. jsp?user_email=ABCl@domain.org

2. Once you have agreed to the rules of behavior, you will need to obtain and
install a digital certificate onto the computer you plan to use for
connecting to the NHSN.

Follow the instructions in the document “NHSN User Start-up Guide”
(available at http://www.cdc.gov/ncidod/dhgp/nhsn_documents.html) beginning
at Step 3, to obtain and install the digital certificate so that you will be
able to access the NHSN application through CDC’s Secure Data Network (SDN).

From the Centers for Disease Control and Prevention - Digital ID Enrollment
page you will be prompted for the Enrollment Password. Follow the
instructions to apply for a digital certificate.

During SDN enrollment you will be prompted to select a Program and a
program-specific Activity.

For Program, select: National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Reporting

IT you have difficulties obtaining a digital certificate, please contact SDN at
800-532-9929 or PHINTech@cdc.gov.

IT you have questions about NHSN, please contact us at nhsn@cdc.gov. Information
on NHSN is also available on the members” website at http://www.cdc.gov/nhsn.

Updated: 06/17/2009 3

e
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER*HEALTHIER+* PEOPLE"



ODC)
—
W

alj

Step 2. Read the NHSN Rules of Behavior

The next step is to access and read the NHSN User Rules of Behavior by clicking on the link provided in
the email.

NOTE: The link to the Rules of Behavior is specific to the user’s email address to which it was sent. Do

not use another user’s link.

National Healthcare Safety Network (NHSN)

User Rules of Behavior

In order to participate in the NHSM , you must read and agree to abide by the following rules of
behavior for safeguarding the system's security. Seroll through the document helow and click on
Agree or Do Not Agree button. To print a copy of the rules, click on the Print butian

1 INTRODUCTION

MHSN, & surveillance system of the Centers for Disease Control and Prevention (CDC), allows
participating healthcare facilities to enter data associated with healthcare safety, such as
surgical site infections, anti uge and . blo infections, dialysis
incidents, and healthcare worker vaccinations. NHSN provides analysis tools that generate
reports using the agoregated data (reports about infection rates, national and local
comparisans, efc). NHEN also provides links to hest practices, guidelines, and lessans
learned

NHSN processes and stores a variety of sensitive data that are provided by healthcare facilities.
This infarmation reguires protection from unauthorized access, disclosure, of modification
based on confidentiality, integrity, and availability requirements. These "Rules of Behavior'
applyto all users of the NHSM web-hased computer system

1.1 PURPOSE =
o | ;l_l

4[4 Erirt version

Agree Do Not Agree

A copy of the NHSN Rules of Behavior may be printed by clicking the Print link at the bottom of the
screen.

To indicate agreement with the terms and conditions as stated in the NHSN Rules of Behavior, click
Agree. Otherwise, click Do Not Agree and discontinue the process. When you click Agree you will be
asked to enter your training completion date:

—— NH5H Training Date
| certify that | have completed all of the appropriate,

required MHEN trainings on:

Feset || Sawve

NOTE: If you have participated in a face-to-face NHSN training session endorsed by the CDC (i.e.,
from State groups or CDC day training), we recommend that you also review our training sessions,
especially for those protocols and topics which may not have been covered during CDC-endorsed
trainings. When registering as a user of NHSN, you may enter the date of the CDC-endorsed training
you attended as the training completion date.

Updated: 06/17/2009 4
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Step 3. Obtain your Digital Certificate

Before you apply for a digital certificate, make sure you have administrative rights for your computer.
Administrative Rights

You must have administrative rights on your computer before you can apply for a digital certificate. To
determine if you have administrative rights, follow the steps below or ask your IT support to verify
them for you. These steps vary depending on the type of system you have.

For Windows XP

e Click Start > Control Panel > Administrative Tools > Computer Management. The
Computer Management dialog opens.

e Expand Local Users and Groups and then select Groups. A list of Groups appears in the
panel on the right.

e Open the Administrators Group. The Administrators Properties dialog opens.
e Select the General tab and then verify your user ID appears in the Members.

e If your user ID does not appear, contact your IT Support to give you privileges.

Notes about Windows XP with Service Pack 2
If you have Windows XP with Service Pack 2 installed, additional steps need to be completed.

e Allowing pop-ups: It will be necessary to allow pop-ups from SDN. Open your Internet Explorer
browser and click Tools, then either disable the pop-up blocker or add https://ca.cdc.gov/ and
https://sdn.cdc.gov/ to the list of sites where pop-ups are allowed. It will also be necessary to
disable any additional pop-up blockers, such as those that come with Norton Anti-Virus or
McAfee anti-virus software.

e ActiveX controls: Under Tools, click Internet Options > Security. Highlight Internet and click
Custom Level. Make sure that the option for “Automatic Prompting for ActiveX controls” is
set to "enable”.

Updated: 06/17/2009 5
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3a. Apply for a CDC Digital ID Certificate
Digital certificates ensure that you and the CDC are communicating privately and securely. They are

also expensive and are paid for by your federal tax dollars. You will need to create a password (called a
challenge phrase) during this process.

Access the Secure Data Network and Accept Subscriber Agreement

e Using the URL that will be provided in the email from NHSN, go to the Centers for Disease
Control and Prevention — Digital ID Enrollment page.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |

_Accept |

e In the Password field, enter the password provided to you in the email from NHSN, then click
Accept. Information about system requirements and digital 1D certificates appears. Remember
that passwords are case sensitive.

e Click the Enroll button. The SDN enrollment form appears.

e All fields with a red asterisk are required on the first page of the SDN enrollment form. Make
sure you enter your work email address, not your personal email address. The information you
need to install your digital certificate will be sent to the email address you indicate. If you submit
an email address with an error in it, you will not be sent a digital certificate. NOTE: Be sure to
use the same email address for each step in the SDN and NHSN enrollment processes.

Step 1: Enter Personal Information

Items with (*) are reguired.

Prefix Preferred Name
* First Name Middle Name
* Last Name Degree
* Email Address CDC User ID
(where applicable)
temployer [ Program ar [
* Employer Type IOther .ﬂ
* Job Type [Other =l
* Phone Fax
Work Address = * U.S. State [pick 2 State -
(130 characters (required for US)
maximurm) -
3 » LLS. County
Pick a County =
* City * Zip Code
* Country [United States =
* Alternate Contact :
* Name * Phone
Next

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER*HEALTHIER+* PEOPLE"
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A pop-up message appears. Verify that the email address listed in the message is correct and

then click OK. If your email address is incorrect, click Cancel, change your email address, and
then click Next. The Program and Activities page appears:

Step 2: Select A Program

Select the program whose activities you want to join,

Mational Healthcare Safety Metwork (NHSN -
Mabional Select Agent Registry

MNETSS

Mutntion

MNVSMN

Organ Transplant Infection Prevention o

Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSHN) activities from the list.

a4

N Enrollment
M Reporting
N Upload

L

- —» —
i o ol

L L L

=

[ Next -'

From the Select a Program box, select National Healthcare Safety Network (NHSN).

e From the Select Activities box, select NHSN Reporting only. Click Next.
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3b. Create and Safely Store your Challenge Phrase

For security, you will create a challenge phrase (password) that you will use every time you access SDN
(this challenge phrase is different from the password you used to log on to the SDN enrollment site).
You will use this challenge phrase along with your Digital ID to authenticate yourself as an SDN user.

To make sure you remember your challenge phrase, we recommend you store your challenge phrase in a
safe place. Open MS Word or Notepad and create a file — type the challenge phrase and then save the
file, or write the challenge phrase on a piece of paper and put it in a secure place such as your wallet or a
locked desk drawer. Make sure you write down which letters are upper case and which are lower case.
The challenge phrase is case sensitive.
Use the following guidelines to create your challenge phrase:

e Be at least eight characters long

e Contain only English letters and numbers
Uses one of more of the following symbols:

-+

e Cannot contain any part of your name or email address

e Cannot spell a word unless the word has three or more numbers or symbols before or after the
word or the word has numbers or symbols within the word

e Cannot contain more than two consecutive characters

e Contain at least four different numbers or letters

e Challenge phrases are case-sensitive. Note the letters that are upper and lower case.

To enter your challenge phrase
¢ Inthe Challenge phrase field, type your challenge phrase.

e Inthe Confirm field, type your challenge phrase exactly the same way you typed it in the
Challenge Phrase field.

e BEFORE you click the Next button, open MS Word or Notepad and create a file. Make a note
of the letters that are upper and lowercase. Type the challenge phrase and then save the file. If
you do not want to create a file, write down the challenge phrase, note the letters that are upper
or lower case, and then safely store the note in a locked drawer or your wallet.

e Click Next. The Digital Certificate Request Received message appears.
e Within 12-72 hours, you will receive an email with more instructions. Check your email daily.

If you do not receive an email within 72 hours, please do not apply for another digital certificate.
Contact CDC SDN Support at (800) 532-9929 option 1 or PHINTech@cdc.gov.
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3c.Check your Email

e You will receive an email from CDC SDN Enrollment. The subject line will read “Action
Required — Your CDC Digital Certificate is Ready to Install” and the body of the message will
look similar to the following:

Your request for a CDC digital certificate has been approved. The next step is
the installation of your digital certificate. Your computer settings may be
different from other computers. These differences may make installing your
digital certificate more difficult than we would like. We are working to make
this process easier.

We recommend that your IT Specialist install the digital certificate for you.
We have provided instructions for the IT Specialist at
https://ca.cdc.gov/sdncode/sdnapp/doc/DigitalCertificatelnstallation.htm. After
reviewing these instructions, your IT Specialist can begin the process of
installing your digital certificate by going to your installation link.

Digital Certificate Installation Link:
https://ca.cdc.gov/sdncode/sdnapp/serviet/CertServiet?usertoken=xxxx

IT you do not have an IT Specialist or need further information, contact CDC
SDN Support:

e-mail: PHINTech@cdc.gov

telephone: 1-800-532-9929

e NOTE: You must use Internet Explorer when downloading your digital certificate.
Internet Explorer is the only browser that can be used to access NHSN.

e NOTE: Please ask your IT staff to add https://*.cdc.gov/ and https://*.verisign.com/ to the
list of trusted sites under Tools>Internet Options>Security>Trusted Sites before clicking
on the digital certification installation link in this email. This will make the installation
process go smoother.

e Before you open the link in your email, open the MS Word or Notepad file you created (or open
the note you wrote to yourself and stored in a locked drawer or your wallet).

e When you are certain that you have Administrative Rights to your computer (see Step 3), click
on the link provided in your email. The Digital ID Enrollment page appears.

e Type your challenge phrase (remember that the letters are case-sensitive) and then click Login.
The Confirm Personal Information page appears.

e Verify your information and do one of the following:
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o If your information is correct, click Confirm. The Download Digital ID page appears.
Proceed with directions to*Download and Install Your Digital 1D Certificate Using
Internet Explorer” (3d below).

o If you need to change your information, click Update, make changes and then click

Submit. Your request will be reviewed and you will receive another email within 12-72
hours with further instructions.

3d. Download and Install your Digital ID Certificate Using Internet Explorer

NOTE: If you are using Internet Explorer 8, please contact SDN at PHINTech@cdc.gov or 800-
532-9929 for special instructions.

After you have confirmed the information is correct in the Personal Information page, the Download
Digital 1D page appears.

2} sexure Data wetwork - Enrollment - Microsalt Internet Euplorer =lo| x|
e Gk Vew Favorkes Took beb i

e - ) - |x] (3] | s < paonnes & ! Fali, |

aakdress [ ] tetns: lca,cok oovsdrcodalsdnapaisrvist artiandst B> R

HON Support Download Digital 10

-3t on your machng
with the certificate

= =&
&) o B W oo rirdret.
i sran | & a6 Ity - Merosalt ... | 4 5 Remnders 3 a.|[&) | ] moos... | [w[ WP 729

To download your digital ID certificate onto your computer, do the following:

e From the Download Digital ID page, click the Download button. Prior to downloading, the
SDN will check your system settings to ensure that you will be able to download your digital
certificate.
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-2l Secure Data Network - System Check - Microsoft Intermet Explorer ;Iﬂlﬂ
Fle Edt View Favontes Tock Help -
Spack + =+ - @ (D) 4| Dsearch (aFavorites Sreda @B S of (o 31 |
Ackiess | ] hips:/jca.ode.gov/fsdncode fsanapp serviet/CentSenet x| @G0 ks v
Wt - 2o cseachwen|- 2 - @] CMal - @My vahoo! - Ganswers - ghGames - @Shoppng - © sk - » |

(0L Home  |Search  |Mealth Topics A-Z

Centers for Disease Control and Frevention - Digital ID Enrollment

SDN Support Mow Checking Your System Settings

S00-532-9925 Hease wail, Your system settngs are being checked to ensure a successful cerbficate

F70-234-6585 download.

cdesdn@ cde.geav

NERERNRNRARRRERNRNED|
. =l

&0 B B Locanvanet
lstart| |0 & B El:xm...| irbor...| mclder] EAGE.. | qu...| & isec... SEBRES, 2

e |If your system settings are not correct, you will receive a message similar to the following:

/2 Secure Data Network - Login - Microsoft Internet Explorer _|= %]

Fle Edit WYiew Favorites Tools Help ‘
“pack v =& v @ (2 4| @search GFavorites @Media 3 | By & =1 15 &

Address [ https //ca. colc.gov/sdncode/sdnapp ServietyCer tServiet =] eeo |umks > -
jSearch web |- 2 & - @ | @mal - @My vahoo! rswers -~ gy Games - G9Shopping -~ $eMusic - ®

Search

Centers for Disease Control and Prevention - ital ID Enrollment

SAFER + HEALTHIER + PEOPLE~

SDN Support Consult Your IT Specialist

Before you can download your digital certificate, the following
changes must be made to your computer

800-532-9929
c{j?:soéﬁ%iffgeoi - ActiveX Controls must be enabled

Click here for complete instructions for your IT Specialist.

When your settings have been changed, you should click the link
at the bottom of the SDN approval e-mail again.

1If you do not have an IT specialist who can help, contact COC
SON Support:

e-mail: cdcsdn@cde.gov

telephone: 1-800-532-9929 and select option 1

Questions? Go to the Online Help or Contact SDN Support

This page last reviewed Mar 14 2003

H
@ Done ‘ FE@LOCN intranet
Start J e EER o “ Disca.., | \jlnbox‘.‘l @Documl 3 adob... | = D\gital.”H@Secu... ‘@’@Jﬁ@ 3:38 FPM

If you receive this message, be sure to contact your IT specialist before attempting to
download your digital certificate again.
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e If your system settings are correct, the SDN will automatically begin downloading your digital
certificate. Please wait while your digital certificate is downloading.

| 2 secure Dot Network - Enrollment - Microsolt Infermet Ex
Om-0-1A &Gl
‘

T 504 Sirstem “essage - Microselt Inkem =13zl

Please wait. Your Cartificate is heing
ovwnloaded...

Close
|
Questions? Go to the dnline Help or Contact 50N Support
SN
Eioee | B R ol v~
dae| | J@BQ@EO Inksrs - M. | 4 5 Bernders =| .| & |ley ] Documertt - L., | [o| )08 ] mi30am

e You will receive a Security Warning message that asks if you want to install and run VeriSign
Import Control. Click Yes.

e You will receive the following message, which indicates your digital ID certificate was
successfully downloaded and installed:

R Digital 10 Trestelation Cormplete - Microsoft Internel Explorer ==l x|
Fe Bt View Faw Tock Hp -
=Bk v 4 D[ A DSewch aifavorites Wieda (| B S S [ 8
Akress [ Fis: /ea. ook gov/sancods sanapp arviEt/Cartsandet

YT - @[ wlsemanweb |- 2 #- @ Ol - Dy vahoo! - Elanswers - dhGames + EShopping + TMsc -

Search | Health Topics A-Z

| PG ks |8 v

»

CD{ Hame

Centers for Disease Control and Prevention - Digital ID Enrollment

Your Digital Certificate is Installed

SDN Support

“ou should now:

est that your digital certificate installed propery b
g e ooy end cicking the name of your app

the pe‘ ge
f

tars from whech you need o access the

abation, contact COC SON Support:

- i
telephone: 1-800-532. nd select option 1

Questiens? Go to the Onlina Halp or Contact SDN Support
This page last revieved May 11 2006
£l
&) oo 5 B Local ntrarwt
s | 20 2 B ﬂlml ... | Hso. |E'}Axk>...| '_:ng...lﬂ_':i.e: [ 0. SUPREEE a0z
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e You should stop here and make a copy of your digital certificate (see 3e below). NOTE: If you
do not make a backup copy of your digital certificate, you will need to repeat the SDN
enrollment process and apply for a new digital certificate should you need to move to a new

computer or should your computer crash. There is no other backup copy of your digital
certificate besides the one you create.

e Your digital certificate will expire one year from the date of its original installation. You will
receive an email from NHSN with instructions on how to apply for a new digital certificate thirty
days prior to your digital certificate’s expiration. When you apply for a new digital certificate,
you may use the same challenge phrase.

Verify that your digital certificate was installed:

Please review the following information with your IT staff in order to verify that your certificate was
installed properly and for suggestions on what may need to be modified if it was not installed.

1. Click Tools, Internet Options, Content, and Certificates.
2. Locate and highlight your certificate under the Personal tab and click View.
3. Click the tab for Details.
4. Locate and highlight the line "Subject".
5. Find the Employee ID number which corresponds to the SDN user key.
Certificate @@
General | Details | Certification Path
Show: | <Al v
Field Walue a
ESignature algorithim mdSRSA
Elssuer D Secure Data Mebwork Ca, ...
E'v'alid fram Sunday, July 29, 2007 7:00:0, ..
E\falid to Tuesday, luby 29, 2008 6:59:...
= Subject abc@cornpany.org, Jane Doe
[ElPublic key RSA (1024 Bits)
Basic Constraints Subject Type=End Entity, Pat...
ﬁCertiFicate Policies [1]Certificate Policy:Policy Ide... %

E = abc@oompany.org A
CN = Jane Doe

T = Surveilance

Ol = EmploveelD - 55555 <_

QL = wyw, verisign, com/ repositoryfCPS Incorp. by Ref, LIAB.LTD(C)

99

Ol = IRMO

O = Centers fFor Disease Control and Prevention

L = Atlanta 5
Edit Properties. .. ] [ Copy ko File. .. ]

6. Reference this number when contacting SDN support.
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If a certificate is there, try accessing https://sdn.cdc.gov/ .

If you cannot access this website, then the certificate was not successfully installed. NOTE: If an
administrator logged in for the user to download the certificate, have that person log back in and check
to see if the certificate was installed under the admin profile. Please show the portion of this note at the
very bottom, to someone on your IT staff.

If no certificate issued in your name can be found, you will need to reapply. If this has happened more
than once, please have your IT staff contact the SDN support before attempting the next download.

3e. Make a Backup Copy of your Digital ID Certificate

Digital ID certificates are expensive and you pay for them with your federal tax dollars. When your
digital certificate is installed, it is the only copy in existence. To minimize the cost of replacing
certificates (in the event your computer crashes or is replaced), we strongly recommend you create a
copy of your digital ID certificate by saving it to an external storage device (e.g., floppy disk, CD,
“thumb drive”). This procedure is also called “backing up” or “exporting” your certificate.

NOTE: You will need administrative rights on your computer in order to make a back-up copy of your
digital certificate.

e If you are looking at the Congratulations message, your Internet Explorer should already be
open. If not, open Internet Explorer: Click Start > All Programs > Internet Explorer.

e From the Tools menu, select Internet Options. The Internet Options dialog opens and looks
similar to the following:

Updated: 06/17/2009 14

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER+*HEALTHIER+* PEOPLE"



UD/{

_

.

Internet O

3

General | Security | Privacy | Content | Connections | Programs | Advanced

Home page
% Y'ou can change which page to uze for your home page.
Address: Ekp: ffinkranek. cdo.gov

[ Usze Currert ] [ Usze Default ] [ Usze Blank

Temporary Intemet files

< Pages you view on the Intermet are stored in a special folder
@ Y for quick viewing later.

[Delete Cookies...] [ Dielete Files... ] [ Sethings...

Histany

The Hizstory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in history: 20 8 Clear History

[ Colars... ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ Ok l[ Cancel ]

e Select the Content tab. Your Internet Options dialog box should look like the following:

General | Security | Privacy | Content | Connections | Programs | Advanced
Content Advisor

Fi atings help you control the Internet content that can be
@{ viewed on this computer.

Certificates

% Uge certificates to pogitively identify pourself, certification
@l authorities, and publishers.

[ Clear S5L State ][ Certificates... H Publizhers... ]

Perzonal information

n  AutoComplete stores previous entries AutoComplete
E’* and guggests matches for you,

Microsoft_F'rofiIe .t'_lssistant stores pour My Profile...
perzonal infarmation.

oK ] [ Cancel

e Click on the Certificates button. The Certificates dialog box opens:
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Certificates E]g]

Intended purpose: <all= w

Persanal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior 4 *

Issued Ta Issued By Expiratio,..  Friendly Mame

B Margaret Dembinski  CDC Secure Data Met,., 8]

Irnpork. .. ][ Expork... H Remove

Certificate intended purposes

<Al

e If you have more than one certificate, look at the date in the Expiration Date column and the
name in the Issued To column. Select the certificate which has the appropriate date and name,
and then click Export. The Certificate Export Wizard dialog box opens.

e Click Next

e Select the “Yes, export the private key” radio button.

Certificate Export Wizand EI

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password protected. If vou want ko export the private key with the
certificate, you must type a password on a later page.

Do you want ko export the private key with the certificate?
(%) Yes, export the private key

() Mo, do not export the private key

[ < Back. " Next = ][ Cancel ]

e Click Next. Your Certificate Explorer Wizard should look similar to the following:
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Export File Format
Certificates can be exported in a wariety of file Formats,

Select the Format wou wank ko use:

(%) Personal Information Exchange - PEKCS #12 { FFX)
Include all certificates in the certification path if possible

[JEnable strong protection {requires IE 5.0, MT 4.0 5P4 or sbove)

[CDelete the private key if the export is successful

[ < Back H Nect = ][ Caniel ]

e Check “Include all certificates in the certification path if possible” and deselect (uncheck)
the “Enable strong protection” and “Delete the private key if the export is successful”” check
boxes, then click Next.

e The password dialog appears:

Certificate Export Wizand @

Password
To maintain security, wou must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

[ < Back ]I Mext = I[ Cancel ]

e We recommend you use the challenge phrase that you created for the original digital certificate
for this backup copy of the digital certificate. Type your password in the Password and Confirm
Password fields.
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e Click Next. The File to Export dialog opens.

Certificate Export Wizard EJ
File to Export
Specify the name of the file you want to export
File narne:
[ < Back “ Mext = l [ Cancel ]

e Click the Browse button and navigate to an external storage device, (e.g., floppy disk, CD,

“thumb drive). When you click the Browse button, the Save As dialog box appears and looks
similar to the following:

Save hs E@

Savein | [} My Documents w ¥ B E-
l..E.’i My Recent Documents

=t [E# Desktop
\—‘ﬁ [ My Documents

My Recent

_.} My Computer
Documerts _u 3 Floppy [&:]]
= < Local Disk [C:)
L% b DVD/CD-RW Drive (D)
Desktop Z# Share on 'Feid-Dhop-3' [G:]

2 wzd? on foid-dhgp-3hlink' (L)
# Batch on 'Frid-Dhop-3' [M:)
2 Apps on Foid Dhop-3' (M)
2 wall on Foid-Dhap-3' [0:)

My Documents & My Metwork Places

-
49
by Computer
‘-_-!l File name: v
v

My M etwork Save as type: Perzonal Infarmation Exchanags (7. pkk) w

e Select the appropriate drive for your external storage device, type sdncert in the file name field
at the bottom of the Save As dialog and then click Save. The Certificate Export Wizard
appears and lists the location of the cert as C:\SDN Certificate\sdncert.pfx.
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Click Next, then click Finish. A Certificate Export message appears which reads “The export
was successful”.

Click OK. The Certificates dialog is still open. Click Close.
The Internet Options dialog is still open. Click OK.

Remove the external storage device from your computer, label it SDN Digital 1D Certificate
and then store it in a safe place. Keep your password and the certificate separate.

3f. Installing your Digital ID Certificate on Another Computer

If you are installing your digital 1D certificate onto a computer other than the computer to which
you originally downloaded it, or restoring your digital ID certificate on the original computer,
make sure you have administrative privileges on the second computer and that the second
computer meets the system requirements. See System Requirements on page 6.

Open Internet Explorer. Click Start > All Programs > Internet Explorer.

Insert the external storage device with the backup digital ID certificate into the computer onto
which you want to install the certificate.

From Internet Explorer, click on the Tools menu and then select Internet Options. The
Internet Options dialog opens and looks similar to the following:
General | Security | Privacy | Content | Cornections | Programs || Advanced

Haome page
% *r'ou can change which page to use for your home page.

Address, 1thp: ffintranet. cde, gov)

[ Use Current ] [ Use Default ] [ Use Blank

Temporary Internet filles

< Pages you view on the Intemet are stored in a special folder
@& Y for quick viewing later

lDeIEle Cookies.. ] [ Dielete Files... ] [ Settings...

Hiztary

The History folder contains links to pages pou've visited, for
quick access ko recently viewed pages.

[Draps to keep pages in histoy: 20 % Clear History

[ Calors... I [ Fants... I [ Languages... I [Accesswb\hty..]

Select the Content tab and then click on the Certificates button. The Certificates dialog opens
and looks similar to the following:
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Intended purpose:

Persanal | Other People | Intermediate Certification Authorities || Trusted Root Certificatior * *

Issued To Issued By Expiratio...  Friendly Mame
Margaret Dembinski  CDC Secure Data Met...  8/28/2007  <Monex

Certificate intended purposes

Close

e Click the Import button. The Certificate Wizard Import dialog appears. Click the Next
button. The File to Import panel appears and looks similar to the following:

Certificate Import Wizard @l

File to Import
Specify the file vou want toimpart,

File narne:

|

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (PR, .PLZ)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (L P7E)

Microsoft Serialized Certificate Store (L55T)

’ < Back ” Mt = l[ Cancel ]

¢ Click the Browse button and then navigate to the appropriate drive for your external storage
device.
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Loak in: | (b DVDCD-RW Dirive (D] “ Q ¥ e -
|

e

My Recent
Documents

Desktop

LY

My Documents

-

-
dy Computer
‘_‘] File: narne: “
— .
My Metwark Files of type:

#.809 Certificate [*.cer.”.crt) w

schange [
cate Trust List [F.=t)
Certificate Revocation List % cil)
Microsoft Senalized Certificate Store [*.35t)
PELCS #7 Certificates [*.spc.”.prb)
All Files [%.7]

Cancel

RIX

e Click on the Files of type list box and select Personal Information Exchange (*.pfx;*.p12).
Your certificate should appear.

e Select the certificate and then click the Open button. When the File to Import panel appears,
click Next. The Password panel appears in the Certificate Import Wizard and looks similar to

the following:

Certificate Import Wizand

Password
To mainkain security, the private key was protected with a password,

Type the password For the private key,

Password:

|*********

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option,

Mark this key as exportable. This will allow vou to back up or transport your
keys at a later time,

3

[ < Back ” Mexk = ][ Cancel
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e Type the password and check the box next to “Mark this key as exportable” and then click
Next.

e The Certificate Store panel appears and looks similar to the following:

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or vou can specify a location For
(%) Automatically seleck the certificate store based on the type of certificate

() Place all certificates in the Following store

[ < Back " Mexk = ][ Cancel ]

o Select the “Automatically select the certificate store based on the type of certificate” radio
button and then click Next. The Completing the Certificate Import Wizard appears.

e Click Finish. You will receive a message that reads, “The import was successful.” Click OK,
close the Certificates dialog, and then click OK to close the Internet Options dialog.

Step 4. Begin Using the NHSN Reporting Application
Once you have successfully downloaded and installed your digital certificate, you can access NHSN by
going to the SDN website at: https://sdn.cdc.gov

When you arrive at the SDN website (called the CDC Public Health Partners page), you may want to
bookmark the page, either individually or in a special NHSN bookmark folder. If you are unsure how to
bookmark a web page, please contact your IT department for assistance.

e Enter your challenge phrase and click Submit.
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C _ Public Health Partners search coc.oov. [N &

Welcome, Maggie Dudeck

WARMING

This is 2 U.5. Government computer system, which may be accessed and used only for official government business by
zuthorized personnel. Unauthorized access or use may subject viclators to criminal, civil, and/or administrative action.
There iz no right to privacy on this

em. All information on thizs computer system may be monitored, intercepted,

recorded, read, copied, and shared by authorized personnel for official purposes including criminal investigations. Access or
use of thi

system, whether authorized or unauthorized, constitutes consent to these terms. (Title 18, U.5.C.]

Please enter your challenge phrase:
_Submit

Forgot vour challenge phrase? Click here

SAFER-HEALTHIER: PEOPLE™

;-“ ¢ Depariment of Health
L%, and Human Services

“FIRSTGOV

Your First Caick ba the I8.5. Garernment
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e After entering your challenge phrase, you will be brought to the SDN homepage. Under “My
Applications” in the upper left corner of the page, you should see a link to the National
Healthcare Safety Network labeled “NHSN Reporting’.

2 COC Public Heallh Pastiers - Micrusedt Intornet Explarer

[My Applications
ational Healthcare Safety Metwork (NHSM)

.......

Health Departments Directory.

Emerging infectious Diseases Journal
= —

# NHEM Reparting

T 58 i - * Reguest Addition al Activities

"1 start o8 wEDEEE  [Erkeson. [Boheemon. (B usibetn. oo e

e Click on the NHSN Reporting link will take to go to the NHSN Landing or Home page.

Contact Information:

If you have any questions, please contact NHSN at:

Email address: nhsn@cdc.gov

Website: http://www.cdc.gov/nhsn
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1

11

1.2

INTRODUCTION

NHSN, a surveillance system of the Centers for Disease Control and Prevention (CDC),
allows participating healthcare facilities to enter data associated with healthcare safety,
such as surgical site infections, antimicrobial use and resistance, bloodstream infections,
dialysis incidents, and healthcare worker vaccinations. NHSN provides analysis tools that
generate reports using the aggregated data (reports about infection rates, national and local
comparisons, etc). NHSN also provides links to best practices, guidelines, and lessons
learned.

NHSN processes and stores a variety of sensitive data that are provided by healthcare
facilities. This information requires protection from unauthorized access, disclosure, or
modification based on confidentiality, integrity, and availability requirements. These
“Rules of Behavior” apply to all users of the NHSN web-based computer system.

PURPOSE

Rules of Behavior establish standards that recognize knowledgeable users are the
foundation of a successful security plan. Non-compliance with these rules will be enforced
through sanctions equal to the level of infraction. Sanctions can include a written or verbal
warning and possible removal of system access. NHSN will enforce the use of penalties
against any user who willfully violates any NHSN or federal system security (and related)
policy as appropriate. Users are also responsible for reporting security incidents, or any
incidents of suspected fraud, waste, or misuse of NHSN systems to the CDC NHSN
administrator.

The objective of the NHSN Rules of Behavior document is to summarize laws and
guidelines from HHS and other Federal documents, most specifically OMB Circular A-
130, Subsection (m) of the Privacy Act of 1974 (U.S.C. 552a) and Section 308(d) of the
Public Health Service Act (U.S.C. 242m). It defines the rules of behavior in terms of
policy and responsibility for the intended audience of CDC NHSN team members and
NHSN facility/group member users.

DEFINITIONS

1.2.1 What are Rules of Behavior?

Rules of behavior are part of a comprehensive program to provide complete information
security. These guidelines were established to hold users accountable for their actions and
responsible for information security. Rules of behavior establish behavioral standards in
recognition of the fact that knowledgeable users are the foundation of a successful security
program.

1.2.2 Who is Covered by these Rules?

These rules extend to CDC NHSN team members and their authorized contractors and
agents (e.g., guest researchers, students) and NHSN facility/group member users.

The rules of behavior are not to be used in place of existing policy, rather they are intended
to enhance and further define the specific rules each user must follow while accessing
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NHSN. The rules are consistent with the policy and procedures described in this document,
and include but are not limited to, the following directives:

Privacy Act

Freedom of Information Act

Section 508 of the Workforce Investment Act of 1998
Computer Security Act Public Law 100-235
E-Government Act Public Law 107-347

Paperwork Reduction Act of 1995

Clinger-Cohen Act of 1996

CDC'’s Public Health Information Network (PHIN)
CDC’s Secure Data Network (SDN)

National Institute of Standards and Technology (NIST) publications

Health Insurance Portability and Accountability Act of 1996 (HIPAA)

HHS AISSP Handbook

Member-specific data security, privacy and confidentiality regulations, policies
State statutes.

1.2.3 What are Penalties for Non-compliance?

Non-compliance with these rules will be enforced through sanctions appropriate with the
level of infraction. Users who do not comply with the prescribed Rules of Behavior are
subject to penalties that can be imposed under existing policy and regulation, including
suspension of system privileges.

1.3 REFERENCES
[1] Office of Management and Budget. Circular No. A-130, Revised, (Transmittal

Memorandum No. 4): Management of Federal Information Resources. August 31,

2004. http://www.whitehouse.gov/omb/circulars/al130/a130trans4.html.

[2] Center for Information Technology, National Institutes of Health, NIH Information

Technology General Rules of Behavior. August 31, 2004.

http://wwwoirm.nih.gov/security/nihitrob.html#general

[3] The Privacy Act of 1974, 5 USC § 552a -- As Amended. August 31, 2004.

http://www.usdoj.qov/foia/privstat.htm

[4] The Freedom of Information Act5 U.S.C. § 552, As Amended By Public Law No.

104-231, 110 Stat. 3048. August 31, 2004.

http://www.usdoj.qov/oip/foia updates/VVol XVII 4/page2.htm

[5] Section 508 of the Workforce Investment Act of 1998. August 31, 2004.

http://www.section508.gov/index.cfm?FuseAction=Content&ID=3

[6] Computer Security Act Public Law 100-235. August 31, 2004.

http://cio.doe.gov/Documents/CSA.HTM
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[7] E-Government Act Public Law 107-347. August 31, 2004.
http://frwebgate.access.gpo.qgov/cqi-
bin/getdoc.cqi?dbname=107 cong public laws&docid=f:publ347.107

[8] Paperwork Reduction Act of 1995. August 31, 2004.
http://www.archives.gov/federal register/public laws/paperwork reduction act/3501
.html

[9] Clinger-Cohen Act of 1996. August 31, 2004.
http://wwwoirm.nih.gov/policy/itmra.html

[10] PHIN Compatibility. August 31, 2004. http://www.cdc.gov/phin/
[11] SDN. August 31, 2004. http://www.cdc.gov/irmo/ea/sdn.htm
[12] NIST. August 31, 2004. http://nvl.nist.gov/

[13] HIPAA. September 8, 2004 http://hipaa.org
[14] HHS AISSP Handbook. September 8, 2004.
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2 POLICY RULES

2.1

2.2

LEGAL, REGULATORY, AND POLICY REQUIREMENTS

Information handled by the system includes sensitive information about a member facility
and its patients and/or healthcare personnel. The loss, misuse, or unauthorized access to or
modification of information in the system could result in a loss of confidentiality or
privacy. If integrity of NHSN data were adversely affected, it would negatively impact
decision-making and scientific data analysis.

STATEMENT OF SYSTEM POLICY

Each user is responsible for helping to prevent unauthorized use of, and access to, system
resources. This duty includes complying with all stated policy requirements, taking due
care and reasonable precautions when handling system data or using system resources, and
in the management and protection of system authentication controls (passwords, digital
certificates, etc.). When in doubt, users are strongly encouraged to contact the SDN help
desk or NHSN help desk (see Contact Information table, Section 4, Page 11).

CDC SDN and NHSN administrators may periodically monitor both the system and user
activities for purposes including, but not limited to, troubleshooting, performance
assessment, usage patterns, indications of attack or misuse and the investigation of a
complaint or suspected security incident. Users are provided access to the NHSN through
the SDN for the purpose of facilitating CDC’s public health mission. Because CDC is
responsible for maintaining security for all systems accessible through the SDN, it has the
authority under federal and state laws to monitor all users’ communications on the SDN,
even with remote equipment. This statutory authority is based on ensuring the
appropriateness of such communications and for that purpose random computer checks
may be done.
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3 USER RESPONSIBILITIES

3.1

3.2

3.3

3.4

ETHICAL CONDUCT

NHSN stores a variety of sensitive data. This sensitive information requires protection
from unauthorized access, disclosure, or modification based on confidentiality, integrity,
and availability requirements. System users should exercise due care to preserve data
integrity and confidentiality and take reasonable precautions to ensure the protection of
data from unauthorized access or use.

Specifically, any personally identifiable information entered into this system must not be
used for anything other than the intended purpose. System administrators are to ethically
conduct all monitoring activities and avoid any unnecessary or unauthorized breach of user
privacy.

AUTHENTICATION MANAGEMENT

Users will access NHSN through the CDC Secure Data Network (SDN). Users will ensure
the security of their SDN Digital Certificate and pass phrase. Users who believe their SDN
Digital Certificate or SDN pass phrase have been compromised in any way will
immediately inform the SDN Help Desk. Users will supply an SDN pass phrase that meets
the SDN pass phrase requirements. Sharing of a SDN Digital Certificate and/or SDN pass
phrase is strictly prohibited. Once logged into the Secure Data Network each NHSN user
will have a unique User Name and password for the NHSN system. Each user is
responsible for protecting their password. Passwords should not be shared as users are
responsible for all actions performed with their account. Passwords must be at least seven
characters in length and must contain at least one capital letter, one lower case letter, and
one number. System and State administrators will never ask for your password and cannot
retrieve your password for you. Each user is required to report to administrators
immediately upon discovery of their account credentials being compromised or suspect
they have been compromised.

INFORMATION MANAGEMENT AND DOCUMENT HANDLING

Hard copy system documents (i.e. reports, print-outs, etc.) should be handled in a way that
conforms to federal or state data security, privacy and confidentiality regulations, policies
and statutes.

GENERAL SYSTEM ACCESS AND USAGE

When a facility or group is enrolled into NHSN, CDC will assign to it an NHSN facility 1D
number or NHSN group ID number, and instruct the facility/group administrator to obtain
a digital certificate for accessing the NHSN through the CDC’s Secure Data Network.

Facility/group administrators are initially given access rights upon activation of their
facility/group in the NHSN (final step of the enrollment process). Administrators have all
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3.5

3.6

3.7

access rights and can update facility/group information and add, modify, and delete users
within their facility/group, as well as assign those users specific roles and access rights.

Users are required to notify the Facility/group administrator of changes in job status that
might affect the appropriateness of continued access.

Users are assigned roles and accompanying access rights to various parts of the application
by their NHSN facility administrator. Roles include that of Analyst, Data Reporter or
both. The role of Administrator can also be granted to a user. The CDC NHSN
administrator has access rights to all data in all facilities.

e Users will access the system through CDC’s SDN.

e A SDN digital certificate must be obtained before a user can access the system. The
user must also be approved to access the NHSN program within the SDN.

e The user is responsible for notifying NHSN facility/group administrator or CDC
NHSN administrator of any changes in job status (promotion, demotion, transfer,
termination, etc.) that might affect the appropriateness of continued access.

AWARENESS AND GENERAL INCIDENT REPORTING

Facility administrators should be vigilant for and have responsibility for reporting
suspicious events, system misuse, suspected compromise or loss. These should be reported
to the CDC NHSN administrator at 1-800-893-0485 or via email at nhsn@cdc.gov.

TRAINING

NHSN facility administrators should train themselves and their users using this document
and other available materials regarding the need for and how to maintain system security.

PROHIBITIONS

System users are prohibited from the disclosure of information about the system, its
architecture, function, or security controls and may not attempt to bypass system security
controls. Also, users are prohibited from any activity that conflicts with local data
security and confidentiality.

e Do not attempt to access any data or programs on the NHSN system for which you
do not have authorization.

e Do not engage in, encourage, conceal any “hacking” or “cracking,” denial of
service, unauthorized tampering, or unauthorized attempted use of (or deliberate
disruption of) any computer system within the NHSN system.

e Do not purposely engage in any activity with the intent to:

= Degrade the performance of the system
= Deprive an authorized user access to a resource
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= Obtain or attempt to obtain extra resources beyond those allocated
= Circumvent security measures in order to gain access to any automated
system for which proper authorization has not been granted.

3.8 ADDITIONAL RULES FOR ADMINISTRATORS

Facility and group administrators have added responsibilities to ensure the secure operation
of NHSN.

3.8.1.1 Specific Responsibilities

e Ensure that adequate physical and administrative safeguards are operational
within their areas of responsibility and that access to information and data is
restricted to authorize personnel, on a need to know basis.

e Verify that users have received appropriate security training before allowing
access to NHSN.

e Document and investigate known or suspected security incidents or violations
and report them to the NCID ISSO, CISO, and systems owner.
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4 USER ASSISTANCE AND ADDITIONAL RESOURCES

To obtain system-related assistance (help desk, vendor support, system management, etc.)
users should contact one of the following:

Name Telephone Email

SDN Help Desk 800-532-9929 | cdcsdn@cdc.gov
or
770-216-1276

NHSN Help Desk 800-893-0485 | nhsn@cdc.gov
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5 REVISIONS AND RENEWAL

When new versions of this document are released, the system business or technical steward
will provide a revised copy to all users and request an acknowledgement of receipt. If users
do not provide an acknowledgement or feedback within a reasonable time, they will be
considered to have given tacit approval to the revised document. User comments,
feedback, questions, or objections will be considered for integration into further revisions.
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6 ACKNOWLEDGEMENT AND AGREEMENT

| have read and agree to comply with the terms and condition governing the appropriate
and allowed use of NHSN as defined by this document, applicable agency policy, and
Federal law. | understand that infractions of these rules will be considered violations of
CDC standards of conduct and may result in disciplinary action including the possibility of
supervisory notification, suspension of system privileges, and/or criminal and civil
prosecution.

The act of acknowledgement and agreement signifies a clear understanding of the NHSN
Rules of Behavior document and that the signer will conform to the rules provided therein.

| acknowledge receipt of, understand my responsibilities, and will comply with the rules of
behavior for NHSN.

Signature Date

Printed Name
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Introduction

The NHSN Facility Administrator Enrollment Guide is intended for those individuals interested in
enrolling their healthcare facility into NHSN. This individual is considered the NHSN Facility
Administrator and is responsible for completing all instructions in this guide.

The person designated as the NHSN Facility Administrator is the only person who can enroll a facility
in NHSN or reassign the role of Facility Administrator. This person is also the only person who has
rights to manage/negotiate locations and patients that are used across components. The NHSN Facility
Administrator has the ability to nominate groups, that is, entities with which your hospital wants to share
some/all of its data (e.g., state or county health department, corporate headquarters). Therefore, this role
should be given to an individual who has the authority to perform these functions within your hospital’s
organizational structure.

If you will enroll only in the Patient Safety Component, the person responsible the Infection
Prevention/Control department is a good candidate for both NHSN Facility Administrator and the
NHSN Patient Safety Primary Contact Person.

If you will enroll only in the Healthcare Personnel Safety Component, the person responsible for the
occupational health functions is a good candidate for both NHSN Facility Administrator and NHSN
Healthcare Personnel Safety Primary Contact Person.

If you will enroll only in the Biovigilance Component, the person responsible for blood transfusion
functions is a good candidate for both NHSN Facility Administrator and NHSN Biovigilance Primary
Contact Person.

If you will enroll in more than one component, the NHSN Facility Administrator should be a person
with authority in areas overseeing each component.

NOTE: When enrolling, the NHSN Facility Administrator has the option to designate another individual
at the facility as Primary Contact Person for each component. This person will need to be added as a
user by the NHSN Facility Administrator once the facility has been activated by NHSN.

Please note that each step in this guide should be completed in order to ensure a successful facility
enrollment. The Enrollment Diagram provided on page 3 can be used a checklist as you complete each
step in the enrollment process.
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How do | get started in NHSN?

After completing the required training, you're ready to enroll your facility following these steps.

Step 1: Review and accept Rules of Behavior

]

Step 2: Register

Before proceeding Receive email from MHSM with instructions for obtaining digital

cerificate.

Step 3: Go to Secure Data Network (SDN) to apply for a Digital
Certificate for NHSN Enrollment activity

Before proceeding: Receive email from SDM with instructions for downloading digital

certificate.

Step 4: Access NHSN Enrollment and complete Facility Contact
Information and Facility Survey online.

Before proceeding Fecesive "Enrollment Submitted” email from MHSM with Agreement to

Farticipate and Consent form.

Step 5: Print, sign, and return signed consent form to NHSN

Before proceeding: MNHSM will activate your facility when consentis received; Facility
Administrator will then receive NHSMN Enroliment Approval email.

]

Enrollment is complete! Log into SDN and select “NHSN Reporting.”

Il

Next Steps: Set up your facility (includes adding users and locations), and enter a
Monthly Reporting Plan. For instructions, please visit the NHEN Online Help.
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Step 1. Read the NHSN Rules of Behavior

After the required training has been completed, the first step to NHSN Enrollment is for the person who
will serve as the NHSN Facility Administrator to access and read the NHSN Rules of Behavior from
http://www.ncid.cdc.gov/RegistrationForm/admin.htm

Department of Health and Human Services CDC en Espafiol

Centers for Disease Control and Prevention ... | N =

National Healthcare Safety Network (NHSN)

Facility/Group Administrator Rules of Behavior

In order to padicipate inthe NHSM |, you must read and agree to abide by the following rules of
behaviar for safeguarding the system's security. Scroll through the document below and click an
Agree ar Do Mot Agree hutton. To print a copy of the rules, click on the Print buttan.

MHEM, a surveillance systemn ofthe Centers for Disease Control and Prevention (CDC), allows -
paticipating healthcare facilities to enter data associated with healthcare safety, such as

surgical site infections, antimicrobial use and resistance, bloodstream infections, dialysis
incidents, and healthcare warkervaccinations. NHSM provides analysis tools that generate

reports using the aggregated data {reparts ahout infection rates, national and local

camparisons, etc). NHSM also pravides links to best practices, guidelines, and lessons

learned.

MHEM processes and stores a variety of sensitive data that are provided by healthcare
facilities. This infarmation requires protection from unauthorized access, disclosure, or
madification based on canfidentiality, integrity, and availability requirements. These "Rules of
Behavior" apply to all users of the NHSM web-based computer system.

Purpose

< >

4[5 Print version Agree Do Mot Agree

A copy of the NHSN Rules of Behavior may be printed by clicking the Print link at the bottom of the
screen.

To indicate agreement with the terms and conditions as stated in the NHSN Rules of Behavior, click
Agree and you will be guided to the NHSN Registration page. Otherwise, click Do Not Agree and
discontinue enrollment.
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Step 2. Register with NHSN

At the Registration Form page, you will be asked to provide a few key pieces of information, including:
e The name of the NHSN Facility Administrator
e Email address for the NHSN Facility Administrator
e Facility identifier
o0 You will need either your hospital’s American Hospital Association (AHA) ID# or CMS
Provider ID# (may also be called HCFA or Medicare#) to proceed; VA hospitals will
need their VA Station Code to proceed.
e Training completion date
o0 Enter the date you completed all of the required training sessions.
o NOTE: If you have participated in a face-to-face NHSN training session endorsed by the
CDC (i.e., from State groups or CDC day training), we recommend that you also review
our training sessions, especially for those protocols and topics which may not have been
covered during CDC-endorsed trainings. When registering as a user of NHSN, you may
enter the date of the CDC-endorsed training you attended as the training completion date.

Ernronal isformation

T ety kntitar

RHSH Triisisg Date

Enter the correct information and click Save.
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NOTE: To ensure that information sent by email is not blocked by your organization’s anti-spam

program, please contact your IT department and request that they specifically allow
phintech@cdc.gov and nhsn@cdc.gov to get through.

After CDC receives your completed registration, you will receive an email similar to the following:

Welcome! You are now registered in the National Healthcare Safety Network (NHSN).

In order to begin the NHSN enrollment process, you will need to obtain and install a digital
certificate onto your computer.

Follow the instructions in the document “NHSN Facility Administrator Enrollment Guide” beginning at
Step 3, to obtain and install the digital certificate so that you will be able to access the NHSN
application through CDC’s Secure Data Network (SDN). This document can be accessed at:
http://www.cdc.gov/ncidod/dhgp/nhsn_documents.html .

From the Centers for Disease Control and Prevention - Digital ID Enrollment page, you will be prompted
for the enrollment password. Follow the onscreen instructions to apply for a digital certificate.

During the process, you will be prompted to select a Program and a Program-specific Activity.

For Program, select: National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Enrollment

VERY IMPORTANT: After you obtain and install your digital certificate (Step 3d in the NHSN Facility
Administrator Enrollment Guide), access the SDN (https://sdn.cdc.gov), enter your challenge phrase and
select NHSN Enrollment from the list in the upper left corner titled “My Applications”. This will
launch the NHSN Enroll Facility page. Be sure to indicate yourself as the NHSN Facility Administrator.

IT you have difficulties obtaining a digital certificate, please contact SDN at 800-532-9929 or
PHINTech@cdc.gov.

IT you have any questions about NHSN, please contact us at nhsn@cdc.gov. Information on NHSN is also
available on the members” website at http://www.cdc.gov/nhsn.

Step 3. Obtain your Digital Certificate
Before you apply for a digital certificate, make sure you have administrative rights for your computer.
Administrative Rights

You must have administrative rights on your computer before you can apply for a digital certificate. To
determine if you have administrative rights, follow the steps below or ask your IT support to verify
them for you. These steps vary depending on the type of system you have.

For Windows XP

e Click Start > Control Panel > Administrative Tools > Computer Management. The
Computer Management dialog opens.
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e Expand Local Users and Groups and then select Groups. A list of Groups appears in the
panel on the right.

e Open the Administrators Group. The Administrators Properties dialog opens.
e Select the General tab and then verify your user ID appears in the Members.

e If your user ID does not appear, contact your IT Support to give you privileges.

Notes about Windows XP with Service Pack 2
If you have Windows XP with Service Pack 2 installed, additional steps need to be completed.

e Allowing pop-ups: It will be necessary to allow pop-ups from SDN. Open your Internet Explorer
browser and click Tools, then either disable the pop-up blocker or add https://ca.cdc.gov/ and
https://sdn.cdc.gov/ to the list of sites where pop-ups are allowed. It will also be necessary to
disable any additional pop-up blockers, such as those that come with Norton Anti-Virus or
McAfee anti-virus software.

e ActiveX controls: Under Tools, click Internet Options > Security. Highlight Internet and click
Custom Level. Make sure that the option for “Automatic Prompting for ActiveX controls” is
set to "enable”.

3a. Apply for a CDC Digital ID Certificate

Digital certificates ensure that you and the CDC are communicating privately and securely. They are
also expensive and are paid for by your federal tax dollars. You will need to create a password (called a
challenge phrase) during this process.

Access the Secure Data Network and Accept Subscriber Agreement
e Using the URL that will be provided in the email from NHSN, go to the Centers for Disease
Control and Prevention — Digital ID Enrollment page.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click dccept.

Password: |

_Accept |

Updated: 06/15/2009 8
. ________________________________________________________________________________________________|

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER*HEALTHIER+* PEOPLE"



Ty,
e In the Password field, enter the password provided to you in the email from NHSN, then click

Accept. Information about system requirements and digital ID certificates appears. Remember
that passwords are case sensitive.

e Click the Enroll button. The SDN enrollment form appears.

e All fields with a red asterisk are required on the first page of the SDN enrollment form. Make
sure you enter your work email address, not your personal email address. The information you
need to install your digital certificate will be sent to the email address you indicate. If you submit
an email address with an error in it, you will not be sent a digital certificate. NOTE: Be sure to
use the same email address for each step in the SDN and NHSN enrollment processes.

Step 1: Enter Personal Information

Ttems with (*) are required.

Prefix Preferred Name
* First Name Middle Name
* Last Name Degree

* Email Address CDC User ID

{where applicable)
N Program or l_
Employer Division

* Employer Type [Other |

* Job Type [Other =l
* Phone Fax
Work Address = * U.5. State [pick 3 Srare -
{130 characters (required for US)
maximumy -
P » U.S. County
Pick a County ¥
* City * Zip Code
* Country |Umted States ;I
* Alternate Contact :
* Name * Phone
Next

e A pop-up message appears. Verify that the email address listed in the message is correct and
then click OK. If your email address is incorrect, click Cancel, change your email address, and
then click Next. The Program and Activities page appears:
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Step 2: Select A Program

Select the program whose activities you want to join,
Mational Healthcare Safety Network (NHSH -
Mabional Select Agent Registry
MNETSS
Mutrtion
NVSN

Qrgan Transplant Infection Prevention

Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSHN) activities from the list.

€L
=

JHSHN Enrollment
M Reporting

N Upload

L

222
€ 2

L L L

=

[ Next 1

e From the Select a Program box, select National Healthcare Safety Network (NHSN).
e From the Select Activities box, select NHSN Enrollment only. Click Next.
Updated: 06/15/2009 10
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3b. Create and Safely Store your Challenge Phrase

For security, you will create a challenge phrase (password) that you will use every time you access SDN
(this challenge phrase is different from the password you used to log on to the SDN enrollment site).
You will use this challenge phrase along with your Digital ID to authenticate yourself as an SDN user.

To make sure you remember your challenge phrase, we recommend you store your challenge phrase in a
safe place. Open MS Word or Notepad and create a file — type the challenge phrase and then save the
file, or write the challenge phrase on a piece of paper and put it in a secure place such as your wallet or a
locked desk drawer. Make sure you write down which letters are upper case and which are lower case.
The challenge phrase is case sensitive.
Use the following guidelines to create your challenge phrase:

e Be at least eight characters long

e Contain only English letters and numbers

e Uses one of more of the following symbols:

-+ f

e Cannot contain any part of your name or email address

e Cannot spell a word unless the word has three or more numbers or symbols before or after the
word or the word has numbers or symbols within the word

e Cannot contain more than two consecutive characters

e Contain at least four different numbers or letters

e Challenge phrases are case-sensitive. Note the letters that are upper and lower case.

To enter your challenge phrase
¢ Inthe Challenge phrase field, type your challenge phrase.

¢ Inthe Confirm field, type your challenge phrase exactly the same way you typed it in the
Challenge Phrase field.

e BEFORE you click the Next button, open MS Word or Notepad and create a file. Make a note
of the letters that are upper and lowercase. Type the challenge phrase and then save the file. If
you do not want to create a file, write down the challenge phrase, note the letters that are upper
or lower case, and then safely store the note in a locked drawer or your wallet.

e Click Next. The Digital Certificate Request Received message appears.
e Within 12-72 hours, you will receive an email with more instructions. Check your email daily.

If you do not receive an email within 72 hours, please do not apply for another digital certificate.
Contact CDC SDN Support at (800) 532-9929 option 1 or PHINTech@cdc.gov.
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3c.Check your Email
e You will receive an email from CDC SDN Enrollment. The subject line will read “Action
Required — Your CDC Digital Certificate is Ready to Install” and the body of the message will
look similar to the following:

Your request for a CDC digital certificate has been approved. The next step is
the installation of your digital certificate. Your computer settings may be
different from other computers. These differences may make installing your
digital certificate more difficult than we would like. We are working to make
this process easier.

We recommend that your IT Specialist install the digital certificate for you.
We have provided instructions for the IT Specialist at
https://ca.cdc.gov/sdncode/sdnapp/doc/DigitalCertificatelnstallation_.htm. After
reviewing these instructions, your IT Specialist can begin the process of
installing your digital certificate by going to your installation link.

Digital Certificate Installation Link:
https://ca.cdc.gov/sdncode/sdnapp/serviet/CertServiet?usertoken=xxxx

IT you do not have an IT Specialist or need further information, contact CDC
SDN Support:

e-mail: PHINTech@cdc.gov

telephone: 1-800-532-9929 and select option 1

e NOTE: You must use Internet Explorer when downloading your digital certificate.
Internet Explorer is the only browser that can be used to access NHSN.

e NOTE: Please ask your IT staff to add https://*.cdc.qov/ and https://*.verisign.com/ to the
list of trusted sites under Tools>Internet Options>Security>Trusted Sites before clicking
on the digital certification installation link in this email. This will make the installation
process go smoother.

e Before you open the link in your email, open the MS Word or Notepad file you created (or open
the note you wrote to yourself and stored in a locked drawer or your wallet).

e When you are certain that you have Administrative Rights to your computer (see Step 3), click
on the link provided in your email. The Digital ID Enrollment page appears.

e Type your challenge phrase (remember that the letters are case-sensitive) and then click Login.
The Confirm Personal Information page appears.

e Verify your information and do one of the following:
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o If your information is correct, click Confirm. The Download Digital ID page appears.
Proceed with directions to“Download and Install Your Digital ID Certificate Using
Internet Explorer” (3d below).

o If you need to change your information, click Update, make changes and then click

Submit. Your request will be reviewed and you will receive another email within 12-72
hours with further instructions.

3d. Download and Install your Digital ID Certificate Using Internet Explorer

NOTE: If you are using Internet Explorer 8, please contact SDN at PHINTech@cdc.gov or 800-
532-9929 for special instructions.

After you have confirmed the information is correct in the Personal Information page, the Download
Digital 1D page appears.

2} sexure Data wetwork - Enrollment - Microsalt Internet Euplorer =lo| x|
e Gk Vew Favorkes Took beb i

e - - 2] | T s S e & ! Fali, |

aakdress [ ] tetns: lca,cok oovsdrcodalsdnapaisrvist artiandst B> R

HON Support Download Digital 10

ficate on your machine.
with the certificate

The certificate installaton may take se
browser's Stop/Reload /Back button

= ".-. =
&) o B W oo rirdret.
i sran | & a6 Ity - Merosalt ... | 4 5 Remnders 3 a.|[&) - | ) moos... | [w[ WP 729

To download your digital ID certificate onto your computer, do the following:

e From the Download Digital ID page, click the Download button. Prior to downloading, the
SDN will check your system settings to ensure that you will be able to download your digital
certificate.

Updated: 06/15/2009 13

. ___ __________________________________________________________}
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER*HEALTHIER+* PEOPLE"



“Back v = ~ @ (3 4 | Dseach @Favorkes Bveda 3| B S o (o) 8L

Adkbess | 6o |Lnks ™ &~

€] hinps:/ffea.cde.govisdneoade fednappservist/CertSendet

Y7o évl v |Sesrchweb |-| 2 - @ | CiMal - @My Yshoo! - Earewers - flyGames - @9Shoppng - DMusc -

(0L Home  |Search  |Mealth Topics A-Z

Centers for Disease Control and Frevention - Digital ID Enrollment

SDN Support Mow Checking Your System Settings
S00-532-9925 Hease wail, Your system settngs are being checked to ensure a successful cerbficate
F70-234-6585 download.
cdcsdnd@cde.gov
NERERNRNRARRRERNRNED|
.|
&0 B B Locanvanet
lstart| |0 & B El:xm...| irbor...| mclder] EAGE.. | qu...| & isec... SEBRES, 2

e |If your system settings are not correct, you will receive a message similar to the following:

3 Secure Data Network - Login - Microsoft Internet Explorer = il

Fle Edit Wiew Favorites Tools Help
“Back v =& v @ (1) 4| Dsearch GFavorites Diedia 3 |Ehv S = H 4

Address |g1 hittps: ffea.cde.gov/sdncodefsdnapp fserviet/Cer tServist j @6 |L\nks =
ﬂSearch Web |+ & & - @l =mMal - Py vahoo! - EJ answers - fyGames - §shopping - $Music -

(DCHome |Search |Health Topics A-Z

-
»

3

Centers for Disease Control and Prevention - ital ID Enroliment

SDN Support Consult Your IT Specialist
Before you can download your digital certificate, the following
800-532-9929 changes must be made to your computer:

770-234-6585

cdcsdn@cde.gov - ActiveX Controls must be enabled

Click here for complete instructions for vour IT Specialist.

When your settings have been changed, you should click the link
at the bottom of the SDN approval e-mail again.

If you do not have an IT spedialist who can help, contact COC
SON Support

e-mail: cdczdn@cde.gov

telephone: 1-800-532-9929 and select option 1

Questions? Go to the Online Help or Contact SDN Support

This page last reviewed Mar 14 2003
|
@ Coone ‘ FE@LO@I intranet
iz start J o e O B O H & Disco... | \jlmboxml Hpocu.., | [ adab... | = D\gltal.”H@Secu... ‘@’@-lﬁ@ 3:33PM

If you receive this message, be sure to contact your IT specialist before attempting to
download your digital certificate again.
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If your system settings are correct, the SDN will automatically begin downloading your digital

[
certificate. Please wait while your digital certificate is downloading.
| 3 secure Data Network - Enroliment - Microsalt Internek Exp 21l
s
Qs - - [x] [2) (| fPswn Slormmam @) (5- 5| JE B
[T e ————————r—— =] Ele |uks ®
T 50 Frstem Sessoge - Microselt Inkern
Closa |
=
Questions? Go to the Online Help or Contact SBN Support
. =3
Eloe I R T
Pse| | S QEO Tk - Ficrene, | |4 5 amirers =] .| & |[&Tson System— ] Docurmenti - i [« S S0 T30
e You will receive a Security Warning message that asks if you want to install and run VeriSign
Import Control. Click Yes.
e You will receive the following message, which indicates your digital ID certificate was

successfully downloaded and installed:

R Digital 10 Trestelation Cormplete - Microsoft Internel Explorer ==l x|

Fe Bt View Faw Tock Hp -

=Bk v 4 D[ A DSewch aifavorites Wieda (| B S S [ 8

Aukress [ Fims: fea.cok govisancodasanapp e =] oo |unks | ¥ ~
»

v
X7 - é- v|Semchweb || 2 # - @] Svial - Dby Yawool = CdAmwers - duGames + @Shoppng = DMsk -

COC Home | Search | Health Topics A-Z
Centers for Disease Control and Prevention - Digital ID Enrollment

Your Digital Certificate is Installed
SDN Support
“ou should now:

est that your digital certificate installed propery b
name of your appl

i cde gov and chcking the

Questiens? Go to the Onlina Halp or Contact SDN Support
This page last revieved May 11 2006
£l
&) oo 5 B Local ntrarwt
(] |)mc:...| ... | Hso. | [Fndo.| T ng...l &1sec. [ i, SUPREEE a0z

Astant| | 0 & B R

Updated: 06/15/2009 15
. ________________________________________________________________________________________________|

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER+*HEALTHIER+* PEOPLE"




Ty,
7/ "
e You should stop here and make a copy of your digital certificate (see 3e below). NOTE: If you
do not make a backup copy of your digital certificate, you will need to repeat the SDN
enrollment process and apply for a new digital certificate should you need to move to a new

computer or should your computer crash. There is no other backup copy of your digital
certificate besides the one you create.

e Your digital certificate will expire one year from the date of its original installation. You will
receive an email from NHSN with instructions on how to apply for a new digital certificate thirty
days prior to your digital certificate’s expiration. When you apply for a new digital certificate,
you may use the same challenge phrase.

Verify that your digital certificate was installed:

Please review the following information with your IT staff in order to verify that your certificate was
installed properly and for suggestions on what may need to be modified if it was not installed.

Click Tools, Internet Options, Content, and Certificates.

Locate and highlight your certificate under the Personal tab and click View.
Click the tab for Details.

Locate and highlight the line "Subject".

Find the Employee ID number which corresponds to the SDN user key.

Certificate @@

General | Details | Certification Path

arwE

Show: | <Al w

Field Yalue s
ESignature algarithm mdSRSA

Elssuer D Secure Data Mebwork Ca, ...
E\falid fraom Sunday, July 29, 2007 7:00:0...
E\ialid ta Tuesday, July 29, 2008 6:59:...

= Subject abc@cormpany.org, Jane Doe
[ElPublic key RS54 {1024 Bits)

Basic Constraints Subject Type=End Entity, Pat...
ﬁCertiFicate Policies [1]Certificate Policy:Policy Ide...
E = abci@oompany.org ~
M= Jane Doe

T = Surveillance

QU = EmploveelD - 55555

0Ll = v, werisign. com/repositoryfCPS Incorp. by Ref, LTAB.LTD{C)

a9

Ol = IRMO

O = Cenkers For Disease Control and Prevention

L = Atlanta v

Edit Properties, ., ] [ Copy ko File, .. ]

6. Reference this number when contacting SDN support.
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If a certificate is there, try accessing https://sdn.cdc.gov/ .

If you cannot access this website, then the certificate was not successfully installed. NOTE: If an
administrator logged in for the user to download the certificate, have that person log back in and check
to see if the certificate was installed under the admin profile. Please show the portion of this note at the
very bottom, to someone on your IT staff.

If no certificate issued in your name can be found, you will need to reapply. If this has happened more
than once, please have your IT staff contact the SDN support before attempting the next download.

3e. Make a Backup Copy of your Digital ID Certificate

Digital 1D certificates are expensive and you pay for them with your federal tax dollars. When your
digital certificate is installed, it is the only copy in existence. To minimize the cost of replacing
certificates (in the event your computer crashes or is replaced), we strongly recommend you create a
copy of your digital ID certificate by saving it to an external storage device (e.g., floppy disk, CD,
“thumb drive”). This procedure is also called “backing up” or “exporting” your certificate.

NOTE: You will need administrative rights on your computer in order to make a back-up copy of your
digital certificate.

e If you are looking at the Congratulations message, your Internet Explorer should already be
open. If not, open Internet Explorer: Click Start > All Programs > Internet Explorer.

e From the Tools menu, select Internet Options. The Internet Options dialog opens and looks
similar to the following:
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General | Security | Privacy | Content | Connections | Programs | Advanced

Internet O

Home page
% Y'ou can change which page to uze for your home page.
Address: Ekp: ffinkranek. cdo.gov

[ Usze Currert ] [ Usze Default ] [ Usze Blank

Temporary Intemet files

< Pages you view on the Intermet are stored in a special folder
@ Y for quick viewing later.

[Delete Cookies...] [ Dielete Files... ] [ Sethings...

Histany

The Hizstory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in history: 20 8 Clear History

[ Colars... ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ Ok l[ Cancel ]

e Select the Content tab. Your Internet Options dialog box should look like the following:

General | Securty | Privacy | Content | Connections | Programs | Advanced
Content Advisor

Ratingz help vou control the Internet content that can be
@{ viewed on this computer.

Certificates

% Use certificates to positively identify pourself, certification
@l authorities, and publishers.

[ Clear S5L State ][ Certificates... ][ Publishers... ]

Personal information

n AutoComplete stores previous entries AutoComplete
E’f and suggests matches for vou,

Microsofl_ProfiIe .f'j\ssistant stares your My Profie...
perzonal information.

Ok ] [ Cancel

e Click on the Certificates button. The Certificates dialog box opens:
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Certificates E]g]

Intended purpose: <all= w

Persanal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior 4 *

Issued Ta Issued By Expiratio,..  Friendly Mame

B Margaret Dembinski  CDC Secure Data Met,., 8]

Irnpork. .. ][ Expork... H Remove

Certificate intended purposes

<Al

e If you have more than one certificate, look at the date in the Expiration Date column and the
name in the Issued To column. Select the certificate which has the appropriate date and name,
and then click Export. The Certificate Export Wizard dialog box opens.

e Click Next

e Select the “Yes, export the private key” radio button.

Certificate Export Wizand EI

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password protected. If vou want ko export the private key with the
certificate, you must type a password on a later page.

Do you want ko export the private key with the certificate?
(%) Yes, export the private key

() Mo, do not export the private key

[ < Back. " Next = ][ Cancel ]

e Click Next. Your Certificate Explorer Wizard should look similar to the following:
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Certificate Export Wizard @

Expotrt File Format
Certificates can be exported in a variety of file Formats,

™

Select the Format wou wank ko use:

(%) Personal Information Exchange - PKCS #12 { PR
Include all certificates in the certification path if possible

[CJEnable strang pratection (requires IE 5.0, WT 4.0 5P4 or above)

[l Delete the private key if the export is successful

[ < Back ” et = ][ Cancel ]

e Check “Include all certificates in the certification path if possible” and deselect (uncheck)
the “Enable strong protection” and “Delete the private key if the export is successful” check
boxes, then click Next.

e The password dialog appears:

Certificate Export Wizand @

Password
To maintain security, wou must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

[ < Back ]I Mext = I[ Cancel ]

e We recommend you use the challenge phrase that you created for the original digital certificate
for this backup copy of the digital certificate. Type your password in the Password and Confirm
Password fields.
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e Click Next. The File to Export dialog opens.

Certificate Export Wizard EJ
File to Export
Specify the name of the file you want to export
File name:
[ < Back “ Mext = l [ Cancel ]

e Click the Browse button and navigate to an external storage device, (e.g., floppy disk, CD,

“thumb drive”). When you click the Browse button, the Save As dialog box appears and looks
similar to the following:

Save As @@

Save in: -.:'l My Documents - ¥ > E|-
l__z;. My Recent Documents

=t (B} Desktop
\—‘ﬁ [ My Documents

My Recent

Documents :[,L-.,;:
- <@ Local Digk [C)
L% < DWD/CD-Rw Drive (D]
Dresktop z Share on Feid-Dhap-3' [G:]

22 wzd7 on feid-dhgp-34ink’ (L]
% Batch on 'Frid-Dhop-3' [M:]

y 22 Apps on FoidDhap-3' (M)
-"/ =2 voll on Feid-Dhap-3' (0:)

My Documents & My Network Places

-
i
by Computer
‘:} File name: v
- !

by Metworl Save a: bype: Personal Information Exchangs [*.pf) v

e Select the appropriate drive for your external storage device, type sdncert in the file name field
at the bottom of the Save As dialog and then click Save. The Certificate Export Wizard
appears and lists the location of the cert as C:\SDN Certificate\sdncert.pfx.
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Click Next, then click Finish. A Certificate Export message appears which reads “The export
was successful”.

Click OK. The Certificates dialog is still open. Click Close.
The Internet Options dialog is still open. Click OK.

Remove the external storage device from your computer, label it SDN Digital 1D Certificate
and then store it in a safe place. Keep your password and the certificate separate.

3f. Installing your Digital ID Certificate on Another Computer

If you are installing your digital ID certificate onto a computer other than the computer to which
you originally downloaded it, or restoring your digital ID certificate on the original computer,
make sure you have administrative privileges on the second computer and that the second
computer meets the system requirements. See System Requirements on page 6.

Open Internet Explorer. Click Start > All Programs > Internet Explorer.

Insert the external storage device with the backup digital ID certificate into the computer onto
which you want to install the certificate.

From Internet Explorer, click on the Tools menu and then select Internet Options. The
Internet Options dialog opens and looks similar to the following:

General | Security | Privacy | Content | Connections | Programs | Advanced
Home page
Iﬁ “f'ou can change which page ta uge for your home page.

Address: itbpe ffintranet.cde, gows

[ Use Current I [ Use Default ] [ Use Blank

Temparary Internet files

o Pages you view on the Intermet are stored in & special falder
@ Y for quick viewing later

[Delete Cookies.. ] [ Delete Files... ] [ Settings...

Hiztary

The History folder contains links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histary: el Clear History

l Calors. ] l Fonts. ] l Languages. ] lAccess\h\l\ty ]

Select the Content tab and then click on the Certificates button. The Certificates dialog opens
and looks similar to the following:
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Certificates ! |

Intended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio...  Friendly Mame
Margaret Dembinski  CDC Secure Data Met...  8/28/2007  <Monex

Certificate intended purposes

Close

e Click the Import button. The Certificate Wizard Import dialog appears. Click the Next
button. The File to Import panel appears and looks similar to the following:

Certificate Import Wizard @l

File to Import
Specify the File you want toimpart,

File name:

|

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 ( PFX, .PLZ)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)

Microsaft Serialized Certificate Store {,55T)

’ < Back ” Mext = l[ Cancel ]

e Click the Browse button and then navigate to the appropriate drive for your external storage
device.
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RIX

Loak in: | oL DVD/CD-RW Dirive (D] v Q ¥ = -

(e

hy Recent
Documents

Desklop

LY

My Documents

-
o
ty Computer
‘:-‘] File: name: “
-
My Metwark,  Files of type: #4509 Certificate [*.cer" crt] w

[5 50A Certificate [*.cer ot
Perzonal Infarmation Exchange [ pfx:” pl 2]
Certificate Trust List [*. =)

Certificate Revacation List [*.cil)

Microsoft Seralized Certificate Store [* 2t
FKCS #7 Certificates [*.epc.”.prb)

All Files [

e Click on the Files of type list box and select Personal Information Exchange (*.pfx;*.p12).
Your certificate should appear.

o Select the certificate and then click the Open button. When the File to Import panel appears,
click Next. The Password panel appears in the Certificate Import Wizard and looks similar to
the following:

Certificate Import Wizard El

Password
To mainkain security, the private key was prokected with a password.

Type the password for the private key,

Passwiard:
|*********

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

Mark this key as exportable. This will allow vou to back up or transport your
kevs at a later time,

[ < Back ” Mext = l’ Cancel
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e Type the password and check the box next to “Mark this key as exportable” and then click
Next.

e The Certificate Store panel appears and looks similar to the following:

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or vou can specify a location For
(%) Automatically seleck the certificate store based on the type of certificate

() Place all certificates in the Fallowing store

[ < Back " Mexk = ][ Cancel ]

e Select the “Automatically select the certificate store based on the type of certificate” radio
button and then click Next. The Completing the Certificate Import Wizard appears.

e Click Finish. You will receive a message that reads, “The import was successful.” Click OK,
close the Certificates dialog, and then click OK to close the Internet Options dialog.

Step 4. Enroll in NHSN

Once you have successfully downloaded and installed your digital certificate, you can access NHSN by
going to the SDN website at: https://sdn.cdc.gov. REMEMBER: You must use Internet Explorer
when accessing NHSN.

When you arrive at the SDN website (called the CDC Public Health Partners page), you may want to
bookmark the page, either individually or in a special NHSN bookmark folder. If you are unsure how to
bookmark a web page, please contact your IT department for assistance.

e Enter your challenge phrase and click Submit.
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e After entering your challenge phrase, you will be brought to the SDN homepage. Under “My
Applications” in the upper left corner of the page, you should see a link to the National
Healthcare Safety Network labeled ‘“NHSN Enroliment’.

.CDC Public Health Partners

Yiou ane logged n as Maggie Dudeck

Muoriaty and Mortalily Weekly Regi

My Appic alions
Matisrsl Hislbeary Satity Hatusrk: (HHSH| This Wiesek in MEWR Fenary 5 2008 /¥

Elecironic Rederence
immandations and Reports Nowmber 30 2007 J Vol 58/ No. RR-S K mbar 2. 2007 / Vol 58 / No

Database:  Publlsd w

My Applications
Mational Healthcare Safety Metwork (NHSN)

¥ MNHSM Enrollment

*  Reguest Additional Activities

Emerging Infec bous Deseases Journal

e Click on the NHSN Enrollment link to go to the NHSN Enroliment page.
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s Enroll Facility

Mease Seloct Deslred Option

NOTE: Do not use the browser’s Back button. Always use the buttons provided on a page or use the
navigation bar on the left to move around within the NHSN web pages.

4a.Download and Print Enrollment Forms

e From the Enroll Facility page, click on Access and print required enrollment forms option.

Facility Enrollment Forms

Patient Safety Component

g ke

Ourpariant Dialyziz Cenrer, print thesa:
F acility Contact Informaion
Cutpatient Diadvsis Center Practices Sunvey

e From the Facility Enrollment Forms page, print the forms needed for the Component into
which you are enrolling (i.e., Patient Safety as a hospital or as an Outpatient Dialysis Center, or
Healthcare Personnel Safety). Complete these forms before attempting to enroll online.

- You will need either your hospital’s American Hospital Association (AHA) ID# or CMS
Provider ID# (may also be called HCFA or Medicare #) to proceed; VA hospitals will
need their VA Station Code to proceed. Click the box of those IDs that are not
applicable.

- You must also indicate a facility type from the drop down list. If you are unsure of which
type to select, contact us (contact information at the end of this document).
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4b. Complete Facility Contact Information and Facility Survey online.

e Once you’re ready to enroll, log in to SDN, access NHSN Enrollment, and go to the Enroll
Facility page. Click on the Enroll a facility option. Enter the data from the completed forms
onto the screen and click Submit.

e NOTE: Facility verification is based on the city, state, and zip code. If you are having difficulties
enrolling with your CMS or AHA numbers or VA station code, please make sure your entries are
correct. If you continue to have problems, please email NHSN with the ID you are using to
enroll.

e NOTE: It is not necessary to enter all of these verification numbers. For example, if you choose
to enter your facility’s CMS number, you may check the “not applicable” box next to the AHA
ID# and the VA Station Code.

e NOTE: In the unlikely event that your facility does not have an AHA ID#, CMS Provider ID# or
VA Station Code, a prompt will appear that will instruct you to contact the CDC NHSN
Administrator who will assign an enrollment number to your facility. When you click OK on the
prompt, a new data entry field will appear, called “Enrollment Number”.

e Once submitted successfully, you can close the browser.
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Step 5. Print, Sign and Return Signed Consent Form to CDC

After you have successfully completed the enrollment process, you will be sent an email that looks like
the following:

From: NHSN
To: NHSN Facility Administrator
Sent:

Subject: NHSN facility enrollment submitted

The following facility has been submitted for enrollment in the NHSN:

Facility Name:
Tracking Number:

NHSN Facility Administrator:

The NHSN Facility Administrator has 30 days to access the Agreement to Participate and Consent form at the
following URL:

http://server/enapp/enrol Iment.do?method=displayAgreement&trackingnum=xxxxx

IT this URL appears to be broken, please type the link on your browser address line. The complete address
including trackingnum=xxxxx must be included in order to access the form.

Once the form has been accessed, the CDC system administrator must receive the original, signed copy of the
Consent Form within 60 days or enrollment will be suspended. Mail the form to: NHSN Administrator, MS A-24,
Centers for Disease Control and Prevention, 1600 Clifton Rd, NE, Atlanta, GA 30333.

IT you have questions about NHSN, please contact us at nhsn@cdc.gov. For information on NHSN, please visit the
member’s website at http://www.cdc.gov/nhsn .

5a. Print the Agreement to Participate and Consent

Log in to SDN at https://sdn.cdc.gov with your challenge phrase. Once you have logged in successfully,
copy and paste the URL provided in the email, print the Agreement to Participate and Consent form,
read it and get it signed by the appropriate hospital administrator. This individual should be a person
who has authority to give permission to submit facility and patient data to the CDC (i.e., CEO, COO,
etc.). Send the original signed copy of the Consent page to CDC by surface mail within 60 days. If it is
not received during that time period, the enrollment process will be terminated. Send the Consent via
U.S.Mail to:

National Healthcare Safety Network
Division of Healthcare Quality Promotion
MS-A24

Centers for Disease Control and Prevention
1600 Clifton Road, NE

Atlanta, GA 30333
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Step 6. Begin Using the NSHN Reporting Application

Once CDC receives the signed Consent from your facility, we will activate your facility and notify you
by email with instructions to access NHSN Reporting through SDN. The email will look similar to this:

To: NHSN Facility Administrator
From: NHSN

Date:

Subject: NHSN enrollment approved

Your facility has been approved as a new member of NHSN. Welcome!

Facility Name:
Facility ID #:

As the Facility Administrator, you will now need to access the NHSN through the
SDN (https://sdn.cdc.gov) by selecting the NHSN Reporting activity. Once in the
NHSN, your first task should be to add those individuals who need to use the NHSN
(“fusers™) iIn the “Manage Users” section of the navigation bar. Add locations and
surgeons from the navigation bar under the heading “Facility”.

Once you add a user, that person will receive an email prompting her/him to
obtain a digital certificate. It is important that you verify the email address
and inform the user to use the same address when applying for their digital
certificate.

IT you have any questions about NHSN, please contact us at nhsn@cdc.gov.

Information on NHSN is also available on the members” web site at
http://www.cdc.gov/ncidod/dhgp/nhsn_members.html

Once you receive this email, you can go to the SDN (https://sdn.cdc.gov), enter your challenge phrase,
and select NHSN Reporting activity. At this point you can begin to add users and set up location
codes, surgeon codes, and enter a Monthly Reporting Plan.

NHSN Contact Information
If you have any questions, please contact NHSN at nhsn@cdc.gov.

Website: http://www.cdc.gov/nhsn
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1

11

1.2

INTRODUCTION

NHSN, a surveillance system of the Centers for Disease Control and Prevention (CDC),
allows participating healthcare facilities to enter data associated with healthcare safety,
such as surgical site infections, antimicrobial use and resistance, bloodstream infections,
dialysis incidents, and healthcare worker vaccinations. NHSN provides analysis tools that
generate reports using the aggregated data (reports about infection rates, national and local
comparisons, etc). NHSN also provides links to best practices, guidelines, and lessons
learned.

NHSN processes and stores a variety of sensitive data that are provided by healthcare
facilities. This information requires protection from unauthorized access, disclosure, or
modification based on confidentiality, integrity, and availability requirements. These
“Rules of Behavior” apply to all users of the NHSN web-based computer system.

PURPOSE

Rules of Behavior establish standards that recognize knowledgeable users are the
foundation of a successful security plan. Non-compliance with these rules will be enforced
through sanctions equal to the level of infraction. Sanctions can include a written or verbal
warning and possible removal of system access. NHSN will enforce the use of penalties
against any user who willfully violates any NHSN or federal system security (and related)
policy as appropriate. Users are also responsible for reporting security incidents, or any
incidents of suspected fraud, waste, or misuse of NHSN systems to the CDC NHSN
administrator.

The objective of the NHSN Rules of Behavior document is to summarize laws and
guidelines from HHS and other Federal documents, most specifically OMB Circular A-
130, Subsection (m) of the Privacy Act of 1974 (U.S.C. 552a) and Section 308(d) of the
Public Health Servie Act (U.S.C. 242m). It defines the rules of behavior in terms of policy
and responsibility for the intended audience of CDC NHSN team members and NHSN
facility/group member users.

DEFINITIONS

1.2.1 What are Rules of Behavior?

Rules of behavior are part of a comprehensive program to provide complete information
security. These guidelines were established to hold users accountable for their actions and
responsible for information security. Rules of behavior establish behavioral standards in
recognition of the fact that knowledgeable users are the foundation of a successful security
program.

1.2.2 Who is Covered by these Rules?

These rules extend to CDC NHSN team members and their authorized contractors and
agents (e.g., guest researchers, students) and NHSN facility/group member users.

The rules of behavior are not to be used in place of existing policy, rather they are intended
to enhance and further define the specific rules each user must follow while accessing
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NHSN. The rules are consistent with the policy and procedures described in this document,
and include but are not limited to, the following directives:

Privacy Act

Freedom of Information Act

Section 508 of the Workforce Investment Act of 1998
Computer Security Act Public Law 100-235
E-Government Act Public Law 107-347

Paperwork Reduction Act of 1995

Clinger-Cohen Act of 1996

CDC'’s Public Health Information Network (PHIN)
CDC’s Secure Data Network (SDN)

National Institute of Standards and Technology (NIST) publications

Health Insurance Portability and Accountability Act of 1996 (HIPAA)

HHS AISSP Handbook

Member-specific data security, privacy and confidentiality regulations, policies
State statutes.

1.2.3 What are Penalties for Non-compliance?

Non-compliance with these rules will be enforced through sanctions appropriate with the
level of infraction. Users who do not comply with the prescribed Rules of Behavior are
subject to penalties that can be imposed under existing policy and regulation, including
suspension of system privileges.

1.3 REFERENCES
[1] Office of Management and Budget. Circular No. A-130, Revised, (Transmittal

Memorandum No. 4): Management of Federal Information Resources. August 31,

2004. http://www.whitehouse.gov/omb/circulars/al130/a130trans4.html.

[2] Center for Information Technology, National Institutes of Health, NIH Information

Technology General Rules of Behavior. August 31, 2004.

http://wwwoirm.nih.gov/security/nihitrob.html#general

[3] The Privacy Act of 1974, 5 USC § 552a -- As Amended. August 31, 2004.

http://www.usdoj.qov/foia/privstat.htm

[4] The Freedom of Information Act5 U.S.C. § 552, As Amended By Public Law No.

104-231, 110 Stat. 3048. August 31, 2004.

http://www.usdoj.qov/oip/foia updates/VVol XVII 4/page2.htm

[5] Section 508 of the Workforce Investment Act of 1998. August 31, 2004.

http://www.section508.gov/index.cfm?FuseAction=Content&ID=3

[6] Computer Security Act Public Law 100-235. August 31, 2004.

http://cio.doe.gov/Documents/CSA.HTM
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[7] E-Government Act Public Law 107-347. August 31, 2004.
http://frwebgate.access.gpo.qgov/cqi-
bin/getdoc.cqi?dbname=107 cong public laws&docid=f:publ347.107

[8] Paperwork Reduction Act of 1995. August 31, 2004.
http://www.archives.gov/federal register/public laws/paperwork reduction act/3501
.html

[9] Clinger-Cohen Act of 1996. August 31, 2004.
http://wwwoirm.nih.gov/policy/itmra.html

[10] PHIN Compatibility. August 31, 2004. http://www.cdc.gov/phin/
[11] SDN. August 31, 2004. http://www.cdc.gov/irmo/ea/sdn.htm
[12] NIST. August 31, 2004. http://nvl.nist.gov/

[13] HIPAA. September 8, 2004 http://hipaa.org
[14] HHS AISSP Handbook. September 8, 2004.
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2 POLICY RULES

2.1

2.2

LEGAL, REGULATORY, AND POLICY REQUIREMENTS

Information handled by the system includes sensitive information about a member facility
and its patients and/or healthcare personnel. The loss, misuse, or unauthorized access to or
modification of information in the system could result in a loss of confidentiality or
privacy. If integrity of NHSN data were adversely affected, it would negatively impact
decision-making and scientific data analysis.

STATEMENT OF SYSTEM POLICY

Each user is responsible for helping to prevent unauthorized use of, and access to, system
resources. This duty includes complying with all stated policy requirements, taking due
care and reasonable precautions when handling system data or using system resources, and
in the management and protection of system authentication controls (passwords, digital
certificates, etc.). When in doubt, users are strongly encouraged to contact the SDN help
desk or NHSN help desk (see Contact Information table, Section 4, Page 11).

CDC SDN and NHSN administrators may periodically monitor both the system and user
activities for purposes including, but not limited to, troubleshooting, performance
assessment, usage patterns, indications of attack or misuse and the investigation of a
complaint or suspected security incident. Users are provided access to the NHSN through
the SDN for the purpose of facilitating CDC’s public health mission. Because CDC is
responsible for maintaining security for all systems accessible through the SDN, it has the
authority under federal and state laws to monitor all users’ communications on the SDN,
even with remote equipment. This statutory authority is based on ensuring the
appropriateness of such communications and for that purpose random computer checks
may be done.
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3 USER RESPONSIBILITIES

3.1

3.2

3.3

3.4

ETHICAL CONDUCT

NHSN stores a variety of sensitive data. This sensitive information requires protection
from unauthorized access, disclosure, or modification based on confidentiality, integrity,
and availability requirements. System users should exercise due care to preserve data
integrity and confidentiality and take reasonable precautions to ensure the protection of
data from unauthorized access or use.

Specifically, any personally identifiable information entered into this system must not be
used for anything other than the intended purpose. System administrators are to ethically
conduct all monitoring activities and avoid any unnecessary or unauthorized breach of user
privacy.

AUTHENTICATION MANAGEMENT

Users will access NHSN through CDC’s Secure Data Network (SDN), using a digital
certificate and an appropriately defined challenge phrase. Users will ensure the security of
their digital certificate and challenge phrase. Users who believe their digital certificate or
challenge phrase has been compromised in any way will immediately inform the SDN
Help Desk. Sharing of a SDN digital certificate and/or SDN challenge phrase is strictly
prohibited.

CDC SDN and NHSN administrators will never ask for your password and are not
authorized to retrieve your password for you. Each user is required to report to
administrators immediately upon discovery of their account credentials being
compromised or suspect they have been compromised.

INFORMATION MANAGEMENT AND DOCUMENT HANDLING

Hard copy system documents (i.e. reports, print-outs, etc.) should be handled in a way that
conforms to federal or state data security, privacy and confidentiality regulations, policies
and statutes.

GENERAL SYSTEM ACCESS AND USAGE

Users will be added to the NHSN by their NHSN facility/group administrator. When the
user account is added, the user will receive an email containing instructions for obtaining a
digital certificate for accessing the NHSN through the SDN.

Users are assigned roles and accompanying access rights to various parts of the application
by their NHSN facility administrator. Roles include that of Analyst, Data Reporter or
both. The role of Administrator can also be granted to a user. The CDC NHSN
administrator has access rights to all data in all facilities.

e Users will access the system through CDC’s SDN.
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e A SDN digital certificate must be obtained before a user can access the system. The
user must also be approved to access the NHSN program within the SDN.

e The user is responsible for notifying NHSN facility/group administrator or CDC
NHSN administrator of any changes in job status (promotion, demotion, transfer,
termination, etc.) that might affect the appropriateness of continued access.

3.5 AWARENESS AND GENERAL INCIDENT REPORTING

Users should be vigilant for and have responsibility for reporting suspicious events, system
misuse, suspected compromise or loss. These should be reported to their NHSN
facility/group administrator, or to the CDC NHSN administrator at 1-800-893-0485 or via

email at nhsn@cdc.gov.

3.6 TRAINING

NHSN facility administrators should train users using this document and other available
materials regarding the need for and how to maintain system security.

3.7 PROHIBITIONS

System users are prohibited from the disclosure of information about the system, its
architecture, function, or security controls and may not attempt to bypass system security
controls. Also, users are prohibited from any activity that conflicts with local data
security and confidentiality.

e Do not attempt to access any data or programs on the NHSN system for which you
do not have authorization.

e Do not engage in, encourage, conceal any “hacking” or “cracking,” denial of
service, unauthorized tampering, or unauthorized attempted use of (or deliberate
disruption of) any computer system within the NHSN system.

e Do not purposely engage in any activity with the intent to:

= Degrade the performance of the system

= Deprive an authorized user access to a resource

= Obtain or attempt to obtain extra resources beyond those allocated

= Circumvent security measures in order to gain access to any automated
system for which proper authorization has not been granted.
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4 USER ASSISTANCE AND ADDITIONAL RESOURCES

To obtain system-related assistance (help desk, vendor support, system management, etc.)
users should contact one of the following:

Name Telephone Email

SDN Help Desk 800-532-9929 | cdcsdn@cdc.gov
or
770-216-1276

NHSN Help Desk 800-893-0485 | nhsn@cdc.gov
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5 REVISIONS AND RENEWAL

When new versions of this document are released, the system business or technical steward
will provide a revised copy to all users and request an acknowledgement of receipt. If users
do not provide an acknowledgement or feedback within a reasonable time, they will be
considered to have given tacit approval to the revised document. User comments,
feedback, questions, or objections will be considered for integration into further revisions.
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6 ACKNOWLEDGEMENT AND AGREEMENT

| have read and agree to comply with the terms and condition governing the appropriate
and allowed use of NHSN as defined by this document, applicable agency policy, and
Federal law. | understand that infractions of these rules will be considered violations of
CDC standards of conduct and may result in disciplinary action including the possibility of
supervisory notification, suspension of system privileges, and/or criminal and civil
prosecution.

The act of acknowledgement and agreement signifies a clear understanding of the NHSN
Rules of Behavior document and that the signer will conform to the rules provided therein.

| acknowledge receipt of, understand my responsibilities, and will comply with the rules of
behavior for NHSN.

Signature Date

Printed Name
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OMB No. 0920-0666

# NON Facility Contact Information Exp. Date 05512011

National H care
Safety Network Page 1 O.I: 2

* required for saving Tracking #:

*Facility Name:

*Mailing Address:

*City: *County: *State: *Zip Code: -

*Main Telephone Number:

For each identifier listed below, enter the # / code or check “Not Applicable” if your facility does not have that
identifier:

*American Hospital Association ID#: ]Not Applicable
*CMS Provider #: DNot Applicable
*VA Station Code: DNot Applicable

If none of the above identifiers is applicable, enter CDC-provided Enrollment #:

*Facility Type:

*NHSN Components:

Indicate which component(s) the Facility will use initially (components may be added at any time after enrollment)

[]Patient Safety Component

[lHealthcare Personnel Safety Component

NHSN Facility Administrator:

*Name:
Title:

*Mailing Address: (if different from facility)

*City: *State: *Zip Code: -
*Telephone Number:( ) Extension:
FAX Number:( )

Pager Number:( )

*Email: A valid email account is required for enrollment

*User Name:

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of
the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 10 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless
it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to CDC,
Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.101 (Front) Rev. 1., v1.3.5
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’N‘B\' FaC|||ty Contact |nf0rmati0n Exp. Date: 03-31-2011

SENENSE page 2 of 2

NHSN Patient Safety Primary Contact Person (if different from Facility Administrator)

*Name:

Title:

*Mailing Address: (if different from facility)

*City: *State: *Zip Code: -
*Telephone Number:( ) Extension:

FAX Number:( )

Pager Number:( )

*Email: ) . : )
A valid email account is required for enrollment

NHSN Healthcare Personnel Safety Primary Contact Person (if different from Facility Administrator)

*Name:
Title:

*Mailing Address: (if different from facility)

*City: *State: *Zip Code: -
*Telephone Number:( ) Extension:

FAX Number:( )

Pager Number:( )

*Email: A valid email account is required for enroliment

Microbiology Laboratory Director/Supervisor (if different from Facility Administrator):

*Name:
Title:

*Mailing Address: (if different from facility)

*City: *State: *Zip Code: -
*Telephone Number:( ) Extension:

FAX Number:( )

Pager Number:( )

*Email: A valid email account is required for enroliment

CDC57.101(Back) Rev. 1
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ﬂN'ISN Group Contact Information Exp. Date: 03-31-2011

Safety Network

* required for saving

NHSN Group Administrator

*First Name:

Middle Name:

*Last Name:

*Group Name:

*Group Administrator’s Mailing Address:

*City:

*State: *Zip Code: -

*Telephone Number: ( ) -

Extension:

*Email:
A valid email account is required.

*Type of Group (check one type and one subtype, if applicable)

Healthcare system (a group of institutions organized under a common business entity)
Private, for profit
Private, not for profit

Governmental
City/county
State
Federal

Quality Improvement/Patient Safety Organization
(a group of facilities defined by the desire to improve healthcare quality and patient outcomes)

Other (describe):

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of
the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 5 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless
it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to CDC,
Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.105
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Target Audience

= This training is designed for those who will collect
and analyze Patient Safety Component data or enroll
a hospital into NHSN

This includes:

— NHSN Facility Administrator

— Patient Safety Primary Contact

— Infection Control Professional (ICP)
— Epidemiologist

— Microbiologist

— Pharmacist

— Data entry staff



Objectives

Describe NHSN and its purposes

Define the authority and confidentiality
protections for NHSN

. ldentify the requirements for participating in the
Patient Safety Component

. Describe the NHSN surveillance methodology

. List the modules of the Patient Safety
Component

. Explain key terms used in the Patient Safety
Component

. Describe the Monthly Reporting Plan




National Healthcare Safety
Network (NHSN)

= NHSN Is an internet-based surveillance
system that integrates the surveillance
systems previously managed separately In
the Division of Healthcare Quality Promotion
(DHQP) at CDC
— National Nosocomial Infections Surveillance
(NNIS) system
— Dialysis Surveillance Network (DSN)
— National Surveillance System for Healthcare
Workers (NaSH)



Purposes of NHSN

s Collect data from a sample of US healthcare
facilities to permit valid estimation of the

— magnitude of adverse events among patients
and healthcare personnel

— adherence to practices known to associated
with prevention of healthcare-associated
Infections (HAI)

= Analyze and report collected data to permit
recognition of trends



Purposes of NHSN

= Provide facilities with risk-adjusted data that
can be used for inter-facility comparisons and
local quality improvement activities

m Assist facilities in developing surveillance
and analysis methods that permit timely
recognition of patient and healthcare
personnel safety problems and prompt
Intervention with appropriate measures

s Conduct collaborative research studies with
members



Authority and
Confidentiality for NHSN

= Public Health Service Act (42 USC 242D,
242Kk, and 242m(d))

= Confidentiality Protection
— Sections 304, 306, and 308(d) of the PHS Act

“The information contained in this surveillance system that
would permit identification of any individual or institution is
collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and
will not be disclosed or released without the consent of the
individual, or the institution in accordance with Sections
304, 306, and 308(d) of the Public Health Service Act (42
USC 242b, 242k, and 242m(d)).”



Data Collection and
Reporting Requirements for Patient
Safety Component

1. Submit a Monthly Reporting Plan to inform
CDC which, if any, of the patient safety
modules will be used for that month

2. Adhere to the selected module’s protocol(s)
exactly as described in the NHSN Manual:
Patient Safety Component Protocol



Data Collection and
Reporting Requirements for Patient
Safety Component

(continued)

3. Use surveillance methodology as described
In the Protocol (detailed in the next section)

4. Report events and appropriate summary or
denominator data indicated on the Plan to
CDC within 30 days of the end of the month



Data Collection and
Reporting Requirements for Patient
Safety Component

(continued)

5. Submit data for at least one module for a
minimum of 6 months of the calendar year

6. Complete an annual survey for your facility

/. Pass quality control acceptance checks
that assess the data for completeness
and accuracy



Data Collection and
Reporting Requirements for Patient
Safety Component

(continued)

8. Agree to report to state health authorities
adverse event outbreaks identified in the
facility by the surveillance system and about
which you are contacted by CDC.

Failure to comply with these
requirements will result in removal
from the NHSN



Staffing Requirements for
Participating in the PS Component

m There are no specific FTE requirements, but a trained
Infection Control Professional (ICP) or Hospital
Epidemiologist should oversee the HAI survelllance
program

s Other personnel can be trained to
— Screen for events (e.g., infections)

— Collect denominator data

— Collect infection prevention practices (process measure)
data

— Enter data
— Analyze data



NHSN Surveillance
Methodology

= Active

= Patient-based
= Prospective

= Priority-directed

= Risk-adjusted rates
= Incidence rates



NHSN Survelllance
Methodology

ACTIVE vs. PASSIVE

= ACTIVE Trained personnel use standard

definitions and a variety of data sources to
identify events

m PASSIVE Personnel, such as staff

nurses, not trained to do surveillance
report events



NHSN Survelllance
Methodology

PATIENT-BASED vs. LABORATORY-BASED

s PATIENT-BASED Monitoring patients
for events, risk factors, and procedures
and practices related to patient care

— Visit patient care areas
— Review patient charts
— Discuss with caregivers

s LABORATORY-BASED Case-finding
based solely on positive lab findings



NHSN Survelllance
Methodology

PROSPECTIVE vs. RETROSPECTIVE

= PROSPECTIVE Monitoring patients while
still in the Institution; includes post-
discharge period for SSI

s RETROSPECTIVE Case-finding based
solely on chart review after patient
discharged



NHSN Survelllance
Methodology

PRIORITY-DIRECTED vs. COMPREHENSIVE

= PRIORITY-DIRECTED Obijectives for survelillance
are defined and focused on specific events,
processes, organisms, and/or patients/populations

= COMPREHENSIVE Continuous monitoring
of all patients for all events and/or processes



NHSN Survelllance
Methodology

RISK-ADJUSTED vs. CRUDE RATES

s RISK-ADJUSTED Rates are controlled for
variations in the distribution of major
risk factor(s) associated with an event’s
occurrence

— Comparison of rates is useful

= CRUDE Rates assume equal distribution
of risk factors for all events

— Comparison of rates not recommended



NHSN Survelllance
Methodology

INCIDENCE RATES vs. PREVALENCE RATES

= INCIDENCE (1)
New events in a new events

. . | =
pop_ulatlon occur_rlng population during time period
during some defined

time period

s PREVALENCE (P)
Al ever_lts In a _ P _ new and existing events
pOpUIa“On occurring (Ppoint) = population at a point in time

at either a point in

time (Ppoint) OF during P = new and existing events
some defined time period population during time period

pe”Od (Pperiod).




Patient Safety
Component Modules

Patient
Safety
Component

Device- Procedure- Medication-
associated associlated associlated
Module Module Module




Patient Safety Component
Modules

Device-
associated
I
I

CLABSI |Central line-associated bloodstream infection

CLIP Central line insertion practices adherence
VAP Ventilator-associated pneumonia
CAUTI Catheter-associated urinary tract infection

DE Dialysis Event




SS
PPP

Patient Safety
Component Modules

Procedure-
associated

Seo | e

Surgical site infection

Post-procedure pneumonia



Patient Safety
Component Modules

Medication-
associated

AUR

AUR Antimicrobial use and resistance option



Patient Safety Component
Key Terms

= Healthcare-associated Infection (HAI)
= Location
— CDC Location
— 80% Rule
= Attribution of HAI
— Facility-level
— Location-level for device-associated HAI
— Procedure-level for procedure-associated HAI

NHSN Key Terms can be found in the NHSN Manual:
Patient Safety Component Protocol



Healthcare-associated Infection
(HAI)

m A localized or systemic condition resulting from an
adverse reaction to the presence of an infectious
agent(s) or its toxin(s) that

— Occurs In a patient in a healthcare setting and
— Was not present or incubating at the time of

admission, unless the infection was related
to a previous admission

= When the setting Is a hospital, meets the criteria

12(3)6 % specific infection (body) site as defined by

= When the s_ettin? IS a hospital, may also be called
a nosocomial infection



L ocation

= |n the Patient Safety Component, location is the area
where a patient was assigned while receiving care in the
healthcare facility

— Inpatient location: Area where patients are housed
overnight

s For DA Module surveillance of events, only inpatient
locations where denominator data can be collected are
eligible for monitoring (e.g., ICU, ward)

— Examples of locations not eligible: operating room,
Interventional radiology, emergency department, etc

= For DA Module process measure surveillance, location is
the area where the patient was assigned when the
practice under surveillance was performed



L ocation

= Location Is used to stratify device-
assoclated infection rates

= A location may treat patients for more than
one clinical service



CDC Locations

= A list of standard descriptions for patient care and
other areas of healthcare facilities

— List can be found in the NHSN Manual: Patient Safety
Component Protocol

s Each location under surveillance must be “mapped”
to one standard CDC Location description

s The correct mapping to a CDC Location is
determined by the type of patients receiving care

— 80% Rule: 80% of the patients must be of a
consistent type to classify the location as that specific

type



CDC Location
80% Rule

Example

If 80% of patients on a ward are pediatric patients with
orthopedic problems, the location is designated as an Inpatient
Pediatric Orthopedic Ward.

EXCEPTION

For patient care areas where the mix of medical and surgical
patients is approximately equal, use the combined
medical/surgical location designation.

For instructions on setting up locations In
NHSN, refer to the training “NHSN
Enrollment and Facility Start-up”.



Attribution of HAI

= Once an HAI Is identified, the next step
IS to determine the level of attribution

= The three levels of attribution are:
— Facility-Level

— Location-Level

— Procedure-Level




Attribution of HAI:
Facility-Level

= When a patient is admitted to a facility with an
HAI, determine whether or not to attribute the

HAI to this facility.

Examples

Patient is discharged from Hospital A and returns
15 hours later to Hospital A with an HAI. This is an HAI

for Hospital A.

Patient is admitted to Hospital B with an infection
which was determined to be attributed to Hospital A.
This is an HAI for Hospital A, not Hospital B.



Attribution of Device-associlated HAI:
Location-Level

= A device-associated HAI is attributed to the
Inpatient location where the patient was
assigned on the date the HAI was identified

Example

Patient has a central line inserted in the Emergency
Department and then is transferred to the MICU.
Within 24 hours of admission to the MICU, patient
meets criteria for BSI. This is reported to NHSN as a
CLABSI for the MICU.



Attributi

on of Device-assoclated HAI:
Location-Level

s EXCEPTION: Transfer Rule

—Ifac

evice-associated HAI develops within 48

hours of transfer from one inpatient location to
another in the same facility, the HAI Is
attributed to the transferring location.

Example
Patient with a central line is transferred from the

surgical

ICU to an orthopedic ward and develops

a BSI within 24 hours. This CLABSI iIs attributed to the

surgical

ICU.



Attribution of
Procedure-associated HAI

Procedure-associated HAIs
are attributed to the procedure
NOT the location



Monthly Reporting Plan

= The Monthly Reporting Plan informs
CDC which modules a facllity is
following during a given month

= A facility must enter a Plan for every
month of the year, even those in which
no modules are followed

= A facility may enter data only for
months in which Plans are on file



Monthly Reporting
Plan Options

Choose either:

m Enter a Plan that conforms to one or
more of the modules of the Patient
Safety Component

or

= Enter a “No Patient Safety Modules
Followed” option



Example Plan that conforms
to modules of the Patient Safety
Component

Device-Associated Module

Locations CLA BSI DI VAP CAUTI
3MS - MEDSURG ICU i O O
PICU - PEDIATRIC ICU IF OO O
CTICU - CARDIOTHORACIC CC 4 r v

Add Row | Clear All Rows | Copy from Previous Month |

Procedure-Associated Module

o e Post-procedure
Procedures S51 PNEU

KPRO - Knee prosthesis IW‘ I—;l

HPRO - Hip prosthesis IW‘ I—l'

COLO - Colon surgery IW‘
Add Row | Clear All Rows | Copy from Previous Month |




Example Plan that conforms
to the “No Patient Safety Modules
Followed” option

Mandatory fields marked with *

Facility ID*: | DHQP Memornal Hospital (1D 10000)

Month™: April I
\Tnl IE| -2 1 H

W MNo NHSN Patient Safety Modules Followed this Month

Back. ‘



References

= For more information about these topics,
refer to the NHSN website

— NHSN Manual: Patient Safety Component

Protocol located at
http://www.cdc.gov/ncidod/dhgp/nhsn_members.html

» Tables of instruction for completing all forms
* Key terms

« CDC location codes

e Operative procedure codes

— Purposes, data collection requirements and
assurance of confidentiality

— NHSN data collection forms
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Important Note: This set of training
slides has been updated to reflect
Important changes in the LCBI
definition. Because of this change, the
slides may not correspond exactly with
the “CLABSI Protocols” section of the
webcast (November 14, 2006).




Introduction

= [his course will review key concepts of
surveillance for Central Line-associated
Bloodstream Infections (CLABSI) in the
Device-associated Module of the
Patient Safety Component as well of
certain definitions.



Objectives

By completing this lesson, you should be able to

Describe the scope of the problem of CLABSI

Review the structure of the Device-associated Module in
NHSN and the surveillance methodology used for data
collection

Define key terms and protocol used for collecting
CLABSIs and their corresponding denominator data

Describe how to collect CLABSI data using the BSI form

Describe how CLABSI rates and device utilization ratios
are calculated and reported to promote performance
Improvement



Target Audience

= This training session is designed for those
individuals who collect and analyze Central Line-
associated Bloodstream infections (CLABSI) and
their associated denominators in the Patient
Safety Component of NHSN.

= [his may include:
— Facility Administrator
— Patient Safety Primary Contact
— Infection Control Professional
— Epidemiologist
— Microbiologist
— Data entry staff




Introduction

250,000 CLABSIs occur in the
United States each year

Most bloodstream infections are
associated with the presence of a
central line or umbilical catheter (in
neonates) at the time of or before
the onset of the infection

Estimated mortality is 12-25% for
each CLABSI

Cost to the healthcare system is
approximately $25,000 per episode




Modules in the Patient Safety

Component

4 )

Patient Safety
Component

\_ 4

4 Device )
Associated
Module
\_ DA J

| |

4 Procedure )
Associated
Module

N\ P Y

|
4 Medication )
Associated
Module

\ A b




Events that can be monitored In

the Device-Assocliated Module

4 Y
Device-
Associated
Module
\__ J
[ I I ]
4 N\ [ N N [ N [ I
) Central Line Ventilator-
Central Line- . ) Catheter- i .
Associated BSI Insert_lon Assomate_d Associated UTI Dialysis Event
Practices Pneumonia
DE *
CLABSI CLIP VAP CAUTI
\ J L /L /L RN J

| ]

* For outpatient dialysis only. See
Outpatient Dialysis Training Session
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NHSN Location types E)settlngs ) where
CLABSI events can be monitored

1. Intensive care units (ICU)

2. Specialty care areas (SCA)
a) Hematology/Oncology unit
b) Bone Marrow/Stem Cell transplant unit
c) Solid organ transplant unit
d) Acute inpatient dialysis unit
e) Long term acute care

3. Neonatal Intensive Care Units (NICU)

4. Any other patient care location (e.g.,
surgical ward, etc.)



Surveillance Methodology

= Active

= Patient- based

m Prospective

m Priority-directed

» Risk-adjusted rates
= |Incidence rates



Sources of Data for Finding
CLABSI

= Microbiology reports

m Infection control rounds on monitored
units

= Pharmacy reports for antimicrobial use
= Networking with nursing staff

s [emperature chart

n List of patients with central lines



Key Terms

s Use CDC Definitions for the
following:
— CLABSI
— Central Line
— Laboratory-confirmed BSI (LCBI)
— Clinical Sepsis (CSEP)
— Temporary Central Line
— Permanent Central Line



Key Terms

Definition: CLABSI

s Central Line-Associated Bloodstream
Infection (CLABSI) is a primary
bloodstream infection (BSI) in a patient
that had a central line within the 48-hour
period before the development of the BSI

n If the BSI develops in a patient within 48
hours of discharge from a location,
iIndicate the discharging location on the
infection report

NOTE: There is no minimum time period that the central line must be
In place in order for the BSI to be considered central line-associated




Key Terms

Definition: Central Line

A vascular infusion device that terminates at or close
to the heart or in one of the great vessels.

The following are considered great vessels for the
purpose of reporting central line infections and counting
central line days

« Aorta  Brachiocephalic veins
e Pulmonary artery * Internal jugular veins
« Superior vena cava * Subclavian veins

e Inferior vena cava » External iliac veins

« Common femoral veins



Key Terms

Infusion

= Introduction of a solution through a blood
vessel via a catheter lumen

= Includes:

— Continuous infusions such as nutritious
fluids or medications, or

— Intermittent infusions such as flushes or
[V antimicrobial administration

— Administration of blood or blood products
in the case of transfusion or hemodialysis




= In neonates, the umbilical artery is
considered a great vessel

s Neither the location of the insertion site
nor the type of device may be used to
determine if a line qualifies as a central
line

s Pacemaker wires and other non-lumened
devices inserted into central blood vessels
or the heart are not considered central
lines, because fluids are not infused,
pushed, nor withdrawn through such
devices.



Key Terms
Transfer Rule

n If the BSI develops in a patient within 48 hours of transfer
from one inpatient location to another, indicate the
transferring location on the infection report.

Example: A patient with a central line is transferred from the Orthopedic
ward to the Medical-Surgical ICU on Monday. On Tuesday afternoon, he

spikes a fever and is determined to have a CLABSI. The location of the
CLABSI is recorded as the Orthopedic Ward.

= NOTE: Itis not required to monitor for CLABSIs after the patient is
discharged from the facility. However, if discovered, they should be
reported to NHSN. No additional central line days are recorded.



Key Terms

Types of Central Lines

s [Temporary— A central line that is
noncuffed and nontunneled

s Permanent— A central line that is cuffed
and tunneled

= Umbilical Catheter — Central vascular
device inserted through the umbilical
artery or vein in a neonate




CLABSI Numerator Data

s Use Primary Bloodstream Infection (BSI) form
for each CLABSI that is identified during the
month.

= Indicate the specific type of BSI*

— Laboratory-confirmed Bloodstream Infection
(LCBI) - can be used for any patient, including
patients < 1 year of age.

— Clinical Sepsis (CSEP)- is only used for
-Neonates (< 30 days old)
-Infants (<12 months old)

* See NHSN Manual: Patient Safety Component Protocol



LCBI — Criterion #1

Patent has a recognized pathogen cultured from one or
more blood cultures

and

organism cultured from blood is not related to an infection
at another site.

Example: Jon Smith had a PICC line
inserted on admission (June 1). On
hospital day 4, he became confused
and experienced chills. Blood cultures
were drawn which grew E. faecallis.

Mr. Smith meets the criteria for LCBI
Criterion #1.




One or more blood cultures
means that at least one bottle
from a blood draw is
reported by the laboratory
as having grown organisms
(i.e., is a positive blood
culture).

Recognized pathogen does not

Include organisms considered
common skin contaminants. A
few of the recognized pathogens
are Staph aureus, Enterococcus
spp., E. coli, Pseudomonas spp.,
Klebsiella spp., Candida spp., etc.




LCBI - Criterion #2

Cniterion 2:  Patient has at least one of the following signs or symptoms: fever
(=38°C), chulls, or hypotension

and

signs and symptoms and positive laboratory results are not related to an infection at
another site

and

common skin contammnant (1.e., diphtheroids |Corvnebacterivum spp.|, Bacilfus [not B.
anthracis)| spp.. Propionibacterivim spp., coagulase-negative staphylococc [including S,
epidermidis], vindans group streptococci, Aerococcus spp., Micrococcus spp.) 18 culfured
from two or more blood cultures drawn on separate occasions.




The phrase “two or more blood cultures drawn on
Separate occasions” means:

1. That blood from at least two blood draws were
collected within two days of each other, and

2. That at least one bottle from each blood draw is
reported by the laboratory as having grown the
same common skin contaminant organism (i.e.,
IS a positive blood culture)

Note: If special pediatric blood culture bottles are used, only one
bottle may be inoculated per blood draw. Therefore, to meet this part
of the criterion, two would have to be culture-positive.




LCBI - Criterion #3

Criterion 3:  Patient < 1 year of age has at least one of the following signs or
symptoms: fever (=38°C, rectal), hypothermia {(<37°C, rectal), apnea, or bradycardia

and

signs and symptoms and positive laboratory results are not related to an infection at
another site

common skin contaminant (1.e., diphtherowds [Corvnebacterium spp.|, Bacillus [not B.
anthracis) spp.. Propionibacieritan spp., coagulase-negative staphylococci [including S,
epidermidis|, vindans group streptococcl, Aerococcus spp., Micrococcus spp.) 18 cultured
from two or more blood cultures drawn on separate occasions.

Note also — although Criterion #3 can only be used for infants
and neonates, Criteria 1 and #2 can also be used in this
population.




Determining “sameness”
of two organisms

If the common skin contaminant from one culture is
identified to both genus and species level (e.g., S.
epidermidis) and the companion culture identifies only the
genus with or without other attributes (in this example,
coagulase negative staphylococci), then it is assumed that
the organisms are the same.

The more specific organism should be reported in NHSN -
- in this example S. epidermidis, would be reported. See

other examples below:




Determining “sameness”
of two organisms

If common skin contaminant
organisms are speciated (e.g.,
both are B. cereus), but no
antibiograms are done, or they
are done for only one of the
Isolates, it is assumed that the
organisms are the same.




Determining “sameness”
of two organisms (cont.)

If the common skin contaminants from the cultures
have antibiograms that are different for two or more
antimicrobial agents, it is assumed that the
organisms are not the same.

Example:

S. epidermidis
5. epidermidis OX R [Different
EFAZ R | CEFAZ S

Corvnebacterium spp. | PENGR | PENG S Different
CIPROS |CIPROR

Strep vindans All drugs S | All drugs S except | Same
ERYTH (R)




Collecting Blood Culture
Specimens

|deally, blood specimens for culture should
be obtained from two to four blood draws
from separate venipuncture sites (e.g., right
and left antecubital veins), not through a
vascular catheter.

These blood draws should be performed simultaneously or
over a short period of time (i.e., within a few hours).

If your facility does not currently obtain specimens using
this technique, you may still report BSls using the NHSN
criteria, but you should work with appropriate personnel to
facilitate better specimen collection practices for blood

cultures.




Clinical Sepsis

» Alternate criteria for BSI in infants (<12
months old) and neonates (<30 days old)

s NOT used for adults or children

| Patient = 1 year of age has at least one of the following clinical
signs or symptoms with no other recognized cause: fever ((38°C,
rectal), hypothermia (=36°C, rectal), apnea, or bradycardia
and
blood culture not done or no organisms detected in blood

an

no apparent infection at another site

ani

physician instifutes treatment for sepsis.




Bloodstream Infection
Definitions Summary

Laboratory Confirmed Bloodstream Infection (LCBI) --

All patients
1. > 1 positive blood culture with recognized pathogen
2. Skin organisms: >2 blood cultures drawn on separate
occasions positive for the same organism + clinical
symptoms
3. Infant/neonate: >2 blood cultures drawn on separate
occasions positive for the same organism + clinical

Clinical Sepsis (CSEP) -- Infants and neonates only
Clinical symptoms + no positive blood culture +
antimicrobial therapy instituted.




Example of a Completed BSI Form

L]
J.I-nl:. Nalwors

*required for saving
Facility ID: 10000
*Patient ID: 000-002
Secondary ID:
Patient Name, Last:
*Gender: ® M
Ethnicity (specify):
*Event Type: BSI
Post-procedure BSI

MHSM Procedure Code:

*MDRO Infection: @ Na

Smith

— top section

Primary Bloodstream Infection (BSI)

Fage 1 of 3

**required for cormpletion

Evert #: 2488
';|=-r|1r|1'u

Social

First:  Jane
*Date of Birth:

Race (specify):

*Date of Event: 02f16/2008

Date of Procedure:

ICD-9-CM Procedure Code:

*Date Admitted to Facility: 02052008

*Location:

OhdB Mo,

Eip. Date:

Middle:

MSICU




Example of a Completed BSI Form

OmiB Mo, 0920-066 6

Primary Bloodstream Infection (BSl) Exp. Date: mox 200
Fage 1 of 3

*required for saving  **required for completion
Facility ID: 10000 Event #: 2488

*Patient ID: 000-002 Social Security #:

Secondary ID:

Patient Marme, Last:  Smith First:  Jane Middle:
*Gender: ® M *Date of Birth: 08/12/1955

Ethnicity (specify): Race (specify):

*Event Type: BSI *Date of Event: 02716/2008
Post-procedure BSI:  Yes Mo Date of Procedure:

Required patient demographic fields (highlighted in yellow):
Patient ID

eGender
eDate of Birth




Example of a Completed BSI Form

OhdB M. D9Z0-0FG

# NN Primary Bloodstream Infection (BSI) S Date: e 200

Fasonal Foaffor
Sale

Safsty Nelwors Fage 1 of 3

*required for saving  **required for cormpletion
Facility ID: 10000 Event #: 2488
*Patient ID: 000-002 Social Security #:

Secondary ID:

Patient Mame, Last:  Smith First:  Jane Middle:
*Gender: ® M *Date of Birth: 08/12/1956

Ethnicity (specify): Race (specify):

*Event Type: BSI *Date of Event: 02f16/2008

Post-procedure BSID  Yes Mo Date of Procedure:

MHSM Procedure Code: ICD-9-CM Procedure Code:

*MDRD Infection: *Date Admitted to Facility: 02052008  *Location: MSICU

Required Event fields (highlighted in yellow):
*Event Type

Date of Event

*MDRO Infection (Yes/No)

Date Admitted to Facility

e|_ocation




2 NHSN Primary Bloodstream Infection (BSI)

Fage 1 of 3

Salety Nelwork

*required for saving
Facility ID: 10000
*Patient ID: 000-002
Secondary ID:
Patient Mame, Last:

*Gender: ® .

Smith

Ethnicikby feoacify ]
*Event Type: BSI
Post-procedtre BsI: Yes

MHSM Procedure Code:

*MDRO Infection: @ Mo

Mo

**required for completion

Event &: 2488

Social Security #:

First:  Jane
*Date of Birth: 08/12/
Race (specify):
*Date of Event: 02f16/2008
Date of Procedure:
ICD-9-CM Procedure Code:
*Date Admitted to Facility: 02052008

*Event Type is BSI — this is already
completed on the form

mMiddle:

*Location:

MSICU




OhdB M. D9Z0-0FG

% N-ON Primary Bloodstream Infection (BSI) Exp. Date: e 20
e Page 1 of 3

*required for saving  **required for cormpletion
Facility ID: 10000 Event #: 2488
*Patient ID: 000-002 Social Security #:

Secondary ID:
Patient Mame, Last:  Smith First:  Jane Middle:
*Gender: ® M *Date of Birth: 08/12/1956

Ethnicity (specify): Race cife
*Event Type: BSI *Date of Event: 02f16/2008 D
Post-procedure BSID  Yes Mo Date of Procedrire.

MHSMN Procedure Code: ICD-9-CM Procedure Code:
*MDRD Infection: *Date Admitted to Facility: 02052008  *Location: MSICU

*Date of Event — the date when the first
clinical evidence of the BSI appeared or the
date the blood culture was collected,
whichever came first
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*required for saving  **required for cormpletion
Facility ID: 10000 Event #: 2488

*Patient ID: 000-002 Social Security #:

Secondary ID:

Patient Mame, Last:  Smith First:  Jane Middle:
*Gender: ® M *Date of Birth: 08/12/1956

Ethnicity (specify): Race (specify):

*Event Type: BSI *Date of Event: 02f16/2008

Post- r:urn:u:Edure BSI: Yes Mo Date of Procedure:

MHSE ICD-9-CM Procedure Code:

*MDRD Infection: @ Mo *Date Admitted to Facility: 02052008  *Location: MSICU

*MDRO Infection: Circle ""Yes" if this BSI is
identified as an infection that is associated
with a multi-drug resistant organism
(MDRO) (such as MRSA) according to the
NHSN MDRO & CDAD Module protocol
definitions. Otherwise, circle ""No"".
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Primary Bloodstream Infection (BSI)

*required for saving  **required for cormpletion

Facility ID: 10000

*Patient ID: 000-002
Secondary 1D

Patient Mame, Last:  Smith
*Gender: ® [

Ethnicity (specify):

*Event Type: BSI
Post-procedure BSI: Yes
MHSM Procedure Code:

*MDRO Infection: @ Mo

Event &: 2488

Social Security #:

First:  Jane
*Date of Birth: 08/12/19!
Race (specify):
*Date of Event: 02f16/2008
Date of Procedure:

*Date Admithed to Facility: 020572008

OhAB Ho. 0920-066 6

Eip. Date: xi-xx

mMiddle:

*Location: MSICU

*Date Admitted to Facility: the date the
patient was admitted to this facility
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% N-ON Primary Bloodstream Infection (BSI) Exp. Date: e 20
e Page 1 of 3

*required for saving  **required for cormpletion
Facility ID: 10000 Event #: 2488
*Patient ID: 000-002 Social Security #:

Secondary ID:

Patient Mame, Last:  Smith First:  Jane Middle:
*Gender: ® M *Date of Birth: 08/12/1956
Ethnicity (specify): Race (specify):

*Event Type: BSI *Date of Event: 02f16/2008
Post-procedure BSID  Yes Mo Date of Procedure:

MHSM Procedure Code: ICD-9-CM Procedure Code:
*MDRD Infection: *Date Admithed to Facility: 02052008 (*Location: MSICU

L_ocation: the patient care area to which this
patient was assigned at the time the BSI was
Identified




Risk Factors — ICU/Other Locations

NHSH Procedure Code: [CD-9-CM Code:
*Location: *Date Admithed to Fau:il{

*If ICL/Cther locations, Central line: Mo

*If Specialty Care Area,
Permanent central line:
Temporary central line: Yes

* Tf MITIL

For an ICU patient, in the Risk Factors
section, circle ""Yes" if the patient had one
or more central lines.

<[ If the patient is on a patient care area that

Is not an ICU, SCA or NICU, circle ""Yes" if
the patient had one or more central lines.




‘Risk Factors -
Specialty Care Area (SCA)

NMHSMN Procedure Code:

[CO-9-CM Code:
*Location:

*Date Admitted to Facility:

It Specialty Care Area,
Permanent central line:
Temporary central line:

[Z:Eeﬂtﬂﬁl line: Yes "0
Urnbilical catheter: Yes "0

Birth weight (grams);

For SCA, note that a response is required for both

“Permanent central line” and for “Temporary central
line”




Risk Factors -- NICU

MHSH Procedure Code: [CD-9-CM Code:
* | ocation: *Date Admitted to Facility: J

*If ICL/Cther locations, Central line: Yes
*If Specialty Care Area,

Permanent central line:

Temporary central line:
*IF MICU,

Central line:

Urmbilical catheter:

Birth weight {grams):

In the NICU, the birthweight and the line type
are required




Example BSI Form (bottom section)

*Specific Event: (check Laboratory-confirmed or Clinical sepsis)
|Z| Laboratory-confirmed: No infection at another site + (check one pathway below)

[dRecognized pathogens: = 1 blood culture positive
[l Other organisms: = 2 blood cultures from separate sites positive w/same organism + clinical sx

|:| Clinical sepsis: = 1 clinical symptom + blood culture not done or negative + no infection at another site
=L :-I'\.+;l'\n'\|;i-l'ﬁ|'h-:|| _I-iﬂl'ﬁn\l

~pief Specific Event: select the criterion (definition) that was
P used to identify the bloodstream infection. In the

example above, LCBI, Criterion #1 was used.

Label Label
i ! / !

— Note: the last criterion under LCBI is no longer used and
cannot be selected.




Example BSI Form (bottom section)

*Specific Event: (check Laboratory-confirmed or Clinical sepsis)
|Z| Laboratory-confirmed: No infection at another site + (check one pathway below)
[dRecognized pathogens: = 1 blood culture positive

[l Other organisms: = 2 blood cultures from separate sites positive w/same organism + clinical sx

|:| Clinical sepsis: = 1 clinical symptom + blood culture not done or negative + no infection at another site
+ antimicrobial therapy

**Died:  Yes BSI Contributed to Death: as No
Discharge Date: 07/23/2006 “Pathogens Identified: @ Mo

*If Yes, specify on page 2  ———————

Died: If the patient died before discharge, circle “Yes”,
__| otherwise, “No”. -

BSI Contributed to Death: If “Died” is Yes, then indicate |_
—1 here whether or not the BSI caused the patient death or —
__| exacerbated an existing disease which then lead to death [ __




Example BSI Form (bottom section)

*Specific Event: (check Laboratory-confirmed or Clinical sepsis)
|Z| Laboratory-confirmed: No infection at another site + (check one pathway below)
[dRecognized pathogens: = 1 blood culture positive

[l Other organisms: = 2 blood cultures from separate sites positive w/same organism + clinical sx

|:| Clinical sepsis: = 1 clinical symptom + blood culture not done or negative + no infection at another site
+ antimicrobial therapy

Diszlhe:r.ge E:lfah’;: 3/2006 Egalt:;';:zulfecn:ﬁ:j :ath ‘Jzﬂ

*If Yes, specify on page 2  ————
. Circle "Yes" if a Pathogen was identified, otherwise, circle
1 "No". e
—1 Specific information about the pathogen are entered onthe —
__| back of the form. .




Pathogen Data

= List up to 3 pathogens for each CLABSI
identified (in rank order of importance)

s For each pathogen, complete information
about antimicrobial susceptibilities

= Only certain bug/drug combinations are
required but up to 20 drugs can be listed with
susceptibilities



Example of Completed BSI

Form (back

" = OME M. DB20-D666
# NHSN  Primary Bloodstream Infection (BSI) Form = ome oo

Benbriial Haal L

Saraty Nulwl:l.l= F'E-IQE 2 Cl_r_' 2

Pathogen #

Coagulase-negative VANC

staphylococc SIRN

Enterococcus AMP DAPTO LMNZ PENG VAMNC

faecalis STRN SIRERN SIEN SIEN SIEMN

Enterococcus AMP DAPTO LNZ PENG QUIDAL VANC

faecium SIREM SIRN SIRMN SIEN SIRN SIRN

Staphylococcus CLIND DAPTO ERYTH GENT LNZ OX QUIDAL RIF TME VANC

aureus SIRN SIRN SIRERN SIRNSIRERN SIEN SIRN SIRN SIRNSIRN
Pathogen #

Acinetobacter spp. AMK AMPSUL CEFEP CEFTAZ CIPRO IMI LEVO MERO PIPTAZ
- \speciys SIRNSIEN SIRMNMSIEMN SIRM SIRMNSIEN SIREMN SIRN

1 Escherichia coli AMEK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVDO MERO

i @RN@IRN@R‘J@RN {rn sTHEIRN s{RN ST

Enterobacter spp. AMK  CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI  LEVO MERO
LR SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN

Kiebsiella oxytoca AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO



CLABSI Denominator Data for ICU
and Patient Care Areas that are not
SCA or NICU

s Use Denominators for ICU/Other Locations form
= At the same time each day, count
— # patients (i.e., patient days)

— # patients with one or more central lines (i.e.,
central line-days)

= Enter the totals within 30 days of the end of the
month



Example of Completed Denominators

for ICU/Other Locations Form

# N-HON Denominators for Intensive Care Unit (ICU)/ Eep. Date: 02.26.2008
S Other locations (not NICU or SCA) * required for saving
*Facility ID# 10000 *Month: Feb *Year: 2005 *Location Code: MSICU

Date *Number of **Number of patients | **Number of patients | **Number of patients
patients with 1 or more with a on a
central lines urinary catheter ventilator
1 6 6
2 8 6
3 6 4
4 7 7
5] 6 6
G 8 6
7
8
9
10
11 .z Lz
31 /7 /7
*Totals 151 138
Patiant-rave Canfralline daves 1 Irinary catheter-dave YVantilator-dawe




CLABSI Denominator Data for
Specialty Care Areas (SCA)

s Use Denominators for Specialty Care Areas
(SCA) form

= At the same time each day, count
— # patients (i.e., patient days)
— # patients with one or more central lines (i.e.,
central line-days) separated into
* Temporary central lines and
* Permanent central lines*
= Enter the totals within 30 days of the end of the
month

* If a patient has both a temporary and a permanent line,
count as a patient with only a temporary line




*

Example of Completed

Denominators for SCA Form

NHSN Denominators for Specialty Care Area (SCA)

Baiomal Heahcan
Salfely Matwork

COMB MNo. 0820-0666
Exp. Date: 02-29-2008

* required for saving

*Facility ID# :10000

*Month: Jan *Year: 2006 *Location Code:

LTAC

**Number of

Date *Number **Number of patients **Number of patients
of patients with 1 or more with a patients
central lines urinary catheter on a

(if patient has both, count as Temporary) ventﬁtnr
Temporary Permanent

1

2 4 1 3

3 6 4 1

4 { 1 4

5 4 2 0)

G 4 4 4

7 6 4 2

26

27

28

29

30

31

*Totals 141 84 14




CLABSI Denominator Data for NICU

s Use Denominators for NICU form

= At the same time each day, count for each
birthweight category:
— # patients (i.e., patient days)

— # patients with one or more central lines (i.e.,
central line-days) separated into central lines and
umbilical catheters®

= Enter the totals within 30 days of the end of the
month

*If an infant has both an umbilical catheter and a
central count as a patient with only an umbilical line




NICU Birthwelight
Categories

< 750 grams
/51-1000 grams
1001-1500 grams
1501-2500 grams
>2500 grams



Example of Completed

Denominators for NICU Form

OMB Mo. 0920-0666

# NHSN Denominators for Neonatal Intensive Care Unit 0w 0220200

Bl Hecahosne

e '(NICU) * required for saving
*Facility ID# : 10000 *Month: Jan *Year: 2006 *Location Code: NjCUW
Birth WEight Categories
Date <750 gm 751-1000 gm 1001-1500gm | 1501-2500 gm >2500 gm
*Pts f*u/d**CLF*vNT] *Pts [**u/c* *CLI**WNT] *Pts [**u/dq ™ *CL]* *vNT] *Pts [**u/g**CL* *wNT| *Pts |**u/c]** CL* *VNT
1 414 [ O 4 1 01 4 4 1 414 411 |2 611 [ 4
2 612 |3 6 1lols 61l 616 411 |2 61
3 /16 [0 7 |1 [4 71717 111 |0 410 |4
4 414 10 4 1014 41112 4 |1 2 4 [0 |4
5 412 |1 A4 |4 |a 4144 414 |4 51 |4
G 613 [3 5 3 1 1 1|0 6 |1 |4 4 10 |4
7 5|2 |3 3 10| 3 11110 5[50 410 |4
8 421 01 4 OO0 0 111]0 5|5 |0 410 |4
27
28
29
30
31
*Total [116(62 44 100 (44 | 31 88 16316 101 68/[ 24 116 7 100
Pts=number of infants  W/C=number of infants with umbilical catheter CL=number of infants with 1 or more central lines
VNT=number of infants on a ventilator __*If infant has both a U/C and CL_count as U/C infant only for the day

FE ~emAdrFieanallse ramarinrad scenaedima Fa FRae o ssrmsmde incdieastrad e Dl



Required Fields for Summary
(Denominator) Data

» Based on the Monthly Surveillance Plan
 Remember, only the totals are entered
into the NHSN application

View Monthly Reporting Plan

mMandatory fields marked with *

Facility ID*: DHQP Memaorial Haspital (100007
Month™®: January

Year®: 2006

Device-Associated Module

Locations CLA BSI DI WaAP CAUTI
BUREM - BURM LIMNIT =

3 MS - MEDSURG IC X

DIaL - DIAL

MICUZ - LEVEL 2 MNICLU X

2 EAST - HEMAOMC b4




Required denominators will appear
with an asterisk () only If included In
the Surveillance Plan

Neonatal Intensive Care Unit

Mandatory fields marked with *

Facility ID#*: 10000 (DHQP Memorial Hospital)
Location Code*: [NICU3 - LEVEL 3 NICU x|

Month*: IJanuary j

Yeart: IEIIIIIIE 'l

Birth Wt.

<=7E0

¥51-1000

1001-1500

1E501-Z500

=2500




Analysis:
CLABSI Rate

CLABSI # CLABSIs identified X 1000

Rate* —  #central line days

* Stratify by:
— Type of ICU/Other Location

— SCA

« Catheter type (temporary or permanent)
— NICU

 Birthweight category

« Catheter type (umbilical or central)



~ Analysis:
Device Utilization (DU)

Ratlo
CL DU _ # Central Line Days
Ratio # Patient Days

DU Ratio measures the proportion of total
patient-days in which central lines were
used.



Example of Output - CLABSI

National Healthcare Safety Network

Rafte Table for Ceniral Line-Associated B5T Data for ICU-Other

Az oft February 6 2006 a2 11:22 AM
Diate Range: CLAR RATESICU gommar¥ M 20050411 20 20660401

Crg ID=10000

NMHSN
NMHSN Line
CLA Cenwral CLA CLAB CL DU
BSl Line BS| Pooled Patient Util Pooled
Location Count Days Rate Mean p_value Days Ratio Mean

3 M5 4 1,126 36 40 058327905 1683 067 057

SICL 2 1,165 1.7 4k 00972321 1749 0B Ob1
STROKE I 1,172 0.0 . o 1.7/B1 OBY




References

References are located on the NHSN Website:

http://www.cdc.gov/ncidod/dhgp/nhsn.html

= NHSN Patient Safety Component Protocol
— Tables of instruction for completing all forms
— Key Terms
— CDC Location Codes
— Operative Procedure Codes

s NHSN Data Collection Forms
s NHSN Enrollment Documents


http://www.cdc.gov/ncidod/dhqp/nhsn.html

M __Nat|onal Healthcare
Safety Network

Protocols and Definitions

Device-associated Module

Ventilator-associated Pneumonia
(VAP)

Andrus, BA, RN, CIC

Division ofr¥lealthcare Quality Promotion
SAFER*HEALTHIER+ PEOPLE"




Target Audience

= This training session Is designed for those who
will collect and analyze Ventilator-associated
Pneumonias in the Patient Safety Component of
NHSN. This may include:

— NHSN Facility Administrator

— Patient Safety Primary Contact

— Infection Control Professional (ICP)
— Epidemiologist

— Microbiologist

— Respiratory Therapy Staff

— Data entry staff




Objectives

= Outline the structure, methodology and
purpose of the Device-associated
Module of NHSN

= Describe the protocols and definitions
used in the VAP option within the
Device-associated Module

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html



http://www.cdc.gov/ncidod/dhqp/nhsn_members.html

Survelllance for DA
HAI

= Active (vs. passive)

— Trained ICPs look for and identify infections

— Accumulate information from multiple data
sources

= Patient-based (vs. laboratory-based)

— Not based solely on laboratory data

— |dentification of risk factors, patient care
procedures

m Prospective (vs. retrospective)

— Monitor patients during their hospitalization
when possible




O )

Central Line-
associated
BSI

CLABSI

-

Device
Associated
Module

DA

O )

Ventilator-
associated
Pneumonia

VAP

-

O )

Catheter-
associated
UTI

CAUTI

-

Patient
Safety

Component

O )

Dialysis
Incident

DI

-

Procedure
Associated
Module

Post-
procedure
Pneumonia

Surgical Site
Infection

4 )

Medication
Associated
[\ [oYe [T] 5]

Antibiotic
Use And
Resistance

AUR

-/




\_

DA Module

-~

Ventilator-associated
Pneumonia




VAP

s Second most common HAI in the U.S.
= Patients with ventilators at high risk

s CDC/HICPAC Guideline for Prevention of
Nosocomial Pneumonia

— Recommends survelllance for bacterial

pneumonia for trends and for interhospital
comparison

http://www.cdc.gov/ncidod/dhgp/gl_hcpneumonia.ntml



http://www.cdc.gov/ncidod/dhqp/gl_hcpneumonia.html

Use CDC Definitions
for the following:

= VAP
s Ventilator
| PNu

L PNu
L PNu




Definition:
VAP

= Pneumonia (PNEU) that occurs in a patient
who was intubated and ventilated at the
time of or within 48 hours before the onset
of the pneumonia.

= If the PNEU develops in a patient within 48
hours of discharge from a location, indicate
the discharging location on the infection
report, not the current location of the
patient




Definition: Ventilator

= A device to assist or control respiration
continuously, inclusive of the weaning period,
through a tracheostomy or by endotracheal
Intubation.

— NOTE: Lung expansion devices such as
Intermittent positive-pressure breathing (IPPB);
nasal positive end-expiratory pressure (PEEP);
and continuous nasal positive airway pressure
(CPAP, hypoCPAP) are not considered ventilators
unless delivered via tracheostomy or endotracheal
Intubation (e.qg., ET-CPAP)




Pneumonia Criteria

= Indicate the specific type of VAP*
PNU1 — Clinically Defined Pneumonia

PNU2 — Pneumonia with Common Bacterial
Pathogens

PNU3 - Pneumonia in Immunocompromised
Patients

* See NHSN Manual: Patient Safety Component Protocol




PNU1 - Clinically Defined

= X-Ray findings

Patient with underlying diseases
has 2 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.

Patient without underlying diseases
has 1 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.




PNU1 - Clinically defined

= Signs and Symptoms

At least one of the following:
*Fever (> 38° C/100.4° F) with no
other cause

Leukopenia (< 4,000 WBC/mm?)
or leukocytosis (> 12,000
WBC/mm?3)

*Altered mental status with no
other cause, in > 70 y.o.

and
 —

At least two of the following:

*New onset of purulent sputum, or
change in character of sputum, or T
respiratory secretions, or T suctioning
requirements

*New onset or worsening cough, or
dyspnea, or tachypnea

*Rales or bronchial breath sounds
*\Worsening gas exchange (e.g., O2
desats [e.g., PaO,/FiO, < 240], T 02
req, or T ventilation demand)




PNU2 - Specific laboratory
Indings

= X-Ray findings

Patient with underlying diseases
has 2 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.

Patient without underlying diseases
has 1 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.




PNU2 - Specific laboratory
Indings

Signs and symptoms

At least one of the following:
*Fever (> 38° C/100.4° F) with no
other cause

Leukopenia (< 4,000 WBC/mm?3)
or leukocytosis (> 12,000
WBC/mm?3)

*Altered mental status with no
other cause, in > 70 y.o.




PNU2 - Specific laboratory findings

At least two of the following:
*New onset of purulent sputum,
or change in character of
sputum, or T respiratory
secretions, or T suctioning
requirements

*New onset or worsening
cough, or dyspnea, or
tachypnea

*Rales or bronchial breath
sounds

*Worsening gas exchange
(e.g., O2 desats [e.g.,
PaO,/FiO, < 240], T O2 req, or
T ventilation demand)

At least one of the following:
New onset of purulent
sputum, or change in
character of sputum, or T
respiratory secretions, or T
suctioning requirements
*New onset or worsening
cough, or dyspnea, or
tachypnea

*Rales or bronchial breath
sounds

*Worsening gas exchange
(e.g., O2 desats [e.g.,
Pa0,/Fi0, < 240], T 02 req,
or T ventilation demand)




At least one of the following: Positive
blood culture not related to another
infection
»Positive pleural fluid culture
=Positive quantitative culture from
minimally contaminated LRT
specimen (e.g., BAL or protected
specimen brushing)
»> 5% BAL-obtained cells contain
intracellular bacteria on direct
microscopic exam
»Histopathologic exam shows one of
the following:
*Abscess formation or foci of
consolidation with intense PMN
accumulation in bronchioles and
alveoli
* Positive quantitative culture of
lung parenchyma
*Evidence of lung parenchyma
invasion by fungal hyphae or

pseudohyphae
S~ PNUZ 7

At least one of the following:
»Positive culture of virus or
Chlamydia from respiratory
secretions

»Positive detection of viral antigen or
antibody from respiratory secretions
(e.qg., EIA, FAMA, shell vial assay,
PCR)

»4-fold rise in paired sera (IgG) for
pathogen (e.g., Influenza viruses,
Chlamydia)

»Positive PCR for Chlamydia or
Mycoplasma

»Positive micro-IF test for Chlamydia
»Positive culture or micro-IF of
Legionella spp from respiratory
secretions or tissue

»Detection of Legionella pneumophila
serogroup 1 antigens in urine by RIA
or EIA

»4-fold rise in L. pneumophila
antibody titer to > 1:128 in paired
acute and convalescent sera by
indirect IFA




PNU3 - Immunocompromised patient

= X-Ray findings

Patient with underlying diseases
has 2 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.

Patient without underlying diseases
has 1 or more serial X-rays with one
of the following:

New or progressive and
persistent infiltrate

Consolidation

Cavitation

Pneumatoceles, in <1 y.o.

and




PNU3 - Immunocompromised
patient

= Signs and symptoms

At least one of the following in an
immunocompromised patient:

© Fever (> 38° C/100.4° F) with no other cause
© Altered mental status with no other cause, in
>70y.0.

© New onset of purulent sputum, or change in
character of sputum, or respiratory secretions,
or T suctioning requirements

© New onset or worsening cough, or dyspnea,
or tachypnea

© Rales or bronchial breath sounds

©® Worsening gas exchange (e.g., O2 desats
[e.g., PaO,/FiO, < 240], T O2req, or T
ventilation demand)

© Hemoptysis

© Pleuritic chest pain




PNU3 - Immunocompromised
patient

= Laboratory findings

At least one of following:
©® Matching positive blood and sputum
cultures with Candida spp
UEvidence of fungi or Pneumocystis carinii
from minimally contaminated LRT specimen o
: : Any of the laboratory criteria
(e.g., BAL or protected specimen brushing)
o from PNU2

from one of the following:

Positive culture of fungi

*Direct microscopic exam




Acceptable Specimens for PNU2 and
PNU3

= Quantitative culture from minimally
contaminated LRT specimen

— Obtained with or without bronchoscope
e Bronchoalveolar lavage (BAL)

* Protected specimen brushing
= Lung parenchyma
— Open lung biopsy specimens
— Immediate post-mortem specimens

obtained by transthoracic or transbronchial
biopsy




Example of Completed PNEU form

NHSN Pneumonia

ERTay Maherh Page 1of 2

(PNE

E

reguired for saving ™ “reguired for completion

| *Facility ID#: 100000

U) Form

*Event #: 141

OMB Mo, 0920-0684
Exp. Date: 02-22-2008

*Patient ID#: 22655
Secondary ID#:

Social Secunity #:

Patient Name, Last: Jones First: Middle: John
*Gender: F (M *Date of Birth: 02/26/1955
*Event Type: PNET “Date of Event: 01/04/2006
*Post-procedure PNEU:  Yes Date of Procedure: 01/12/2006
NHSN Procedurs Code: ICD-9-CM Procedure Code:
*Location: CCuU *Date Admitted to Facility:
*Ventilator: No
*For NICU only: Birth weight: grams
*Specific Event:

|X|Clinicatl*,r defined pneumonia (PNU1)

Pneumonia with specific laboratory findings (PNU2)

I:aneumDnia in immunocompromised patients (PNU3)
*Secondary Bloodstream Infection: Yes
**Died: Yes PNEU Contributed to Death: Yes No

Discharge Date: *Pathogens Identified:

01/21/2006




Pathogen Data

= List up to 3 pathogens for each PNEU
identified (in rank order of importance)

= For each pathogen, complete information
about antimicrobial susceptibilities

= Only certain bug/drug combinations are
required but up to 20 drugs can be listed with

susceptibilities




VAP Denominator
Data

= At the same time each
day, count
— # patients (i.e., patient
WEVS))
— # patients on
ventilators




‘ b o il
b

Denominators for Intensive Care Unit (ICT)

Other locations (mot NICTT or SCA)

Facility 1D #

OMB No. 0920-0666
Exp. Date: 02-29-2008

Location Code: Idonth: Year

Drate Mumher Mumber of patients Mumber of Mumhber of
of patients with 1 or more patients with a patients on a

central lines urinary catheter ventilator

I . y..

2 N /

3 N

4 N\ /

5 N\ /

6 N /

7 N\ /

3 ~N_

9 4

1‘3 Record the number of patients

12 and the number of patients on a

v ventilator each day

15

16

17

14

19

20

41




VAP Denominator
Data for NICU

= At the same time each
day, for each birthweight
category, count
— # patients on ventilators
— # patients (i.e., patient
days)
s Enter the totals within 30

days of the end of the
month




Analysis: VAP Rate

#VAPs identified*
# ventilator days*

* Stratify by:
— Type Location
— NICU
* Birthweight category




. Analysis:
Device Utilization (DU)
Ratio

Ventilator _ # Ventilator Days
DU Ratio # Patient Days

DU Ratio measures the proportion of
total patient-days in which ventilators
were used




Example of VAP Analysis

VA

NHSN
VA VAP

Incidence Incidence
Pneu Ventilator PneuPooled Density Density Patient Util Pooled Proportion Proportion

Vent

MNHSN
Vent
DU

ocation\Coahit™\ Da Rate Mean p-value Percentile Days Ragie"Wiean p-value Percentile
250UTH a . . . . . .
3 M5 4 5.1 0.2574 o3 0.37 0.0000 32
BICL 1 12.0 0. 2996 0.31 0.000o

BLIRM 2 12.0 05715 0.3 0.0000

RICL a 44 0.3R71 . 0.71 04423 .
=ICLU 3 9.3 0.5175 b2 0.44 0.0000 11
N TROKE 0 : . .

\_/ v p— N —




Questions ?

SAFER*HEALTHIER+* PEOPLE"
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Infections
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Target Audience

= This training session is designed for those who
will collect and analyze Catheter-associated
UTIls Patient Safety Component of NHSN. This
may Include:

— NHSN Facility Administrator

— Patient Safety Primary Contact

— Infection Control Professional (ICP)
— Epidemiologist

— Microbiologist

— Data entry staff




Objectives

= Outline the structure, methodology and
purpose of the Device-associated
Module of NHSN

= Describe the protocols and definitions
used in the CAUTI option within the
Device-associated Module

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html



http://www.cdc.gov/ncidod/dhqp/nhsn_members.html

Survelllance for DA
HAI

= Active (vs. passive)

— Trained ICPs look for and identify infections

— Accumulate information from multiple data
sources

= Patient-based (vs. laboratory-based)

— Not based solely on laboratory data

— |dentification of risk factors, patient care
procedures

m Prospective (vs. retrospective)

— Monitor patients during their hospitalization
when possible




O )

Central Line-
associated
BSI

CLABSI

-

Device
Associated
Module

DA

O )

Ventilator-
associated
Pneumonia

VAP

-

O )

Catheter-
associated
UTI

CAUTI

-

Patient
Safety

Component

O )

Dialysis
Incident

DI

-

Procedure
Associated
Module

Post-
procedure
Pneumonia

Surgical Site
Infection

4 )

Medication
Associated
[\ [oYe [T] 5]

Antibiotic
Use And
Resistance

AUR

-/




\_

DA Module

-~

\_

Catheter-Associated
Urinary Tract Infection

CAUTI




CAUTI

m Most common site of HAI — more than 40%
of all reported infections

= Almost all are caused by instrumentation

= Complications from CAUTI
Discomfort

Prolonged hospital stay
ncreased cost

s CDC/HICPAC Guideline for Prevention of
Catheter-associated Urinary Tract Infection

http://www.cdc.gov/ncidod/dhqp/gl _catheter assoc.html



http://www.cdc.gov/ncidod/dhqp/gl_catheter_assoc.html

Use CDC Definitions
for the following:

s CAUTI
= Indwelling catheter
s SUTI

s ASB — Criterion 1




Definition: CAUTI

= UTI that occurs in a patient who
an indwelling urethral urinary cat
in place within the 7-day period
the onset of the UTI.

nad
heter

hefore

If the UTI develops in a patient within
48 hours of discharge from a location,
indicate the discharging location on the

infection report, not the current
location of the patient




Definition;
Indwelling Catheter

= A drainage tube that is
ST Inserted into the urinary
I | - bladder through the
urethra, is left in place,
and is connected to a
closed collection system
— Also called a Foley
o\ catheter
— Does not include straight
In and out catheters or

urinary catheters that are
not placed in the urethra.




CAUTI Infection Data

s CAUTI specific events* can be:
— SUTI (Symptomatic UTI)

— ASB (Asymptomatic Bacteriuria)
e Criterion #1 only

*NOTE: ASB Criterion #2 and Other UTI (OUTI) are types of UTI-specific event,
but they are not associated with a urinary catheter and are not used when
collecting data for CAUTI events.




Symptomatic UTI (SUTI) - Any
patient

Patient has at least
one of the following
signs or symptoms
with no other
recognized cause:
Fever (>38°C),
urgency, frequency,
dysuria, or
suprapubic
tenderness

And

Patient has a positive
urine culture, that is
>10° microorganisms
per cc of urine with
no more than two
species of
microorganisms.

Patient has at least two of the following signs or

symptoms with no other recognized cause:
Fever (>38°C), urgency, frequency, dysuria, or
suprapubic tenderness

And
At least one of the following:

a.

b.

Positive dipstick for leukocyte esterase and/or
nitrate

Pyuria (urine specimen with 210 wbc/mm?3 or =3
wbc/high power field of unspun urine
Organisms seen on Gram stain of unspun urine
At least two urine cultures with repeated
isolation of the same uropathogen with 2102
colonies/ml in nonvoided specimens

>10° colonies/ml of a single uropathogen in a
patient being treated with an effective
antimicrobial agent for a UTI

Physician diagnosis of a UTI

Physician institutes appropriate therapy for a
UTI




S[metomatic UTI (SUTI)
atient <1 year of age

Patient < 1 year of age has at least one
of the following signs or symptoms
with no other recognized cause: fever
(>38°C rectal), hypothermia (<37°C
rectal), apnea, bradycardia, dysuria,
lethargy, or vomiting

and

A\ 4

Patient has a positive
urine culture, that is, > 10°
microorganisms per cc of
urine with no more than
two species of
microorganisms.

At least one of the following:

» positive dipstick for leukocyte
esterase and/or nitrate

e pyuria (urine specimen with > 10
wbc/mms3 or > 3 wbc/high power field of
unspun urine)

e organisms seen on Gram stain of
unspun urine

at least two urine cultures with repeated
isolation of the same uropathogen with
> 102 colonies/ml in nonvoided
specimens

» < 10° colonies/ml of a single
uropathogen in a patient being treated
with an effective antimicrobial agent for
a urinary tract infection

* physician diagnosis of UTI

» physician institutes appropriate
therapy for UTI.




Asymptomatic Bacteriuria (ASB)
Any Patient

Patient has had an indwelling urinary

catheter within 7 days before the culture
and

patient has a positive urine culture, that is, >

10° microorganisms per cc of urine with no

more than two species of microorganisms
and

patient has no fever (>38°C), urgency,

frequency, dysuria, or suprapubic

tenderness




Example of Completed UTI Form

NHSN  Urinary Tract Infection (UTI) Form

'!lflﬂﬂ Hasihoame

alEly Malwork F'Elge I Gf 2

OMB Mo. 0820-0684
Exp. Date: 02-22-2008

* required for saving = required for completion
*Facility ID: 000000 *Event #: 223

mmnt IE}#: 630010 Social Secunty #:
Secondary ID#:
Patient Name=~Last: Smith First: Jane Middle:
*Gender: 2 F s M *Date of Birth: 04/13/2000
*Event Typeﬁ}TI *Date of Event: 01/17/2006

*Post-procedure UTI:  Yes Date of Procedure:

MHSN Procedure Code: ICD-9-CM Code:
*Location: *Date Admitted to Facility:

*Urinary Catheter: No

*Specific Event:
Dhs‘fmptﬂmatic bacteriuria (ASB)
[X] symptomatic UTI (SUTI)
[ ]other UTI (OUTI)

*Secondary Bloodstream Infection: Yes

**Died:  Yes Mo UTI Contributed to Death: 25 No
Discharge Date: 01/21/2006 *Pathogens Identified: No
*If Yes, specify on page 2 —=——




CAUTI Denominator Data

= For ICU, SCA and Regular Ward
locations

— # patients on the unit, collected at
the same time each day

— # patients on the unit with an
iIndwelling urinary catheter,
collected at the same time each
day

= Not monitored in NICU locations




x N'B\l Denominators for Intensive Care Unit (ICU)/ OMB No. 0920-0666

y eteent Other locations (not NICU or SCA) Exp. Date: 02-26-2009
Facility 1D #
Location Code: Idonth: Year
Drate Mumher Mumber of patients Mumber of Mumhber of
of patients with 1 or more patients with a patients on a
central lines urinary catheter ventilator
I .
2 N\ $
3 N
4 \
5 \
i \
7 \
3 N
9 A
m Record the number of patients
12 and the number of patients with
v an indwelling catheter each day
15
16
17
14
19
20
41




Analysis: CAUTI Rate

CAUTI #CAUTISs identified* X 1000

Rate — # jndwelling urinary
catheter days*

* Stratify by:
— Type Location




. Analysis:
Device Utilization (DU)
Ratio

Urinary _# Indwelling catheter days

Catheter # Patient Days
DU Ratio

DU Ratio measures the proportion of
total patient-days in which indwelling
urinary catheters were used




Example of Output - CAUTI

Nutional- Healthcare-Safety-Network

Rute-Table-for-Cuatheter-Associated - UTT Data-for- ICU-Other/ 5CAC

Az-af: - Noverber 14, - 200Gar 1128 Ald0
Late-Kange: CAUV_KATESICU SCA-gorprary Ll Celalt-go o 000 1400 0

1
* Org ID=100004]
"1
NHSN
NHSN- Cath
CA- | Urinary- CA- CAU- Incidence|lncidence- Cath- DU-
UTI- |Catheter UTI- F'uuled Density« Density« Patient d Proportion Proportion
ocatign t H . p-valuer Percentilel DaysaRatio; Meany p-valuen Percentilex
SICLUy E E3d=) | 1.9) 4.4= ) 0.3164= 18 1677+ 032+ 082« ) 0.0000= 5

]




Questions?

SAFER*HEALTHIER+* PEOPLE"




OMB No. 0920-0666

% NN Patient Safety Monthly Reporting Plan  evoae sz

* required for saving

Facility ID: *Month/Year: /

[0 No NHSN Patient Safety Modules Followed this Month

Device-Associated Module

Locations CLA BSI VAP CAUTI CLIP

OO0O0O0OO0OO0o0oooad
1 o o o o o Y
OO0O0OO0OOo0oooaa
OO0O0OoOoooooao
OO0O0OooOoooooao

Procedure-Associated Module

Procedures Ssli Post-procedure PNEU
(Circle one setting) (Circle)
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In
In Out Both In

Medication-Associated Module: Antimicrobial Use and Resistance

Locations Microbiology Pharmacy

O O
O O

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in
strict confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304,
306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 35 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of
information unless it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to CDC, Project Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.106(Front) Rev. 1




OMB No. 0920-0666

% NN Patient Safety Monthly Reporting Plan  eeoae 320

Safety Network

MDRO and CDAD Module

Locations Setting Specific sLablD
(Circle one)  Organism Event
Type
ALL In Out Both O
ALL In Out Both O
ALL In Out Both O
ALL In Out Both
O
Process and Outcome Measures
Locations Specific Infection SAST SAST Inci- Preva- Lab ID HH GG
Organism  Surveillance Timing Eligible  dence lence Event
Type
O Adm Al O O O O O
Both NHx
O Adm Al O O O O O
Both NHx
O Adm Al O O O O 04
Both NHx
[l Adm All O O O [l | O
Both NHx
O Adm All O O O O O
Both NHx

High Risk Inpatient Influenza Vaccination Module

Check one:
Method A O
Method B a

8For AST, circle one to indicate timing of testing and one to indicate type of patients tested.
Timing: Adm = Admission Both = Both Admission and Discharge/Transfer

Patients: All = All patients tested NHx = Only patients tested are those who have no documentation at the
admitting facility in the previous 12 months of MDRO-colonization or infection at the time of admission.

*LabID Event — Laboratory-identified Event

CDC57.106 (Back) Rev. 1




OMB No. 0920-0666

% N-ON Primary Bloodstream Infection (BSI) Exp. Date: 03312011

Safety Network Page 1 Of 3

*required for saving  **required for completion

Facility ID: Event #:

*Patient ID: Social Security #:

Secondary ID:

Patient Name, Last: First: Middle:
*Gender: F M *Date of Birth:

Ethnicity (specify): Race (specify):

*Event Type: BSI *Date of Event:

Post-procedure BSI:  Yes No Date of Procedure:

NHSN Procedure Code: ICD-9-CM Procedure Code:

*MDRO Infection Surveillance: [ Yes, this event’s pathogen & location are in-plan for the MDRO/CDAD Module

[J No, this event’s pathogen & location are not in-plan for the MDRO/CDAD Module
*Date Admitted to Facility: *Location:

*If ICU/Other locations, Central line: Yes No

*If Specialty Care Area, Location of Device Insertion:
Permanent central line: Yes No
Temporary central line: Yes No Date of Device Insertion: / /
*If NICU,

Non-umbilical Central line: Yes No
Umbilical catheter: Yes No
Birth weight (grams):

*Specific Event:
[0 Laboratory-confirmed 1 Clinical sepsis

*Specify Criteria Used:

Signs & Symptoms (check all that apply) Laboratory (check one)
Any patient <1 year old
[0 Recognized pathogen from one or more blood
O Fever O Fever cultures
O Chills O Hypothermia O Common skin contaminant from =2 blood
. cultures
O Hypotension O Apnea

O Blood culture not done or no organisms

[0 Bradycardia detected in blood

Clinical Diagnosis (CSEP only)

O Physician institutes appropriate antimicrobial

therapy
**Died: Yes No BSI Contributed to Death: Yes No
Discharge Date: *Pathogens Identified: Yes No *If Yes, specify on page 2

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of
the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 30 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless
it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to CDC,
Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.108 (Front) Rev. 2 NHSN ver. 4.1




u National Healthcare

Primary Bloodstream Infection (BSI)

OMB No. 0920-0666
Exp. Date: 03-31-2011

Safety Network Page 2 Of 3
Pathogen #
Coagulase- VANC
negative SIRN
staphylococci (specify):
Enterococcus AMP DAPTO LNZ PENG VANC
faecalis SIRN SIRN SIRN SIRN SIRN
Enterococcus AMP DAPTO LNZ PENG QUIDAL VANC
faecium SIRN SIRN SIRN SIRN SIRN SIRN
Staphylococcus CLIND DAPTO ERYTH GENT LNZ OX QUIDAL RIF TMZ  VANC
aureus SIRN SIRN SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN
Pathogen #
Acinetobacter AMK AMPSUL CEFEP CEFTAZ CIPRO GENT IMI LEVO MERO PIPTAZ TOBRA
spp. (specify) SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRNSIRN SIRN SIRN
Escherichia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- coli SIRN SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Enterobact_er AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
spp. (specify) siRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- oxytoca SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
|| el SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Serratia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
| marcescens SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Pseudomonas AMK CEFEP CEFTAZ CIPRO IMI LEVO MERO PIP
||l SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Stenotrophomonas TMZ
maltophilia SIRN
Pathogen #
Organism 1
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 2
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 3
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Qodaniog — /

AMP = ampicillin
AMPSUL=
ampicillin/sulbactam
CEFEP = cefepime

Result Codes:
S = Susceptible

CEFTAZ = ceftazidime
CEFTRX = ceftriaxone
CIPRO = ciprofloxacin

CLIND = clindamycin

| = Intermediate

ERYTH=erythromycin
GENT=gentamicin
IMI = imipenem
LEVO = levofloxacin

R = Resistant

MERO = meropenem
OX = oxacillin

PENG = penicillin G
PIP = piperacillin

N = not tested

QUIDAL= quinupristin/dalfopristin
RIF = rifampin

TMZ =trimethoprim/sulfamethoxazole
TOBRA = tobramycin

VANC = vancomycin




mmmmmmmmmm

Primary Bloodstream Infection (BSI)
Page 3 of 3

OMB No. 0920-0666
Exp. Date: 03-31-2011

Label

Label

CDC 57.108 (Back) Rev. 2




‘ National Healthcare
Safe

ty Network

Denominators for Neonatal Intensive Care Unit

(NICU)

OMB No. 0920-0666
Exp. Date: 03-31-2011

* required for saving

Facility ID:

*Location Code:

*Month:

*Year:

Birth Weight Categories

Date

<750 gm

751-1000 gm

1001-1500 gm

1501-2500 gm

>2500 gm

*Pts

*U/

*VNT]

*Pts

**U/C|

**VNT|

*Pts [**U/!

**VNT

*Pts [**U/

*VNT]

*Pts

**U/C|

*VNT]
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*Total

Pts=number of infants
VNT=number of infants on a ventilator

U/C=number of infants with umbilical catheter

CL=number of infants with 1 or more central lines
*If infant has both a U/C and CL, count as U/C infant only for the day

** Conditionally required according to the events indicated in Plan.

Label

Data

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in

strict confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304,
306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).
Public reporting burden of this collection of information is estimated to average 4 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and

maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of

information unless it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to CDC, Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC57.116




“ National Healthcare

Safety Nelwork

OMB No. 0920-0666

Denominators for Specialty Care Area (SCA) ex.oae: 031201

* required for saving

Facility ID:

*Location Code:

*Month:

*Year:

Date

*Number
of patients

**Number of patients
with 1 or more

central lines
(if patient has both, count as Temporary)

**Number of patients
with a
urinary catheter

**Number of
patients
on a
ventilator

Temporary Permanent
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*Totals

Patient-days

Temporary CL-days Permanent CL-days

Urinary catheter-days

Ventilator-days

** Conditionally required according to the events indicated in Plan.

Label

Data

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in
strict confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304,
306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).
Public reporting burden of this collection of information is estimated to average 5 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of
information unless it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to CDC, Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC57.117




“ National Healthcare

Safety Nelwork

OMB No. 0920-0666

Denominators for Intensive Care Unit (ICU)/ Exp. Date: 03-31-2011
Other locations (not NICU or SCA)

* required for saving

Facility ID:

*Location Code:

*Month:

*Year:

Date

*Number of
patients

**Number of patients
with 1 or more
central lines

**Number of patients
with a
urinary catheter

**Number of patients
on a
ventilator
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*Totals

Patient-days

Central-line days

Urinary catheter-days

Ventilator-days

** Conditionally required according to the events indicated in Plan.

Label

Data

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in
strict confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304,
306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).
Public reporting burden of this collection of information is estimated to average 5 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of
information unless it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to CDC, Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC57.118




OMB No. 0920-0666

# NON Urinary Tract Infection (UTI) Exp. Date: 03-31-2011

Safety Network Page 1 Of 3

* required for saving  **required for completion

Facility ID: Event #:

*Ppatient ID: Social Security #:
Secondary ID:

Patient Name, Last: First: Middle:
*Gender: F M *Date of Birth:

Ethnicity (specify): Race (specify):

*Event Type: UTI *Date of Event:
Post-procedure UTI: Yes No Date of Procedure:

NHSN Procedure Code: ICD-9-CM Procedure Code:

*MDRO Infection Surveillance: [ Yes, this event’s pathogen & location are in-plan for the MDRO/CDAD Module

[0 No, this event’s pathogen & location are not in-plan for the MDRO/CDAD Module
*Date Admitted to Facility: *Location:

*Urinary Catheter status at time of specimen collection:

O In place [J Removed within 48 hours prior [ Not in place nor within 48 hours prior

Location of Device Insertion: Date of Device Insertion: / /

*Specific Event: [0 Symptomatic UTI (SUTI) [ Asymptomatic Bacteremic UTI (ABUTI) ] Other UTI (OUTI)

*Specify Criteria Used: (check all that apply)
Signs & Symptoms

Laboratory & Diagnostic Testing

Any Patient <1 year old
[J Fever 0 Fever [ 1 positive culture with 210°CFU/ml with no
O Hypothermia more than 2 species of microorganisms
[ Urgency O Apnea [ Positive dipstick for leukocyte esterase or nitrite
L Frequency OO0 Bradycardia O Pyuria
i 0 Dysuria
[ Dysuria 0 y [0 Microorganisms seen on Gram stain of unspun
[0 Suprapubic tenderness Lethargy urine
0 Vomitin
O Costovertebral angle ttng O 1 positive culture with >103 CFU/ml and < 105
pain or tenderness CFU/ml with no more than 2 species of
microorganisms
[ Abscess .
[0 Positive culture
LI Pain or tenderness .
[ Positive blood culture
O Purulent drainage or material ) ] ] ) )
[0 Radiographic evidence of infection
[0 Other evidence of infection found on direct exam,

¥ . I
during surgery, or by diagnostic tests+ per specific site criteria

*Secondary Bloodstream Infection: Yes No

** Died: Yes No UTI Contributed to Death: Yes No
Discharge Date: *Pathogens Identified: Yes No *If Yes, specify on page 2

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of
the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 30 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless
it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to CDC,
Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.114 (Front) Rev. 3, NHSN ver. 4.1
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Urinary Tract Infection (UTI)

OMB No. 0920-0666
Exp. Date: 03-31-2011

Safety Network Page 2 Of 3
Pathogen #
Coagulase- VANC
negative SIRN
staphylococci (specify):
Enterococcus AMP DAPTO LNZ PENG VANC
faecalis SIRN SIRN SIRN SIRN SIRN
Enterococcus AMP DAPTO LNZ PENG QUIDAL VANC
faecium SIRN SIRN SIRN SIRN SIRN SIRN
Staphylococcus CLIND DAPTO ERYTH GENT LNZ OX QUIDAL RIF TMZ  VANC
aureus SIRN SIRN SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN
Pathogen #
Acinetobacter AMK AMPSUL CEFEP CEFTAZ CIPRO GENT IMI LEVO MERO PIPTAZ TOBRA
spp. (specify) SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRNSIRN SIRN SIRN
Escherichia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- coli SIRN SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Enterobact_er AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
spp. (specify) siRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- oxytoca SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
|| el SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Serratia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
| marcescens SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Pseudomonas AMK CEFEP CEFTAZ CIPRO IMI LEVO MERO PIP
||l SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Stenotrophomonas TMZ
maltophilia SIRN
Pathogen #
Organism 1
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 2
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 3
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Qodaniog — /

AMP = ampicillin
AMPSUL=
ampicillin/sulbactam
CEFEP = cefepime

Result Codes:
S = Susceptible

CEFTAZ = ceftazidime
CEFTRX = ceftriaxone
CIPRO = ciprofloxacin

CLIND = clindamycin

| = Intermediate

ERYTH=erythromycin
GENT=gentamicin
IMI = imipenem
LEVO = levofloxacin

R = Resistant

MERO = meropenem
OX = oxacillin

PENG = penicillin G
PIP = piperacillin

N = not tested

QUIDAL= quinupristin/dalfopristin
RIF = rifampin

TMZ =trimethoprim/sulfamethoxazole
TOBRA = tobramycin

VANC = vancomycin
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Urinary Tract Infection (UTI)

OMB No. 0920-0666
Exp. Date: 03-31-2011

Label

Label
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# NON Pneumonia (PNEU) Lo e

Safety Network Page 1 Of 3

* required for saving  **required for completion

Facility ID: Event #:

*Ppatient ID: Social Security #:

Secondary ID:

Patient Name, Last: First: Middle:
*Gender: F M *Date of Birth:

Ethnicity (Specify): Race (Specify):

*Event Type: PNEU *Date of Event:

*Post-procedure PNEU: Yes No Date of Procedure:

NHSN Procedure Code: ICD-9-CM Procedure Code:

*MDRO Infection Surveillance: [ Yes, this event’s pathogen & location are in-plan for the MDRO/CDAD Module

[0 No, this event’s pathogen & location are not in-plan for the MDRO/CDAD Module
*Date Admitted to Facility: *Location:

*Ventilator: Yes No Location of Device Insertion: Date of Device Insertion: / /
*For NICU only: Birth weight: grams

*Specific Event: [0 PNU1 [0 PNU2 [ PNU3 *Immunocompromised:  Yes No

*Specify Criteria Used: (check all that apply)
X-Ray

[0 New or progressive and persistent infiltrate [0 Consolidation [0 Cavitation [0 Pneumatoceles (in <1 y.0.)

Signs & Symptoms - A (check at least one) Laboratory

] Fever [J Positive blood culture

[0 Leukopenia or leukocytosis [0 Positive pleural fluid culture

] Altered mental status (in 270 y.o0.) [ Positive quantitative culture from LRT specimen

Signs & Symptoms - B [0 >5% BAL cells w/bacteria

O New onset/change in sputum e o b o Tang. Parenchyma, or

O New onset/worsening cough, dyspnea, ung parenchyma invasion by fungal hyphae
tachypnea O Positive culture of virus or Chlamydia

L] Rales or bronchial breath sounds O Positive detection of viral antigen or antibody

[J Worsening gas exchange O 4-fold rise in paired sera for pathogen

[J Hemoptysis O Positive PCR for Chlamydia or Mycoplasma

L1 Pleuritic chest pain O Positive micro-IF test for Chlamydia

[J Temperature instébility _ _ O Positive culture or micro-IF of Legionella spp

. ﬁgtrr]‘g?t’i;?lcgl}/gﬁ;dslta\llvgﬁsc?l! g?&:'lntgi]nglth O L pneumophila serogroup 1 antigens in urine

O Hypothermia ] 4-fold rise in L pneumophila antibody titer

[0 Wheezing, rales, or rhonchi [0 Matching positive blood & sputum cultures w/ Candida spp

00 Cough [0 Fungi or Pneumocytis carinii from LRT specimen

[0 Bradycardia or tachycardia

*Secondary Bloodstream Infection: Yes No

**Died: Yes No PNEU Contributed to Death: Yes No

Discharge Date: *Pathogens Identified: Yes No *If Yes, specify on page 2

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee that it will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of
the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Public reporting burden of this collection of information is estimated to average 30 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless
it displays a currently valid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to CDC,
Reports Clearance Officer, 1600 Clifton Rd., MS D-74, Atlanta, GA 30333, ATTN: PRA (0920-0666).

CDC 57.111 (Front) Rev. 2 NHSN ver 4.1




u National Healthcare

Pneumonia (PNEU)

OMB No. 0920-0666
Exp. Date: 03-31-2011

Safety Network Page 2 Of 3
Pathogen #
Coagulase- VANC
negative SIRN
staphylococci (specify):
Enterococcus AMP DAPTO LNZ PENG VANC
faecalis SIRN SIRN SIRN SIRN SIRN
Enterococcus AMP DAPTO LNZ PENG QUIDAL VANC
faecium SIRN SIRN SIRN SIRN SIRN SIRN
Staphylococcus CLIND DAPTO ERYTH GENT LNZ OX QUIDAL RIF TMZ  VANC
aureus SIRN SIRN SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN
Pathogen #
Acinetobacter AMK AMPSUL CEFEP CEFTAZ CIPRO GENT IMI LEVO MERO PIPTAZ TOBRA
spp. (specify) SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRNSIRN SIRN SIRN
Escherichia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- coli SIRN SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Enterobact_er AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
spp. (specify) siRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
- oxytoca SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Klebsiella AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
|| el SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Serratia AMK CEFEP CEFOT CEFTAZ CEFTRX CIPRO IMI LEVO MERO
| marcescens SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRNSIRN
Pseudomonas AMK CEFEP CEFTAZ CIPRO IMI LEVO MERO PIP
||l SIRN SIRN SIRN SIRN SIRN SIRN SIRNSIRN
Stenotrophomonas TMZ
maltophilia SIRN
Pathogen #
Organism 1
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 2
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Organism 3
(specify) Drug1 Drug 2 Drug 3 Drug 4 Drug5 Drug6 Drug?7 Drug8 Drug?9
SIRN SIRN SIRNSIRN SIRN SIRN SIRN SIRN SIRN
Qodaniog — /

AMP = ampicillin
AMPSUL=
ampicillin/sulbactam
CEFEP = cefepime

Result Codes:
S = Susceptible

CEFTAZ = ceftazidime
CEFTRX = ceftriaxone
CIPRO = ciprofloxacin

CLIND = clindamycin

| = Intermediate

ERYTH=erythromycin
GENT=gentamicin
IMI = imipenem
LEVO = levofloxacin

R = Resistant

MERO = meropenem
OX = oxacillin

PENG = penicillin G
PIP = piperacillin

N = not tested

QUIDAL= quinupristin/dalfopristin
RIF = rifampin

TMZ =trimethoprim/sulfamethoxazole
TOBRA = tobramycin

VANC = vancomycin
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NHSN Confer Rights to Group

Training Session
April 19, 2007



NHSN Data Sharing: Group

A state health department can enroll as a Group
INn NHSN

An NHSN facility joins the Group

Facility gives access rights to certain of its data
to the Group

Group can analyze the data of its member
facilities

NHSN faclilities in the Group cannot see one
another’s data



New In this version

Allows the facilities to confer rights to the state or
group in a more granular level than was
previously available.

— By Plan status

— By Location

— By Date Range

— By Procedure/Setting
— By Event



Training Demonstration

View rights for Analysis

View rights for Annual Survey

View rights for Monthly reporting plan

View rights for Patients w/ldentifiers

Confer “In-Plan” SSls for COLOs in full year of 2007.
Confer “In-Plan” SSls for CBGBs In full year of 2007.
Confer “In-Plan” SSls for CBGCs in full year of 2007.

Confer “In-Plan” BSI — Bloodstream Infection for CLA
for ICUs In full year of 2007.

Confer “In-Plan” BSI — Bloodstream Infection for CLA
for NICUs in full year of 2007.



LEIILers 10T Lasease L OIITrol and rrevenion

MHSHM - Mational Healthcare Safety Metwork | HNHSM Homve | My Info | Contactus | Help | Log Qut

Logged into Medical Center East (ID 10000) as TCH,
Facility Medical Center East (ID 10000) is following PS commponent,

Confer Rights-Patient Safety
B Please select the rights that group 'Test MMS2' should have to facility 'Medical Center East'

Patient Safety Healthcare Personnel Safety

eneral

Yiew Options

Patient O With Identifiers (2 Without Identifiers
Monthly Reporting Plan

Annual Hospital Survey

Data Analysis

AUR Microbiology Laboratory Data

AUR Pharmacy Data

10 & &R

Infections and other Events

Manth

Tin 1 & 2007 » to b e BS1-Bloodstream Infection (CLA) hd
Location type: Location:
CC W ALL v

T In b 1 |» cl0? to hd A ool - Surgical Site Infection b
Procedure: Setting:
CBGE - Coronary bypass wf chest & donor incisions % In %

Iln 1 # 2007+ ta b b =51 - Surgical Site Infection hd
Procedure: Setting:
CBGC - Coronary bypass graftwith chest incision hd In v

Add Fow ] [ Clear All Rows ] [ Copy Locations to Summary Data ] [ Copy Procs to Denominator data, ]




Confer Rights to Group (cont.)

Infections and other Events
Plan Month Month Year Event
2007 to BSl - Bloodstream Infection [CLA)
Location type: Location:
cc v ALL

1 B 2007 ~ to 551 -Surgical Site Infection
Procedure; Setting:
CBGB - Coronary bypass w/ chest & donorincisions v In v

1 2007 » to 55l - Surgical Site Infection
Procedure: Setting:
CBGC- Coronary bypass graft with chest incision In =

| AddRow || ClearAllRows || Copy Locations to Summary Data || | Copy Procs to Denominator data

Summary Data for Events
Plan Month Year Month Year
T In v |1 »| 2007 »|to

| AddRow || ClearAllRows |

Denominator Data for Events
Plan Month Year Month Year Procedure Settint
to CBGE - Coronary bypass wf chest & donorincisions ¥

to _CEEGC—Cuanﬂry brypass graft with che-stim:_iaiun b




Joining a Group for Training

On the navigation bar, click on “Group” and select “Join”.
The Memberships screen will appear:

i CBC, Depanment of Health and Haman Services
|  Centers for Disease Control and Prevention

HEGH - Matianal Health aee Satety Hetes = WS Hanee | My Inds | Conmact us | He | Lag O

# NHSN Home  Loae
Reporting Plan '
Patient

Evant
p Groups that have acoess to this facility's data

Memberships

Bummary Data
Analysls
Burvays

Usars

Facility

Group Enter ID and Password for this facility to join a new group
£ Conter Rights
1

Group 10:
Joon
[

Enter the ‘11167’ for Group ID and ‘join’ as the password.



How to Confer Rights to a Group

NOTE: The decision to confer rights to a group is a decision made by a facility administrator.
Existence of a group organization in NHSN should not be construed as a recommendation from CDC
to join the group. CDC cannot be held accountable for how group users use data access granted to the
group by a facility.

1. On the navigation bar, click on “Group” and select “Confer Rights”. The Memberships screen will
appear:

Department of Hoalth and Human Sendees
Centers for Disease Control and Prevention

W - ahonsl Heaithe are L afety e tveesk

e i b Mo

Patiem

Event

P S Groups that have access to this facility®s data

Summary Daota Maggw's test growp (1 0297) e

Analysis Rights

Burveys

Users

Facility

Group Enter ID and Password for this facility to join a nes group
O Confer Faghts
O Join
0 Loave Group Jomng Password
E hominate

Log Dut

L
arogll

Group 10

B
o

2. Select the Group to which you will confer rights and then click **Confer Rights™. The Confer Rights
screen will appear:

Department of Health and Homan Services

Centers for e Control and Prevention

¥ NHSN Home o oot PE omgarnt
falon o Rie Confer Rights-Patient Safety
Event i Please select the rights that group 'Maggie's test group' should have to facility 'Hawaii State Hospital *
Procedurs
surmory ot
Analysis
Surveys Gereral
peec - ewopion_____ ]
;"‘-"“‘" Patient [l Owith tdentifiers (O Without Identibars
E’?ﬂc‘;lar Rights Monthly Reparting Plan -
£ jin Annual Hospital Survey L
O Leave ]
ikoirate Data Anatysis &
Lo Out AUR Micrebiclogy Laboratory Data -

AUR Pharmacy Data a

Irfechicas and ather Evants
Plan

| AddFow || CloarsiiRows | | Copy Locations ta Summany Dats o Copy Procs to Denominator data 1

| Add Pow || Cloor sl Fows |

Denominator Diata for Evends
- Montt e

| AddPFuow || CloarAiRows |

Sk Back,



NHSN Training: How to Confer Rights to a Group 4/24/2007

3. Assign rights in each sub-section of the Confer Rights screen

General:

Select the rights you wish to confer by checking the box next to that area. For rights to patient data,
also select whether the group will have rights to view patient data with or without identifiers. Below is
an example of some general rights conferred to the group:

Patient Safety

eneral

Patient

[“1 Crwith Identifiers (=) Without Identifiers
Manthly Reparting Plan [#]
Annual Hospital Survey 1
Data Analysis []
AUR Microbiology Laboratory Data |
Ll

AUR Pharmacy Data

Infections and Other Events:

a. First, select a Plan category for which the event falls under.
e All - All events of the type specified can be viewed, whether the event is in-plan
or out-of-plan; this does not allow for time period selection.
e In- All events of the type specified that are in the Monthly Reporting Plan.
e Out - All events of the type specified that are not in the Monthly Reporting Plan.
« Both - All events of the type specified, both in and out of plan.
b. Select a time period for the events in the Monthly Reporting Plan to be viewed. (NOTE:
If you selected "All" , you will not be able to select a time period.)

Infections and other Events
Plan Month 2 B: ent
T |In v 1~ 2007 ¥ to |6 ¥ 2007 > v

COCSTIO Ty peT CoCatTT
w w

| AddRow |[ Clearanmows | [ Copy Locations to Summary Data ][ Copy Procs 1o Denominator data ]

c. Next, select the event to confer to the group.
You have the option of selecting one event per row, or a pre-defined group of events in
one row. These groups include:
o "All SSI and PPP' : Confer rights to all SSI and PPP events for a chosen
procedure and setting
e "All non-SSI and PPP" : Confer rights to all non-SSI and PP events, such
as BSI, VAP, CAUT], etc, for a chosen location.

d. If you selected SSI, PNEU (Procedure-associated) or All SSI and PPP from the event
menu:



NHSN Training: How to Confer Rights to a Group 4/24/2007

e Select an NHSN Operative Procedure from the drop-down menu. If you
wish to confer rights to all procedures, select ""ALL"".

o Select the setting (In, Out, Both) for the selected NHSN Operative
Procedure.

o If you would like to confer rights to another SSI or PPP event, click "*Add
Row" and repeat the above steps.

e Click "Copy Procs to Denominator Data™. This will copy the related
date and procedure information to the Denominator Data section of the
Confer Rights screen.

If you selected BSI, UTI, PNEU (Ventilator-associated), DI, or All non-SSI and PPP
from the event menu:

o Selecta "Location Type". Selecting the type of location will limit the
locations that appear in the **Location". If you wish to select your location
from your full list of locations, you may select ""All** for the location type.

o Selecta "Location™. If you wish to confer rights to all of the locations of the
specified location type, select ""All'* in the location list.

« If you would like to confer rights to another event and/or location, click
"Add Row" and repeat the steps above.

e Click ""Copy Locations to Summary Data'". This will copy the related date
and location information to the Summary Data section of the Confer Rights
screen.

!

row:

If you would like to remove a row, click on the trash can at the beginning of the

T (In |w 1 & 2007 |+
Procedure:
CBGE - Coronary bypass wf chest & do

Summary Data for Events

a. If you have conferred rights to non-SSI and PPP events, you can copy the conferred
rights by clicking on ""Copy Locations to Summary Data".

The following message will appear:



NHSN Training: How to Confer Rights to a Group 4/24/2007

Microsoft Internet Explorer @

<P Are you sure you wank ko copy all locations defined in
\-'f'f“ ‘Infections and other Events' ko 'Summary Data for Events'?

[ Ok ][ Cancel ]

Click ""OK"". The plan, date and location rights will be copied in the Summary Data
section of the Confer Rights screen:

In bt 1 2007 = to B ™ 2007 = B3I - Bloodstream Infacton (CLA) s
Location typa: Location:
(= - SWEST - SURGICAL ICU »

Al to CVS - Cardiovascular
Location typa: Location:
AL v ALL -

Ti(in | 1w 2007 v to 2007 S51- Surgical Site Intechon v
Procedurs: Setting:
CBGE - Coronary bypass w) chest & donopg®zions n -

[(AddRow | [ ClearAllFiows |

y Locetions to Summary Dats | Copy Procs to Denominstor dats

Year Location
to & ¥ 2007 > SWEST - SURGICAL ICU it

1Al > o

| Add Fow Clear All Rgws

b. If you have not conferred rights to non-SSI and PPP events:
o Select a Plan category for which the event falls under.

e Then, select a time period for the summary data in the Monthly Reporting Plan to
be viewed. (NOTE: If you selected "All*, you will not be able to select a time
period.)

o Selecta "Location Type". Selecting the type of location will limit the locations
that appear in the ""Location™ list. If you wish to select your location from your
full list of locations, you may select **All** for the location type.

o Selecta "Location™. If you wish to confer rights to all of the locations of the
specified location type, select "*All** in the location list.

3 I ~ 1 & 2007 & to (12 % 2007 & cC ot SWEST - SURGICAL ICL) =

[ AddRow | [ Cioar All Rows

o If you would like to confer rights to another summary data location, click **Add
Row" and repeat the steps above.
Denominator Data for Events

a. If you have conferred rights to SSI and PPP events, you can copy the conferred rights by
clicking on ""Copy Procs to Denominator Data™.



NHSN Training: How to Confer Rights to a Group

The following message will appear:

Microsoft Internet Explorer

g

Are you sure you wank ko copy all procedures defined in
'Infections and aother Events' ko 'Denominatar Data For Evenks'?

[ Ok ” Cancel ]

4/24/2007

Click "OK"". The plan, date and procedure rights will be copied in the Denominator Data
section of the Confer Rights screen:

infections and other Events

iz 2 Manth Year Evant
Tin = 1 = 2007 = ta B = 2007 B3#- Bloadsteam Infisction (CLA) ~

Location type: Lacation:
cc * SWEST = SURGICAL ICU

T A to VS - Cardievascular -
Location typa: Location:
ALL - ALL-ALL IMPATIENT LOCATIONS ‘

1 n - 1w 2007 = to 12w 2607 551+ Surgical She Infecton -
Frocedurg: Satting:
CEGE - Coronary typass wi chast & donor incisions. & =

AddRow || ClesraliRaws | [ Copy Locations igfummany Data 4 Copy Procs o Denominator dofa |

Surnmary Diata for Events
Blan Manth

Iiin i 2007 * SWEST - SURGICAL ICU »

Add Fiaw Clies All Fiaws_
Denorinator Lats 1ol EVents
U 1= 2007 = o1z~ 2007 = CBGS - Cargnary bypass wy chast £ donor incisions » In

AGGFiow ]| Clees AlFiows ]

b. If you have not conferred rights to SSI and PPP events:

Select a Plan category for which the procedure falls under.

Then, select a time period for the denominator data in the Monthly Reporting Plan
to be viewed. (NOTE: If you selected "All*, you will not be able to select a time

period.)

Select an NHSN Operative Procedure from the drop-down menu. If you wish to

confer rights to all procedures, select ""ALL".

Select the setting (In, Out, Both) for the selected NHSN Operative Procedure.
If you would like to confer rights to another NHSN Operative Procedure, click

"Add Row™ and repeat the above steps.
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Monthly Reporting Plan
Data Entry
Linking
Other Features
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Target Audience

= This training is designed for those who will
enter patient, event and procedure
Information into the Patient Safety
Component of NHSN

= This may include:
— NHSN Facility Administrator
— Patient Safety Primary Contact
— Infection Control Professional (ICP)
— Epidemiologist
— Data entry staff



Objectives

dentify the steps in entering a Monthly
Reporting Plan into NHSN

ndicate requirements for various types of
data fields

Demonstrate data entry into data fields In
each type of NHSN record

Describe how two or more records can be
Inked to form an association between them

Display Help Messages within NHSN




Monthly Reporting Plan

= Each facility must enter a Monthly Reporting
Plan for every month of the year

s Events, procedures, and summary data
cannot be entered for a month until a Plan is
In place.

= Plan informs CDC which modules are
followed for a given month



Monthly Reporting Plan Options

= Specific plan
m “No Modules Followed” Plan



Survelllance Plan Options

A facility may choose to enter a specific plan...

Device-Associated Module
Locations CcLA BSI DI WaARP CAUTI
45T - HEMOMC rr v
SICU -SURGICAL ICI rrZr
MICUS - LEWEL 3 MICL [l /7 F I
OUTDIAL - OUTEATIENT DIALXSIS I VM - I

Add Rows Clear All Fiows Copy fpfm Frewvious Maonth

Procedure-Associate = |_

For the Device-associated Module, choose the
FECle T location you wish to monitor, then choose the devices
to monitor

CRAMN - Craniotamy

CHOL - Gallbladder surgery

HFRO - Hip prosthesis | [IMN-Inpatient



Survelllance Plan Options

Device-Associated Module

Locations CcLA BSI DI WaARP CAUTI
? EAST - HEM/OMNC rr W
SICU -SURGICAL ICI 00 0O
MICUS - LEVEL 3 MICLU
OUTDIAL - QUTPATIENT DIALYSIS

Note that only
outpatient dialysis
locations can
monitor Dialysis

Add Fows . Copy from Frewvious Manth

Incidents

Procedure-Associated Module

Post-
Procedures 55 procedure
PMEL

Craniotomy IM - Inpatient -

CHOL - Gallbladder =

HFRO - Hip prosthesis IM - Inpatient



Survelllance Plan Options

For the Procedure-associated CLA BSI DI WAP CAUTI
Module, first choose the operative i
procedure to follow rC r

MICL - LEWEL 3 MICL r =
OUTDIAL - PUTEATIENT DIALYSIS = "2 I

Add Fows Clear All Fiows Copy from Frewvious Manth

ProceduregaAssociated Module

Fost-
Procedurel =9 procedure
PMEL

CRAMN - Craniotomy IM - Inpatient -

HFRO - Hip prosthesis IM - Inpatient



Survelllance Plan Options

A facility may choose to enter a specific plan...

Device-Associated Module
Locations CLa BSI DI WARP CALUTI
45T - HEM/OMC 2 O O
SICU - SURGICAL ICL V r r
MICUE - LEVEL 3 MICL ¥ r =
QOUTDIAL - OUTFATIENT DIALYS|S I VM - I

Add Fows Clear All Fows Copy from Frewvious Manth

Then choose to follow inpatient
procedures or outpatient procedures, or

both. S5 procedure
PREL

Post-

CRAMN - Craniotomy IM - Inpatient IM - Inpatient -

CHOL - Gallbladder surgery Y BEOTH - In and outpatient = I I

HPRO - Hip prosthesis IN - Inpatient M =




Survelllance Plan Options

Device-Associated Module
Locations CLA BSI DI WaAP CAUTI
2 EAST - HEMOMNC 2 rr-r =

v O O O

2

— | For the procedure(s)
selected, indicate if
you will follow Post-

Copy fre

procedure Pneumonia

Procedure-Associated Module

Post-
Procedures

IM - Inpatient



Survelllance Plan Options®

...or choose “No Modules Followed this Month”

Mandatory fields marked with *
Facility ID*: DHQP Memaorial Hospital (ID 100007
Month™*: September
Year®: 2005

W Mo MHSM Patient Safety Modules Followed this Manth

Back ]

Remember that you must have a specific plan for at
least 6 out of 12 months and submit data



General Information about Data
Entry

s Data entered into NHSN Is available to both
CDC and to the faclility as soon as it is saved.

— No “transmission”
m Data can be edited after it Is saved

— Exceptions
e Patient ID
e Linked records

s Records can be deleted



Types of Data Entered In
Mg\

Patient demographics

Denominators
— Summary data (device-associated)
— Denominators for Procedures

Events (e.g., CLABSI, VAP, SSI, etc.)
Custom data



Requirements for Data Fields

s Required:
— Must be completed on every data field
— A red asterisk ( ) appears next to the field label
= Conditionally required: when the requirement
depends on one of these conditions
— Response given in another field
— Events identified in your Monthly Reporting Plan

= Optional:

— NHSN does not require the data and the
Information will not be used (e.g., surgeon code)




Adding a Patient

= Required fields
— Patient ID
— Gender
— Date of Birth
= Conditionally required field:
— Birthweight (only if neonate)
= Optional fields
— Social security number
— Patient name (first, middle, last)
— Secondary ID



LU= " L L L o B L Lt R Ll O R I L= |

wBack * = & | Qsearch FFavorites (4 | By S = A
Address I hiip: //acid-nhsn-appz:8081,/nhsnl. 1/patient. do? method=showpage& mode =add&subaction=add&navReset=t

Department of Health and Human Services
Centers for Disease Control and Prevention

MHSM - Mational Healthcare Safety Metvrork

?‘ NHSN Home Logged into Medical Center East (ID 100007 as MWA,
Facility Medical Center East (ID 100001 is following PS component,

Reporting Plan Add Patient

Patient
O add
O Find
O Import

Mandatory fields marked with *
Event

Procedure Patient Information

Summary Data

) =TSN | o clical Center East (D 10000
Analysis _ _
Survey Patient ID*: social SEEUHE’TI
Users '
Facility Secondary ID:
Group Last Mame: First Mame: |
Lag Out Middle Name:
Gender®: | Date of Birth*: I L
Birth Weight

{grams);



Finding a Patient entered

Previously

=3 NHSN 1.1.14 Home Page - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools Help

s=Rack v =+ 2 7} | Disearch GFavorites o4 | By S - =)

ﬁgd rass I htip: ffacid-nhsn-appz :8081/nhsnl. 1 Mhentdain. do

Department of Health and Human Services

Centers for Digsease Control and Prevention

‘" NHSN Home
Reporting Plan
Patient

o Add
o Find F
O Impo

Event
Procedure
Summary Data
Analysis
Survey

U=sers

Facility

Group

Log Out

MHSHM - Hational Healthcare Safety Hetwork | HHSH Home | My

Logged into Medical Center East (ID 1000070 as MMua,
Facility Meadical Center East [(ID 10000) is following PS cormmponent.

Welcome to the NHSN Home Page.

Use the Navigation bar on the left
to access the features of the application.

FuY ... Adobe’] Get adobe Acrobat Reader for PDF files
.I.d?hp Gef H;Eﬂd.ﬂl”

Assurance of Confidentality: The information obtained in this surveillance systern that would permit ide
institution is collected with a guarantees that it will be held in strick confidence, will be used anly far the p
otherwize be disclosed or released without the consent of the individual, ar the institution in accordance
202(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d))L



bk T 0 A (4] LA | sefesl RN A SV TS e | ] T = IS o B

Address I htip: /facid-nhsn-app2 : 8081 /nhsnl. 1/findpatient. do? method =showpage& subaction=view&navReset=trusEcurrentmenu=menu_ps_

Department of Health and Human Services

Centers for Disease Control and Prevention

¥ NHSN Home
Reporting Plan

Patient

O Add

O Find

O Import
Event
Procedure

Summary Data

MHSM - Mational Healthcare Safety Metwrork

Logged into Medical Center East (ID 100007 as MWA,
Facility Medical Center East (ID 10000] is fallowing PS component.

Find Patient

e Enter search criteria and click Find
e Fewer criteria will return a broader result set
« More criteria will return a narrower result set

Patient Information

| NHSN Home | My Info |

Analysis
survey =TT (M 11 = clical Center East (1010000 i
dsers Patient ID:
Facility
Group Last Name: | Kent
Log Out First Mame:

Social Security #:

Gender: ;I
Secondary ID:
Td | Zlear ‘ Eack |

H Done ‘ | ‘ ’1



8 NHSN 1.1.14 Patient - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools Help

EBack * = ~ 2 7} | Qsearch GaFavorites (9| G S = oy

Address I bt ffacid-nhen-appz 18081 /mhenl. 1findpatient. do

Department of Health and Human Services

Centers for Digease Control and Prevention

‘B NHSN Home
Reporting Plan

Patient

2 Add

& Find

O Import
Event
Procedure
Summary Data
Analysis
Survey
Users
Facility
Group
Log Out

MHSHM - Mational Healthcare Safety Netwrork

Logged into Medical Center East (ID 1000071 as Mua,
Facility Medical Center Easzt (ID 10000) iz fallowing PS component

View Patient

Mandatory fields marked with *

| NHSH Honne | [y

Patient Information
Facility ID*: Medical Center East {10000}
Patient ID*: 67-442 Social Security #:

“iew patient ewents/procedures

Secondary 10

Last Mame: Kent First Mame: Clark
Middle Mame:
Gender®: M - Male Date of Birth™: 06/16/1952

Birth \Weight {grams):

Custom Fields



Entering Denominators for
Device-assoclated Events

= Adding summary data
= Finding summary data
s Editing/deleting summary data



Device-assoclated
Denominators

= Patient days
= Device days by type of unit




File Edit Yiew Favorites Tools Help

=Back v = ~ ) 72 | Qsearch GdFavorites (4| B~ S v =
ﬂg dress I@ hitp: ffacid-nhen-app2 8081 ,/hhsnl. 1/nhsnkain.do

Department of Health and Human Services

Centers tor Digseage Control and Prevention

MHSHM - National Healthcare Safety Network | NHSH Home | My Info |

f‘ MNHSN Home Logged into Medical Center East (ID 1000070 as M,
Facility Medical Center East (ID 10000) is following PS component.

Reporting Plan

Patient
Welcome to the NHSN Home Page.

Event
procedure Use the Navigation bar on the left
Summary Data 52 the Navigaton bar on 2|2 . .

o add to access the features of the application.

3 Find
Analysis P\ ... Adobe’]| Get adobe Acrobat Reader for PDF files
Survey siobe _Reader’
Users
Facilit Assurance of Confidentiality: The information obtained in this surveillance system that would permit identificat

¥ institution is collected with a guarantee that it will be held in strick confidence, will be used only for the purposes

Group otherwize be dizclosed or released without the consent of the individual, or the institution in accordance with Se

308(d) of the Public Health Service Act (42 USC 24Z2b, 242k, and 242mi(d)).
Log Out



Eile Edit “jew Favorites Tools Help

EBack v = ~ 2D 72 | Qoearch GaFavorites (8 | B S = 4
ﬂQdFESS I@ hip: ffacid-rhsn-appz 1 80281/Mhenl, 1 faddsummarydata, do? method =showpage&navReset=trueBcurrentmenu=menu_ps_summ_add j PiGo

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSM - Mational Healthcare Safety Network | MNHSW Home | My Info | Contactus | Help |

?‘ MNHEN Home Logged into Medical Center East (ID 100000 as MWA,
Facility Medical Center East (ID 10000) is following PS component.

Add Patient Safety Summary Data

Reporting Plan

Patient
Event
Procedure Summary Data Type: |Device Aszsociated - Intensive Care Unit/ Other Locations ;I
Summary Data Device Associated - Intensive Care Unit/ Other Locations |
O Add Dewvice Associated - Meonatal Intensive Care Unit
O Find Device Associated - Specially Care Area
sl Device Associated - Outpatient Dialysis - Census Form
bedication Associated - ALUR Microbiology Laboratory Data
Survey Medication Associated - AUR Fharmacy Data
Users
Facilit 1 1 1
wr | Different location types use different

tegout ) gcreens for entry of denominator
(summary) data.

Choose the type of location

@] Diore | | | @ Local intranet
—

r-; COC - Citrix Meta... r-; zoogle - Microsoft... r- N 2006 Training - &... r-ﬁ Microsoft PowerP. ..




File Edit WYiew Favorites Tools Help

EBack * = ~ i) 7} | ‘Qsearch GaFavorites (4 By S = =

ﬁ(g dress I@ http: /facid-nhsn-app2 :8081//hsnl. 1/addsummarydata. do? method =showpage&navReset=trueBcurrentmenu=menu_ps_summ_add

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSM - Mational Healthcare Safety Network | HNHSN Home | My Info | Cont

‘%' NHSN Home
Reporting Plan
Patient

Event
Procedure

Summary Data
3 Add
2 Find
Analysis
Survey
Users
Facility
Group
Log Out

Logged into Medical Center East (ID 100007 az MWA,
Facility Medical Center East (ID 10000) iz following PS component,

Add Patient Safety Summary Data

SN GETS N ET IR [ cvice Associated - Intensiye Care Unit/ Other Locations

Continue | Eack ‘

1




Edit “iew Favoriies Tools  Help |I
ack v o= - 1D 72 | Qoearch GaFavorites (8 | B S = 4
Iress |€1 htip: //acid-nhsn-app2:8081 /rhend. 1/icudata.do ~| @aco | Linl

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSM - Mational Healthcare Safety Network | MNHSW Home | My Info | Contactus | Help | Log Qo

JHSN Home Logged into Medical Center East (ID 100007 as MYA,
Facility Medical Center East (ID 10000) is following PS component.

ort i Flan Denominators for Intensive Care Unit (ICU)/

nt Other locations (not NICU or SCA)

cedure

nimary Data

E‘I?_Icé Mandatory fields marked with * Print PDF Form
1lysis Facility ID*: 10000 {Medical Center East)

vey Location Code*: [ 3N -3 NORTH -]

rs
- Month*: | August hd

ility

up Year®: | 200G "I

out — Choose the location code,

Total Patient f2007 the month and the year for
Central Line|2q3 c
urinary GathetedZ02 the denominator data
2001

Yentilator Days: I-

Sawve ‘ Back ‘

)ugl=] | | | \=F= Local infranet

w oG r; CDC - Citrix Meta... r; zoogle - Microsoft... N 2006 Training - &... rﬁ Microsoft PowerP...




T—

I =7 =1 Y=t 4= = =1

EBack * =~ ) ol | @ Search [ElFavorites o4 | B S5 = o

ﬂd dress I@ kit ffacid-nhen-app2 80381 /nhsnl. 1cudata.do

Department of Health and Human Services

Centers for Disease Control and Prevention

¥ NHSN Home
Reporting Plan
Patient
Event
Procedure
Summary Data
3 Add
2 Find
Analysis
Survey
Users
Facility
Group
Log Out

MHSN - National Healthcare Safety Netwrork | NHSM Home | My Info | Contact

Logged into Medical Center East (ID 100007 az My,
Facility Medical Center East (ID 100007 is following PS component

Denominators for Intensive Care Unit (ICU)/
Other locations (not NICU or SCA)

Mandatory fields marked with * P

Facility ID*: 10000 {Medical Center East)
Location Code*: |3N-3 NORTH |

Month*: |August ;I

Required fields are noted with
vear«:[2006 -] a red asterisk (*)
These are fields that are identified
Total Patient Days™:| 435 Fieldsmgvtfwumrrﬂmﬂa@mkiagemah

Central Line Days*: [ 212 required, but can be entered
Urinary Catheter Days*:| 161

Ventilator Days: I 54

Save ‘ Back |

I ‘ ‘ | "q“ Loca




Back ¥ D 8 & Qoearch GFavorites 4| B & = 5 &
Address |@ hitp: /facid-nhsn-app2 ;8081 /mhenl. 1/icudata.do j @Go | Li)

[ Rl ) B - LY I I e L L L IO N LW R el S el MR

MNHSM - National Healthcare Safety Network | MNHSM Home | My Info | Contactus | Help | Log C

%ﬁ' NHSN Home Logged into Medical Center East (ID 100000 az MA,
Facility Medical Center East (ID 100000 is following PS component.

- Denominators for Intensive Care Unit (ICU)/
Event Other locations (not NICU or SCA)

Reporting Plan

Procedure B Save of Summary Data successful. Note that data has been provided that is not required
summary Data Sl - . .

add as part of the Facility's current plan for this month and vear. Please consider expanding the

Find current plan.
Analysis
survey
Users
Facility Mandatory fields marked with * Print POF Farm
Group Facility ID*: 10000 {Medical Center East)
Log Out Location Code®: 3N - 3 NORTH

Month*: August
Yeart: 2006

Total Patient Days*: 435

Central Line Days*: 212

Urinary Catheter Days*: 161
Ventilator Days: 54

Edit | Delete | Back

& | pore 1% | oeal intranet



MHSHM - MNational Healthcare Safety Network | NHSN Home

?‘ NHSN Home Logged inta Medical Center East (ID 100007 as MWA,
Facility Medical Center East (ID 10000 is following PS component

Add Patient Safety Summary Dat

Reporting Plan
Patient

Event
Procedure Summary Data Type: [{BENERaeile =T R N = R

Summary Data
& add
& Find
Analysis

Continue J Back ]

Survey
Users
Facility
Group
Log Out

[ 3 COC - Citrix Meta, .. [ 3 Google - Micrasoft... F BY 2006 Training - ... [ B Microsoft Po




EBack v = ~ 2D 72 | Qoearch GaFavorites (8 | B S = =
ﬂd dress I@ hitp: /facid-rhsn-appz 18081 /Mhenl, 1hicudata.do j oeo

Department of Health and Human Services

Centers for Disease Control and Prevention

MH5M - Mational Healthcare Safety Network | MHSM Home | My Info | Contactus | Help |
? NHSN Home Ilgzgiﬁfydh;ltnﬂuich:;agi::::eie;:setr [EI%SE.EIDDD;-??SDEéIIIziiT;{%S companent
R rti Pl - -
et Neonatal Intensive Care Unit
Event R
Procedure Remember, for each day, if a
Summary Data mMandatory fields marked with * . -p-
:?I?_Icé Facility ID*: 10000 {Medical Center East) ﬁigea%tdhaazebr?ttrr;lal?n:mc?r:lllCal
Analysis Location Code®: |NCCE_3-HEONAT»‘-\L CRITICAL CARE LEVEL I | o i . ! y
SurrET Month: [Fugust =] the umbilical line is counted
Users
Y >+cC:IIZIIIIZIIB "I
Facility =ar
Group
Log Out Birth W1, || Patient Days™ || U/C Days || iCL Days || Vent Days
==750 | 81 | 18 W W
¥51-1000 I 56 I 20 Ill I 38
1001-1500 I 104 I 28 I 39 W
1501-2500 | 66 |3O W W
=2E00 | 116 | 76 % I?
@] Done | | | B2 | ocal infranet

w e G r; COC - Citrix Meta... r; Google - Microsoft... rE‘I 2006 Training - 4. rlﬁ Microsoft FowerP. ..

© W& A NHSN 1.1.14 Meo..,



Edit “iew Favarites Tools  Help

Back - ) \ﬂ ﬂ , /.- ) Search M’ Favaorites {F‘ v Q ! @ @y! ‘:‘i

255 | https: /fedn2.cdc.gov/hen/addsummarydata.do? method=showpageinavReset=true A a zo | Linl
gle |Glr v Goo g & B~ 9F Bockmarks 38 blocked TP Check ~ - » @ settings~ | Maorton Antivirus &

Department of Health and Human Services

MNHSM - National Healthcare Safety Network Contact u

SN Home Logged into DHQP Mermarial Hospital {ID 10000% as MYA

Facility: DHQP Mernorial Haspital (ID 10000% is following PS component
My Info yi DHQ pital { ) g P

Plan Add Patient Safety Summary Data

ce Associated - Specialty Care Atr

------------ Find Summary Data Type: |8
“Patient

............. n dd

........ Find Cnnti&e | Back |

-Denominator Data
|......§....prucedure

.............. n dd
.............. I r‘ll:l:ll'l‘ll:llEtE

.............. Import Data
boeves Eumm,ﬂr&'
~Add

............. Add

“‘Manage Users
............. A dd

ne 5 & Internet
B —————————————————————————————————————————————————————————————————————



Edit “iew Favarites Tools  Help

ack - () ﬂ ﬂ , ‘/- ) Search U Favarites {F‘ v (_:} ! L‘; @H! ‘:‘?,
2 () hifps:/fedn2.cdc.gov/nhsn/scadata.do L a Go | Links
le |G~ v Goo g & B~ 9F Bockmarks 38 blocked TP Check ~ ~ ¥ @ settings+ | Maorton Antivirus &

Department of Health and Human Services

Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network Contact us

. Logged into DHQP Mermarial Hospital {ID 10000% as MYA
:Ellnl;luﬂme Facility: DHQP Memorial Hospital (ID 10000} is following PS component
e Denominators for Specialty Care Area (SCA)

Mandatory fields marked with * Print PDF Form

Facility ID*; 10000 (DHQF Memorial Hospital) .
Location Code*: |2 EAST - HEM/ONG ¥ For SCA locations, enter the
Month*: | August v number of permanent central
Year*: 2006 v lines separately from

temporary central lines
Total Patient Days™®:| 221

*
-------------- Import Data  Temporary Central Line Days: | 106
Summary

Remember, for each day, if a
patient has both a temporary and
a permanent line, only the
temporary line is counted

Permanent Central Line IZ:IEWS’:'c 28
Urinary Catheter Days:| 81
Wentilator Days:

anage Users
......... A dd

........ i-:ind |

Save Back |

= 5 & Internet
= ————————————————————————————————————————————————



Adding an Event

Add Event

Mandatory fields marked with * Print PDF Form
Fields required for record completion marked with **
Fields required when in Plan marked with =

Patient Information
Facility ID*: | DHOF Mermaorial Hospital (1D 10000) |+ Ewvent #: 2729048

Fatient ID*: | 33-222-00 [Find] [ Find Events for Patient ]

Social Security #: Secondary ID;

Last Mame: | Springsteen First Mame: | Alvira

Middle Name:
Gender®: |F -Female¥ Date of Birth* p06/26/1941

Event Information

Event Type™® \JITI-Lrinary Tract Infaction Date of Event™: 1002006 7 October, 2006
# | Today ¥

Post-procedure=: | N-NO Sun Mon Tue Wed Thu Fri

. 1 2 3 4 5
Location™: |BURN UNIT 2 9| 1w 11 12

Date Admitted E 15 16 17
ta Facility>: 10/03/2006

Risk Factors

Urinary Catheter®: |Y-Yes *




Event Details

Specific Event™; | SUTI- Symptomatic bacteriuria +

Secondary Bloodstream
Infection™:

Digd**: [M-Mo =

MN-MNo  w

Discharge Date: BE

Pathogens Identified™: |Y'-“es % | If ¥es, specify below -=

Pathogens

Pathogen 1. | £C0- Fscharichia col ¥ | *9 drugs required
Drug Result
CEFOT - Cefotaxime = - ousceptible

Abdk. - Amikacin M -Mot Tested
CEFEF - Cefepime F.- Resistant
CEFTRX - Ceftriaxone o - ousceptible

>
Q.
Q.
-]
Q
QD
-]
m
<
(D
-]
—+
~~
O
o
-]
-
—r

CEFTAZ - Ceftazidime M- Mot Tested

CIPRO - Ciprofloxacin F.- Resistant

Ikl - Imipenem = - ausceptible

LEYD - Levofloxacin F - Resistant

MERD - beropenem M-Mot Tested
Add Rows

Pathogen 2i | 04 - Candida albicans




e Enter search criteria and click Find
e Fewer criteria will return a broader result set
e More criteria will return a narrower result set

Event Information

Facility ID: | DHOF Memaonal Hospital (D 100007«
Event #:

Event Type: | LTI - Urinary Tract Infection
Location: | BLUIREM - BURMN LIMIT
Date of Event: [10/01/2006 Ta: (113002006 | [EB

Patient Information

Patient ID:
Last Name:

First Mame:

Social Security #:




LI:II;.‘I;.‘E!I:] into O
Facility DHQP Memorial Hospital {ID 10000) is ing PS component.

Event List

First | Previous | Mext | Last

Sodcial Secondary Cor
EECAE D St

Facility Event Event Event Last First Location Patient
1D = Type Date MName Mame — 1D

F 10000 272945 L 10/10/2006 Springsteen Alvira

{
@ 10000  2FER46 LTI 1043 0& Jacon Timothy E
Yy

Drelate |

First | Prewvious | Mesxt |




View Event

Mandatory fields marked with *
Fields required for record completion marked with **
Fields required when in Plan marked with »

Patient Information
Facility ID*: DHOP Memorial Hospital {10000 Ewent #: 272945
Patient ID*: 33-222-00
Social Security #: Secondary ID:
Last Mame: Springsteen First Name: &lvira
Middle Mame:
Gender®: F - Female Date of Birth*: 06/26/1941

Event Information
Event Type™: UTI - Urinary Tract Infection Date of Event™: 10/10/2006
Post-procedure™®: N - No
Location®: BURN - BURM UNIT
Date Admitted
to Facility™*:
Risk Factors
Urinary Catheter®: ¥ - Yes

10/03/2006

All events

Event Details

Specific Event®: SUTI - Symptomatic bacteriuria ente red into

Secondary Bloodstream

Infection®: N - Mo N HSN ar‘e

Died**: M - Mo

Discharge Date: avai Iab I e fo r
Pathogens Identified™: ¥ - ¥es If ¥es, specify below -= .
review after
Pathogens .
Pathogen 1. EC - Escherichis coll *9 drugs required be I ng Sa.ved

Drugq Result
CEFOT - Cefotaxime S - Susceptible




Procedures

= An Operative Procedure Record is
completed for each patient having a
procedure selected for monitoring.

— For example, if you wish to monitor
HPROs during December, then a
Denominator for Procedure record is
completed for every patient that has the
procedure.



Add
-1nd
mport
|ink

Procedures



Department of Health and Human Services

Centers for Disease Control and Prevention

NHSM - Mational Healthcare Safety Network

‘B NHSN Home Logged into Test Facility (ID 10036) as MVASZ,
Facility Test Facility (ID 10036] iz following PS5 component,

Reporting Plan
Patient

Event
Procedure

Use the Navigation bar on the left

Welcome to the NHSN Home Page.

= Find to access the features of the application.
O Import
O Incomplete

F\Y ... Adobe’| Get adobe scrobat Reader for PDF files
Summary Data ﬁw “*' Reader]

Analysis

Survey Assurance of Confidentiality: The information obtained in this surveilla
Usars institution iz collected with a guarantes that it will be held in strict canfids

otherwize be disclosed or released without the conszent of the individual,
Fa[:i"t!,r (d] of the Public Health Service Act (42 USC 242b, 242k, and 242mid]L

Group
Log Out




Add a Procedure

Mandatory fields marked with *
Fields required when in Plan marked with =

Patient Information
Facility ID*: | SRy et ~ Procedure #, 275378
Patient ID*: |33-3-333 ’Find] [ Find Procedures for Patient ]

Social Security #; Secondary ID:

Last Mame: First Mame: | Sue

Middle Mame:

Gender*: |F-Female « Date of Birth*: 04/12/1955 E

Procedure Information

MHSM Procedure
Code™:

ICD-9-CM Code:

Procedure Date*: Li [ Linkto Event | procedure is not Linked

Procedure Details

Cutpatient™: Duration {Hrs:Mins)=: |0

Wound Classs: hd General anesthesias:

aASh Classz:

Emergency ! Traumaz: ¥| Endoscopex:

Surgeon Code: Multiple Proceduress=:




Edit  Wiew Help

55 iEj htkps://sdnZ.cdc.gov/nhsnfeventaction_proc.do?m

Favarites  Toals

Back -

L0 ] I.IIII:I rIann

ient
1318
cedure Mandatary fields marked
dd Fields required when in P
~ind
mport Patient Information
ncomplete N .
nmary Data Facility ID*:
ilysis Patient ID*:
vey . .
Social Security #:
1
ility Last Name:
up Middle Name:
| Out
Gender®:
Procedure Details
Outpatient™:
Waound Classx>:
454 Class=:
Emergency=:
Surgeon Code:
ne

o T AU TG AT arle Ul S i Te phalb
AbdF - Limb amputation

AFFY - Appendix surgeny

Aya0 - AN shunt for dialysis

BILI - Bile duct, liver or pancreatic surgery

BRZT - Breast surgerny

CARD - Cardiac surgeny

CBGE - Coronary bypass wy chest & donorincisions
CBGC- Coronary byvpass graft with chestincision
CEA - Carctid endarterectomy

CHOL - Gallbladder surgery

COLO - Colan surgerny

Esek=truerurrentmenu=menu_ps_proc_add

v Bse L

re

CRAM - Craniotomy

CSEC- Cesarean section
FLISM - Spinal fusion

F= - Open reduction of fracture

Select NHSN procedure from
drop-down list

GAST - Gastric surgeny
HEFR - Herniarrhaph

HPRO - Hip prosthesis

HTF - Hear transplant
Hv=T - Abdominal hysterectomy
EFRO - Knee prosthesis

ETF - Kidney transplant

LAk - Laminectonmy

LTF - Liver transplant
MECKE - Meck surgery

EH - Kidney surgery

CITETTL I
condary 1D

First Mame:

[T

= of Birth*:

ICD-9-CM code is optional

¥ | Duration (Hrs:Mins)=: |0

|_LinktoEvent | procedure is not Linked

4 General Anesthesiaz: 4

W
¥ Traumaz: Y|  Endoscopes: i
v Multiple Procedureszs: i

Print POFE Fort

2y @ Trusted sites




Procedure Information
MHSM Procedure

Code* HFRO - Hip prosthesis w
ICD-9-CM Code: 3 Enter the cut time — incision to closure
Procedure Date® | gaz14/2006 B8l | |inkto Fuent J Prodedure is not Linked

Was this procedure done as an outpatient?

Procedure Details \
Qutpatient™: |N-MNo % puration (Hrs:Mins)=: |3 ;44
Wound Classs: | C- Clean ¥ | General Anesthesias: |¥-Yes ¥
854 Classs: /F’aﬂentwnh mild systemic disease v
Enter the wound Class: C, CC, i~ | Y-Yes ¥|  Endoscopes:
CO,D,orV ¥ |  Multiple Proceduresz: b

Type of HPRO !



Procedure Information
MHSM Procedure

Coda* HFRO - Hip prosthesis v
ICD-9-CM Code: v
Patient ASA score (1-5) || [E8| | LinktoEvent | procedure is not Linked
Procedure Details
Qutpatient™ |N-Mo % puration (Hrs:Mins)=: |3 ;44
Wound Class=3\ C-Clean v General Anesthesia=: | -Yes ¢
854 Class=: | 2 - Patientwith mild systemic disease v

Emergency=: |MN-MNo % Traumaz: |vgYes ¥ |  Endoscopes:

Surgeon Code: N\ Multiple Proceduresz: b

Type of HPRO ! v

Was this an emergency? Unscheduled and nonelective k

h g g bl Was the procedure done
Is the surgery done due to blunt or using an endoscope?
penetrating trauma injury?




Procedure Details
(] I_Jt[j atient™; |N-MNo » Duration |::|—|r-_:, C [-.,.-'|ir|-_:,::| = 3 C 44

Choose the surgeon | w
code/name from the

drop-down list - o
Some procedures require

EmergencyX; || additional information (like HPRO) [Cope:=:
Surgeon Code: | FEIIES=Tsde =T 1=k Multiple Procedures::

Type of HPRO=: | TF - Total Frimary  +

If more than one NHSN Operative
Procedure is performed through the
same incision, select “Yes”

General Anesthesiaz:

M- o
M- Mo

Wt

W




Linking an Event to a Procedure

= The Procedure must be entered in the
system before an event can be linked to
It

= When an event is linked to a procedure,
the data from the procedure will be
automatically associated with the event

= Used primarily with SSI and PPP, but
can be used with Device-associated
Events also




Edit  Wiew Fawvorites  Tools  Help

Back - | ﬂ ;ELI . / | Search 5 7 Favorites <) " i }3 i‘}

55 Ej htkps: ffsdnz. cde.govnhsnfeventaction. do W | 21 Go Lir

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSM - Mational Healthcare Safety Network | MNHSH Home | My Info

JHSN Home Logged into Test Facility (ID 10036) as MvAT,
Facility Test Facility (Il 100387 iz following PS5 component.

orting Plan Add Event

ient
nt
dd Mandatory fields marked with * Print PDF Forl
fiﬂd Fields required for record completion marked with **
ncomplete Fields required when in Plan marked with =
cedure
nlmelwv Data Patient Information
Li?s Facility ID*: acility (10 10036) + Event #: 275417
s Patient I{ [Find ] [ Find Ewvents far Fatient ]
ility Social Security #: || Secondary 1D
up ; .
out CEEe (et all= When the patient ID is

Middle Name: entered, NHSN will

Gender*: |F-Female v automatically complete the  |s55

demographic information for
the patient

Event Type™: | Surgical Site Infection

Post-procedure; w

Event Information

Select the Event Type from the

Lacation: drop-down list
Date Admitted
to Facility: :

e Sy @ Trusted sites




Event Information

ST RNl - = | - Surgical Site Infection 5 Date of Event™: |:|

MHSMH Procedure

Code®:

ICD-9-CM Code:

Procedure Date*:

Location:

Date admi
to Facil




A list of procedures for that patient
will appear

B No exact match was found. The following procedure(s) were found for the selected facility
and patient.

Check the procedure to link this Event to and click Link
Patient ID: 33-3-333

First | Previous | Mext | Last Displaying 1 - 1 of

MHSMN Procedure
Code

275413 HFRC 09/14/2006

ICD-9-CM Code Procedure Date Linked Events

Link l Event &

cevious | Mext | Last Displaying 1 - 1 of

Click in the box next to the appropriate procedure and
then the link button.




Linking an Event to a Procedure

The data related to the procedure will be
automatically filled in

Event Information
Event Type*. | 351-zurgical Site Infection A Date of Event™: | 09/22/2006 I

NHSN Procedure | Notice now that the Event has been Linked
Code*: to the Procedure

[CD-9-CM Code:
Procedure Date®: Link to Procedure

Location  sicu — Surgical ICU

Date admitted .
“to Faciity; L °2/22/20% You still need to enter the date of the SSI, the

patient location and the patient date of
admission




Help Messages

Lo P EAl LEN(Ar I NL G0 | Nhr CARLEN AN IS § DAl 0 IEAR Sl W B b

Centers for Disease Control and Prevention

MHEM - Natianal Healthrarve Safety Natwnek MHSEN Hamae | By Trdn | Cantartn | Help | 1 ng Ot

'MHSN Home Loggec irto | 2st Facility [ID LULSE) as Mvay,

»porting Plan Fzciity Test Facihty (ID 100363 = -olowing PS cn:npDnEnt.

it View Procedure

1 Add

1 Frc

1 Import randztory fields marked with * Hrint PLUF Farm
rent Fields requred when in Plar marked with =

ocedure

immary Data Patlent [nformation

alysis Facilty ID* Test Facilizy {10036} Procadure #: 275413

Iy ey Patient I0* 22-2-222

1=lan Sucidl Sziarily # Secundary I0:

cility Last hame Jonzs First Mame: Sue

roup Middle hame

g Uut Geride* F - Female Dadle Ll Birlh™; 24/12/-955

Procedure Information

MNHZEM Procedure
Cude®
ICD-9-CM Code
Procedire Date® 08/14/2006 Procedure is not Linked

HPEC - Hir prosthesis

Procedure Details
Jutpatiert™; N - Mo Duration (Hrs:Minsy*: 3 <4
Wauad Class*: © - Clean  General anestaesiz®: ¥ - Yes
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NHSN v1.3.5.8

Importing Patient Safety Procedure Data

The NHSN will allow importation of procedure data in an ASCII comma delimited text
file format. You can generate the import files from different external sources, such as
databases or hospital information systems. The default import option allows the
importation of procedures where the procedure date occurs in a month for which a
Monthly Reporting Plan exists and the Plan specifies the procedure code in the import
file record. If you wish to import records for procedures not in the Plan, you must specify
which procedures to include.

Custom procedures can also be imported if they are first created on the custom options
page.

Notes:

1. Data in the import file must be in the same order as described in the table below,
not as they appear on the Denominator for Procedure form.

2. The comma delimited text file format defined in the below table requires commas
between fields even if no data values exist (e.g., optional fields).

3. If a bilateral procedure is performed, two procedure records are required. Refer to
the NHSN Procedure Codes table for a list of procedures that can be bilateral.

4. There should be a unique duration for each bilateral procedure. If only one total
time is available for both procedures, estimate the duration for each or split the
time evenly between them.

5. For procedures, if Outpatient = Y, then the procedure must be one of those listed
in the NHSN Procedure Codes table as an Outpatient Procedure.

6. If you are importing Surgeon Code, all surgeon codes must exist in NHSN prior
to importing.

7. If the optional Procedure Comment field has text that contains commas you must
place a double quote at the beginning and end of the string of text (e.g., with
allograft, dowels, plates).

8. When creating comma delimited files, be careful to exclude non-printable
characters as they may actually cause the data to be improperly imported and
result in errors.

9. You must delete the header line from the CSV file prior to importing the data.

NHSN Procedure Import File Format**;

Field Required/ Optional Values | Format
Patient ID Required Character Length
15

1

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
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Importing Patient Safety Procedure Data

Gender Required M- Male Character Length
F - Female 1

Date of Birth Required | [ mm/ddryyyy

NHSN Required See NHSN procedure codes Character Length

Procedure Code 5

Date of Required mm/dd/yyyy

Procedure

Outpatient Required Y - Yes Character Length
N - No 1

Note: Some procedures may only be
inpatient or outpatient. See NHSN
procedure codes below.

Numeric Length 2

Duration Hours  |Required |

Duration Required Numeric Length 2

Minutes

Wound Class Required C - Clean Character Length
CC - Clean Contaminated 2

CO - Contaminated
D - Dirty/Infected

U — Unknown
ASA Class Required 1 - Normally healthy patient Character Length
2 - Patient with mild systemic disease 1

3 - Patient with severe systemic disease,
not incapacitating

4 - Patient with incapacitating systemic
disease, constant threat to life

5 - Moribund patient < 24 hr life

expectancy
Endoscope Required Y - Yes Character Length
N - No 1
Surgeon Code  |Optional for import Character Length
20
Emergency Required Y - Yes Character Length
N - No 1
Multiple Required Y - Yes Character Length
Procedures N - No 1
General Required Y - Yes Character Length
Anesthesia N - No 1
Trauma Required Y - Yes Character Length
N - No 1
Spinal Level Required if procedure |A - Atlas-axis Character Length
code is FUSN or AC - Atlas-axis/Cervical 2
RFUSN C - Cervical

CD - Cervical/Dorsal/Dorsolumbar

2

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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Import Procedure Data

D - Dorsal/Dorsolumbar
L - Lumbar/Lumbosacral
N - Not specified

Type of HPRO  |Required if procedure |TP - Total Primary Character Length
code is HPRO PP - Partial Primary 2
TR - Total Revision
PR - Partial Revision
Type of KPRO  |Required if procedure |T - Primary (Total) Character Length

code is KPRO

R - Revision (Total or Partial)

1

Height* in feet

Optional for import;
used only when
procedure code is CSEC

Numeric Length 2

Height* in Optional for import; Numeric Length 2
inches used only when
procedure code is CSEC
Height *in Optional for import; Numeric
meters used only when decimal(6,3)
procedure code is CSEC 999.999
Numeric
Weight* in Optional for import; decimal(5,2)
pounds used only when 999.99
procedure code is CSEC
Weight* in Optional for import; Numeric Numeric
kilograms used only when decimal(5,2)
procedure code is CSEC 999.99
Duration of Optional for import; Numeric
Labor used only when decimal(6.3)
procedure code is 999.999
CSEC
Estimated Blood [Required if procedure Numeric Length 9
Loss code is CSEC

Diabetes Optional for import; Y - Yes Character Length
Mellitus used only when N - No 1
procedure code is
FUSN or RFUSN
Type of Required if procedure [A - Anterior Character Length
Approach code is FUSN or P - Posterior 1
RFUSN B - Anterior and Posterior
L - Lateral transverse
N - Not specified
Procedure Optional for import Character Length
Comment 1000

Custom alpha

Optional for import

Character Length

3
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Importing Patient Safety Procedure Data

value 1 15

Custom alpha Optional for import Character Length

value 2 15

Custom alpha Optional for import Character Length

value 3 15

Custom alpha Optional for import Character Length

value 4 15

Custom alpha Optional for import Character Length

value 5 15

Custom alpha Optional for import Character Length

value 6 15

Custom alpha Optional for import Character Length

value 7 15

Custom alpha Optional for import Character Length

value 8 15

Custom alpha Optional for import Character Length

value 9 15

Custom alpha Optional for import Character Length

value 10 15

Custom date Optional for import mm/dd/yyyy

value 1

Custom date Optional for import mm/dd/yyyy

value 2

Custom numeric |Optional for import Numeric - Length

value 1 decimal(12,3)
999999999.999

Custom numeric [Optional for import Numeric - Length

value 2 decimal(12,3)
999999999.999

Implant Required Y - Yes Character Length

N - No 1
Non-autologous [Required Y - Yes Character Length
Transplant N - No 1

* Values for weight and height can be either in pounds and feet/inches or in kilograms and meters.

**Eor further clarification of each field, please refer to Table 14 in the NHSN User Manual: Patient Safety
Component Protocol.

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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NHSN Procedure Codes

Operative . . Inpatient Outpatient
Code Procedure Description Bilateral Procedure Procedure
A A A IAbdominal aortic Resection of abdominal aorta with In
aneurysm repair anastomosis or replacement
Total or partial amputation or
AMP Limb amputation disarticulation of the upper or lower X In
limbs, including digits
. Operation of appendix (not incidental
APPY  |Appendix surgery to another procedure) In Out
AVSD  |Shunt for dialysis Arteriovenostomy for renal dialysis In Out
Excision of bile ducts or operative
Bile duct, liver or procedures on the biliary tract, liver
BILI . - In
pancreatic surgery | or pancreas (does not include
operations only on gallbladder)
Excision of lesion or tissue of breast
including radical, modified, or
BRST  [Breast surgery quadrant resection, lumpectomy, X n out
incisional biopsy, or mammoplasty.
Open chest procedures on the valves
or septum of heart; does not include
CARD [Cardiac surgery coronary artery bypass graft, surgery In
on vessels, heart transplantation, or
pacemaker implantation
CEA Carotid Carotid endarterectomy In
endarterectomy

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
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Importing Patient Safety Procedure Data

Coronary artery Chest procedure to perform direct
CBGB bypass graft with revascularization of the heart; In
both chest and includes obtaining suitable vein from
donor site incisions | donor site for grafting.
Chest procedure to perform direct
Coronary artery - .
: vascularization of the heart using, for
CBGC |bypass graft with - In
A example the internal mammary
chest incision only -
(thoracic) artery
CHOL |Gallbladder surgery [ Cholecystectomy and cholecystotomy In Out
Incision, resection, or anastomosis of
the large intestine; includes large-to-
COLO [Colon surgery small and small-to-large bowel In
anastomosis; does not include rectal
operations
Incision through the skull to excise,
CRAN [Craniotomy repair, or explore the brain; does not In
include taps or punctures
cSEC  |cesarean section Obs_tetrlcal delivery by Cesarean In
section
FUSN  [Spinal fusion Immobilization of spinal column In
Open reduction of fracture or
EX Open reduction of | dislocation of long bones that requires In out
fracture internal or external fixation; does not
include placement of joint prosthesis
Incision or excision of stomach;
. includes subtotal or total gastrectomy;
GAST  [Gastric surgery does not include vagotomy and In
fundoplication
6
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Import Procedure Data - NHSN Procedure Codes

Repair of inguinal, femoral,
umbilical, or anterior abdominal wall
HER Herniorrhaphy hernia; does not include repair of X In Out
diaphragmatic or hiatal hernia or
hernias at other body sites.

HPRO [Hip prosthesis Avrthroplasty of hip X In
HTP Heart transplant Transplantation of heart In
vor pltenind | Femous ot hrougnn "
KPRO  |Knee prosthesis Arthroplasty of knee X In Out
KTP Kidney transplant | Transplantation of kidney In

Exploration or decompression of
LAM Laminectomy spinal cord through excision or In Out
incision into vertebral structures

LTP Liver transplant Transplantation of liver In

Major excision or incision of the
larynx and radical neck dissection;
does not include thyroid and
parathyroid operations.

NECK  [Neck surgery In Out

Resection or manipulation of the
NEPH  [Kidney surgery kidney with or without removal of X In
related structures

Operations on ovary and related

OVRY [Ovarian surgery structures X In Out
Insertion, manipulation or

PACE [Pacemaker surgery replacement of%acemaker In Out
Suprapubic, retropubic, radical, or

PRST  |Prostate surgery perineal excision of the prostate; does In

not include transurethral resection of
the prostate.

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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Importing Patient Safety Procedure Data
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Peripheral vascular | Bypass operations on peripheral

PVBY bypass surgery arteries In
REC Rectal surgery Operations on rectum In Out
RFUSN [Refusion of spine Refusion of spine In

Incision or resection of the small
Small bowel . S .
SB intestine; does not include small-to- In
surgery .
large bowel anastomosis

SPLE  [Spleen surgery Resection or manipulation of spleen In

Noncardiac, nonvascular thoracic
surgery; includes pneumonectomy

THOR  [Thoracic surgery and diaphragmatic or hiatal hernia In
repair
Thyroid and/or Resection or manipulation of thyroid
THYR parathyroid surgery | and/or parathyroid In Out
VHY'S Vaginal Removal of th_e uter_us 'through In out
hysterectomy vaginal or perineal incision
Ventricular shunt operations,
VSHN  |Ventricular shunt including revision and removal of In Out
shunt
XLAP  |Abdominal surgery [Abdominal operations not involving the In

gastrointestinal tract or biliary system

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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National Healthcare Safety
Network (NHSN)

NHSN Analysis:
Advanced Features & Terminology

Training Session for NHSN Hospitals
December 19, 2006
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Agenda

Graphical Output Types
Advanced Output Options
Exporting Data

Creating Output Sets

Publishing Output Options
Demonstrate Analysis Capabillities
Q&A



Questions To Answer

What Graphics Can | Create?
What Advanced Features Exist?

How Can
How Can
How Can

Q&A

Export My Data?
Combine Output Together?
Share Custom Output Options?

Demo Analysis Capabilities



What Graphics Can | Create?

Answer: A user can generate bar charts, pie charts,
run charts, and control charts.

A user can create graphical output by clicking the
Run button beside the desired graphical output
option in the Analysis Output Options Treeview.
Also, a user can click the Modify button beside
the output option and then click the Run button at
the bottom of the design parameter page.



2} NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o
O Back ~ (&) ﬂ ﬂ _.,“ / ! Search #\ Favorites 6-“ = W o Ei ?} Links |5 Jonathan's Bookmarks
Address @ https: /fsdnz, cdc.gov/nhsnjanalysisrequest, do?method=ListAnalysisk equeststappModule=PS&nayReset=truefoptForUser=frurrentme a Go '@ ~

Department of Health and Human Services
Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network | NHSM Home | My Info | Contact us | Help | Log Qut

?‘ NHSMN Home Logged into DHGQP Mernorial Hospital (ID 100007 as JDE.
Facility DHQP Merotial Hozpital (ID 100007 is following PS component.

Reporting Plan

Patient Patient Safety Component
Event Analysis Qutput Options
Procedure

Summary Data [ Expand All l [ Collapse All ]

Analysis E=Device-Associated Module

[ Generate Data Sets - ) ]
O Output COptions all Device-Associated Events

Survey (Zrcentral Line-tssociated BSI

BRI E’CDC Defined CQutput

Facility

i isting - Fun || kModi

Group ElLine Listing - all CLAR Events -

Log Out @Frequency Table - All CLAR Events
[illgar chart - all CL&B Events
®Ppic Chart - All CLAB Events
Elpate Table - CLAR Data for ICU-Other Fuun
kedControl Chart - CLAR Data for ICU-Other
Elrate Table - UCAB/CLAR Data for NICU
kdcontral Chart - UCAB/CLAE Data for MICU
=lrate Table - CLAE Data for SCA
kdcontral Chart - CLAB Data for SCA Fiun

= w
&] Done B S Local intranet



2} NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o
O Back ~ (&) ﬂ ﬂ _.,“ / ! Search #\ Favorites 6-“ = W o Ei ?} Links |5 Jonathan's Bookmarks
Address @ https: /fsdnz, cdc.gov/nhsnjanalysisrequest, do?method=ListAnalysisk equeststappModule=PS&nayReset=truefoptForUser=frurrentme a Go '@ ~

Department of Health and Human Services
Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network | NHSM Home | My Info | Contact us | Help | Log Qut

?‘ NHSMN Home Logged into DHGQP Mernorial Hospital (ID 100007 as JDE.
Facility DHQP Merotial Hozpital (ID 100007 is following PS component.

Reporting Plan
Patient Patient Safety Component

Event Analysis Qutput Options
Procedure
Summary Data [ Expand All l [ Collapse All ]
Analysis EDevice-Associated Module
0 Generate Data Sets 0 . .
O Output Options all Device-Associated Events
Survey (Zrcentral Line-tssociated BSI
Users

E’CDC Defined Qutput

E:::::? ElLine Listing - All CLAB Events
Log Out @Frequency Table - All CLAR Events Bar Chart
flpar Chart - all CLAB Events [ Madity | 4=
#Ppic Chart - All CLAB Events [ Modity | === Pje Chart
Elrate Table - CLAB Data for ICU-Other
idcontral Chart - CLAB Data for ICU-Other 4— Control Chart
@Rate Table - UCABR/CLAR Data for MICU
kdcontrol chart - UCAB/CLAR Data for MICU
@Rate Table - CLAR Data for SCA
klcantrol Chart - CLAB Data for SCA

&] Done B S Local intranet



Key Terms

s Control Chart: A line plot that displays values of
a given measure over time that includes one or
more additional lines to indicate whether or not
the measure is in control.

= Run Chart: A basic line plot of values over time
for a given measure.




What Advanced Features Exist?

Answer: A user can create new custom output
options “from scratch,” make use of custom fields
when creating output and define & output custom
rates

In the Advanced section of the Analysis Output
Option Treeview, a user can click Create New
Custom Option to have greater flexibility in
accessing Analysis Data Sets and Output
Options.



2} NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o
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Department of Health and Human Services
Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network | NHSM Home | My Info | Contact us | Help | Log Qut

‘%" NHSN Home
Reporting Plan
Patient
Event
Procedure
Summary Data
Analysis
O Generate Data Sets
O Qutput Options
Survey

Users
Facility
Group
Log Out

Logged into DHGQP Mernorial Hospital (ID 100007 as JDE.
Facility DHQP Merotial Hozpital (ID 100007 is following PS component.

Patient Safety Component
Analysis Output Options

| Expandall || Collapse Al |
ODevice-Associated Module
OProcedure-&ssociated Module
OMedication-sssociated Module

=advanced _
Create New custom Option <€===CliCk tO create advanced
Clevent-level Data output options

Olprocedure-level Data
Clpevice Denominator-level Data
E'F'athugen—leuel Data

OMy Custom Output
OPublished CQutput

é "_f Local intranet




How Can | Export My Data?

Answer: A user can perform three types of exports
1. Facility Data Export
2. Analysis Data Set Export
3. Output Data Set Export

A user can export their facility’s entire data, a
specific Analysis Data Set, or Output Data Set
using a number of popular file formats (e.g. MS
Excel).



2 NHSHN 1.1.14 Home Page - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o
; - —. ” 3
O Back - ?, ﬂ ﬂ _.,“ y ! Search #\ Favorites 6-“ T e ﬁ .f‘ Links | 2) Jonathan's Bookmarks

Address @ https: jfsdnz, cdc.gov/nhsninhsnMain, da - a @o @ i

Department of Health and Human Services
Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network | NHSM Home | My Info | Contact us | Help | Log Qut

?‘ NHSMN Home Logged imto DHQP Mermorial Hospital (ID 100007 as JDE.
Facility DHQP Merorial Hospital (ID 100007 is following PS component.

Reporting Plan
Patient
Event

Welcome to the NHSN Home Page.

Procedure Use the Navigation bar on the left

Summary Data . ]
to access the features of the application.

Analysis

Survey -

Users FuN ... Adobe’] Get adobe acrobat Reader for PDF files
o niobe _ Reader’

Facility

O Customize Forms
0 Export Data

Assurance of Confidentiality: The information obtained in this surveillance systern that would permit identification of any individual
ot institution is collected with a guarantee that it will be held in strict confidence, will be uzed only for the purpozes stated, and will

O Facility Info not otherwisze be disclosed or released without the consent of the individual, or the institution in accordance with Sections 304, 306
[ Add/Edit Component and 302(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).
[ Locations .
O Surgeons Facility Data Export
Group
Log Out

&] Done B S Local intranet
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Reporting Plan Line Listin
Patient g

Event

Proceuie Analysis Data Set: CLAB_Events [ Export Analysis Data Set ]

Summary Data

Analysis \ Analysis Data Set Export

O Generate Data Sets Modify Attributes of the Output:
O Qutput Options

Survey Last Modified On: 12/18/2006
Users
Facility Cutput Type: Line Listing v
Group
Log Out Cutput Mame: |Line Listing - All CLAB Events
Cutput Title: Line Listing for All Central Line-Associated B3I Events

Select output format:

Cutput Format: HThAL A

[0 wse wariable Labels
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2} NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o
’ - — R 3
Q Back - ?, ﬂ ﬂ _.“J y ! Search ‘;\} Favorites {F‘% M ii “}”‘ Links |5) Jonathan's Bookmarks
Address @ https: /fsdnz, cdc.gov/nhsnjanalysisrequest, do A a Go '@ ~
| S I e | e | B DD‘HIIIIIIIIH I:IIL:IIIIH A
L [ Clear Time Feriod ]

[l  Enter Date variable/Time period at the time you click the Run button

Specify Other Selection Criteria:

Show Criteria  Column + Row +  Clear Criteria

Other Options: Print “ariable Reference List

Modify Yariables To Display By Clicking: Modify List

Specify Sort Yariables By Clicking: Modify List

Output Data Set Export

Select Page by variable: b

Export Output|
Run | Sawe Az | Resat ‘ Eack | DataSet |

:Ej Done é "_} Local intranet




Key Terms

s Facility Data Export: an export that creates a
copy of all facility data and places these data in a
user-specified file format.

= Analysis Data Set Export: an export that creates
a copy of an Analysis Data Set in a user-specified
file format.

= Output Data Set Export: an export that creates a
copy of an Output Data Set in a user-specified file
format.




How Can | Combine Output?

Answer: A user can combine output together from
two or more output options (e.g., line listing,
frequency table, rate table) by creating an Output
Set.

An Output Set can be created by expanding the My
Custom Output section of the Analysis Output
Option Treeview, expanding the Output Sets
section and clicking Create New Output Set.



2} NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o) B v ¢y Bookmarksw 5 22 blocked > () Settings = o

] . — . ;5
O Back - ?, ﬂ ﬂ _.,“ y ! Search #\ Favorites 6-“ T e L ﬁ .f‘ Links | 2) Jonathan's Bookmarks
Address @ https: /fsdnz, cdc.gov/nhsnjanalysisrequest, do?method=ListAnalysisk equests b a Go '@ -

Department of Health and Human Services
Centers for Disease Control and Prevention

MNHSM - National Healthcare Safety Network

?‘ NHSMN Home Logged into DHGQP Mernorial Hospital (ID 100007 as JDE.
Facility DHQP Merotial Hozpital (ID 100007 is following PS component.

| MH5M Home | My Info | Contact us | Help | Log Cut

Reporting Plan

PRI Patient Safety Component
Event Analysis Qutput Options
Procedure
Summary Data [ Expand All l [ Collapse All ]
"";E'"H'Sis ClDevice-Associated Module
Generate Data Sets .
5 Output Options OProcedure-Associated Module
Survey CiMedication-Associated Module
Users Badvanced
za':'l't"' EMy Custormn Output
roup _
Log Out Elrate Table - CLAB Data far ICU-Other |Fun || Modity | | Delete |
@M}r Custom Line Listing - all CLAR Events [Run][ bodify ] [ Delete ]
[Elcustom #1 Line Listing - all CAL Events [RUHH hAodify ] [ Delete ]

E’Clutpl.;t Sets
Create New Output Set <===Create a new OUtpUt Set
New Set 1 |Fun | | Modity || Delete |

OPublished CQutput

&) B S Local intranet




Key Term

= OQutput Set: an output option that groups two or
more existing individual output options that are
CDC-Defined, custom or published output.




How Can | Share Custom
Output Options?

Answer: A user can share a custom output option
by publishing it.

Each custom output option that a user creates can
be published by clicking the Publish button at the
bottom of the design parameter page for that
output option. The design parameter page will be
displayed when clicking the Modify button beside
the output option to be published.



A NHSHN 1.1.14 Analysis - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help Google |Cl+ v Go o5 B v ¢y Bookmarksw &5 22 blocked () Settings = o
i = = - X »
O Back ~ () \ﬂ \ELI ..“J / ! Search ‘#\z Favorites 6-‘ - ii “}“ Links |5 Jonathan's Bookmarks
Address @ https: }fsdnz. cdc. gov/nhsnjanalysisrequest, do A a Go '@ ~
[ = R = | =] D':HllllllllH EIIUIIII:{ .
o [ Clear Time FPeriod ]

[0 Enter Date variable/Time period at the time you click the Run button

Specify Other Selection Criteria:

Show Criteria  Column + Row +  Clear Criteria

Other Options: Print “ariable Reference List

Modify ¥Yariables To Display By Clicking: Modify List

Specify Sort Variables By Clicking: Modify List Pu bllSh button
Select Page by variable: b 1
Fur | Save | Save A5 | Feset ‘ Back | Publizh E:q:l;;ta(;tlpl.t
W
&) Done & %J Local intranet



Key Term

s Published Output Option: a custom output
option that has been published by a user. This
published output option can be modified without

changing the original design.
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Support

Online help messages within NHSN
Email: nhsn@cdc.gov

Phone support:

800-893-0485 or 404-498-1250

Members website:
http://www.cdc.gov/ncidod/dhgp/nhsn_members.html
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Agenda

Background
Overview of NHSN

Survelllance activities
¢ One time
¢ Once a year
¢ Once a month
¢ As needed

General Issues
Q&A




Bacterial Infections in Dialysis
units

Significant cause of morbidity and mortality

New resistance often appears in dialysis
patients

Increasing resistance
Colonization often unrecognized, reservoir
Remediable factors:

¢ transmission
o receipt of antimicrobials



Vascular Access Types:
o Port access device
¢ Temporary catheter
¢ Permanent catheter
o Graft
¢ Fistula

<

Infection rate



What can surveillance do for
you?

|dentify areas for follow-up and prevention
Compare data with other centers

Report to stakeholders
+ Data available following entry
+ Routine and custom reports



Overview

| gl
) m

g
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NNIS DSN NaSH
Nosocomial Bloodstream |EXxposure to
Infections In and vascular |bloodborne
critical care access pathogens; TB
and surgical Infections skin testing and
In-patients among dialysis | exposure,

out-patients

vaccine history,
vaccine receipt
and adverse
events from
vaccines

NNIS: National Nosocomial Infections Surveillance System
DSN: Dialysis Surveillance Network
NaSH: National Surveillance System for Healthcare Workers
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NHSN Components

Healthcare Research
Personnel and
Safety Development

Patient

Safety




PATIENT

: SAFETY
National Healthcare
Safety Network COMPONENT
| |
Device-associated Procedure —associated Medication-associated
Events Events Events
Dialvsis Incident Ventilator-associated Catheter-associated Central Line-
y pneumonia UTI Associated BSI

Complete overview of PSC in archived session Nov 14



Enrollment discussed
session 12/7/06



How do | get started in NHSN?

| KEY
Step 1 :
. Steps the Facil Feedback
Review and accept | Adminitator must take
Rules of Behavior

)

Step 2 . Receive email with instructions
Register for obtaining a digital certificate
Step 3

Go to Secure Data Network to
apply for a Digital Certificate
for NHSN Enroliment activity

Receive email with
instructions for downloading
and accessing NHSN
enrollment

Step 4

Print and complete
NHSN enrollment
online and submit >

Receive email confirming
enrollment and website consent
form

NHSN will activate your facility
when consent is received
Enroliment .IS cpmplete, Receive NHSN Enrollment
NHSN application ready for use e

Y

Access the NHSN application through the SDN by
selecting the NHSN Reporting activity

Step 5
Print, sign, and return signed
consent form to NHSN




Secure Data Network (SDN)

Provides high level of security

Independent of NHSN
¢ If their server is down, gateway closed

Copy your emall address carefully and
always the same

Save your challenge phrase



Digital certificate

Unique to the individual
Backup a copy on separate hardware

OK to have
+ >1 digital certificate per computer
¢ >1 computer can have your digital certificate

EXpires once a year




Access NHSN

To log onto the NHSN via the SDN, go to:
https://sdn.cdc.gov

fa CDC Portal Login Page - Microsoft Internet Explorer

~ Public Health Partners

Search CDC.gov: _ (e
Welcome, Joy Goulding

Please enter your challenge phrase:

allenge phi

Your First Caick be the LS. Gavernment




elect Enrollment

<2} CDC Public Health Partners - Microsoft Internet Explorer

search coc.gov [ NN ==

Home |

Contacts Directory

ate HH nel, enter th -h criteria
b

Last name:
First name:

LY v

__MORE )

Electronic Reference

nd n term to




3 MNHSM 0.9 Enroll Facility - Microsoft Internet Explorer ;lﬁlﬁl
File Edit “iew Favorites Tools Help |
GBack v = v (D 44 | Qsearch CAFavorites @ivedia B Bhv S =1 5 4L

Address |2=;“| htip: /facid-nhsn-app 2 8080//enapp finde:x., jsp

Links | &%

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSM - Mational Healthcare Safety Network

Home

Enroll Facility

Please Select Desired Option

Access and print required enrollmenigl

Enroll a facility

ViV .. Adobe’] Get Adobe Acrobat Reader for PDF files
sobe _ Reader”

[~
J M & B |J Connec...l Elnbox = | Microso...l {lForms | Miu::roso... ”@NHSN |<EI-@ 102 FM

@ Done l_ l_ l_ @ Local intranet
sl start |




File Edit W%iew Favorites Tools Help

GBack v = v D 44 | Qsearch GdFavorites @Media F | Ehv S =1 5] 4
Address |4£| bty ffacid-nhsn-app2 8080 fenappindex. jsp

A NHSN 0.9 Enrc — =] x|

j @G0 |Lnks *(€ »
B

Department of Health and Human Services

Centers for Disease Control and Prevention

"3 MHSN Facility Enrollment Forms - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help
=Back v = + 3 74 | @search GAFavorites | @Media % | B~ S W ~ = &
Address |€) htp: ffacid—mhsn—appz:EIDEIDfenapp;’docs]FaVOritES LtForms,-’enroIImentformlist.html j @Go |Links *|[€ v
-l
L] L]
Facility Enrollment Forms
Patient Safety Component Healthcare Personnel Safety
Hospital applicants, print these: Component
Facility Contact Information Any 2ty type, print these:
Hospital Survey t'acility Contact Information
Outpatient Dialysis Center, print thesgg Facility Survey
Facility Contact Information
Qutpatient Dialvsis Center Practices
survey
Back |
| [~
& | hittp://acid-rhsn-ag [@&) [ BELocdintranet 4F

il start |

J M & & BE |J Connec...l [ inbox - | Microso...l lForms | Microso...l & NHSN D...”@NHSH |CIEI-@ 1.03 PM




| Participation Agreement - Microsoft Internet Explorer

File Edit “iew Favorites Tools

— i
| ) . = &
-/ Search < Favorites {T = i 3 .*‘i

Address @https:,f,l':u:ln2.u:u:|n:.guv,fenapp,l'enmllment.dn?methnd=displavﬁgreement&traclﬂngnum=ID?BD w ' Go
H Save a Copy ; Print @J Email ii_] Search "5::- -v-'_ Reviewy & Comment - Z Sign -
O seree - @] & - ) O[O @ 1ex - @03 D
. Primary Contact(s) |
- As the Primary Contact(s), I/we consent to follow exactly the selected protocols and report complete A
E and accurate data in a timely manner in order to maintain active status in the NHSN.
g
? < NHSN Patient Safety Primary Contact Person
i}
= -
‘g MName : Monina Klevens
g
Title:
o]
1 Signature: Date:
5
8 < NHSN Healthcare Personnel Safety Primary Contact Person
5 (if different from Patient Safety Primary Contact
Name:

" Title:
=
E .
§ Signature: Date:
==

Official Authorized To Bind This Facility To The Terms Of This Agreement (e.g., CO0O/CEQ/CFO)

n official authorized to bir e facility specified below, I warrant that I have read and that I
understand the terms of this agreement and hereby consent to allow the facility to participate in the
NHSN. v
i B5x1lin

{4 303 o NEL
B Mo B O Y




To begin reporting data select
NHSN Reporting

4} CDC Public Health Partners - Microsoft Internet Explorer

File  Edit View Favorites Tools Help

; “ — n
GBack L => Bk ,;,: .'\J 7 ! Search :\7 Favorites €

Address I@ hktps: i f=dn. cde.gov) commonfpages  activity _list.asp

| Edso | unks *|& -
=

_ Public Health Partners

You are logged in as Joy Goulding

Partners Home | My Preferences | Help | LDEJDLJtE

My Applications Morbidity and Mortality Weekly Report

Mational Healthcare Safety Metwiorl
o WHSMN Administration
* MHSHM Enrollment
* MHSM Reparting

*  Reguest Additional Activities

Contacts Directory

To locate HHS personnel, enter the search criteria
below:

Last name: |

First name: |

I :,v

Agency:

Health Departments Directory

To view a list of health depantments for a particular
statedterritory, selact from below:

— Select State/Territory —

Electronic Reference

Sealert a datahase and search term tn Incate inornals

j Select

This Week in MMWR QOctober 14, 2005 £ %ol 54 f Mo, 40
* International Infection Prevention Weelk - October 17--23 2005
*  EReduction in Central Line--Associated Bloodstream Infections Among Patients in Intensive Care
Linits -— Pennsylvania, Awpril 2001--March 2005

MORE =)

Recommendations and Reports October 7, 2005 /%ol 54 / Mo, RRE--10
*  Public Health Strategies for Preventing and Controlling Overweight and Ohesity in School and
Warksite Settings: A Report on Recommendations of the Task Force on Cammunity Preventive
Services

MORE 3+)

Surveillance Summaries August 26, 2005 /ol 54 f Mo, 35--3
* Suwveillance for Dental Caries, Dental Sealants, Tooth Retention, Edentulism, and Enamel Fluarosis
-—- United States, 1988--1994 and 1999--2002

MORE =)

Emerging Infectious Diseases Journal

Current issue »olume 11, Mumber 11—MNovermber 2005
Articles address topics including emerging Toscana wirus, detecting HSM1 wirus, cervical
screening, norovirus contarmination, smallpox vaccination, and YWest Mile virus, among others.

MORE 3=}

=

&l
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<} NHSHN 1.1.14 Home Page - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

x . — a
- \ | ] A i
O Back. 2 E ,;,f O, Search }. Favorites (‘E:;

Address :@j https:iisdnz, cde.gov/nhsninhsntain, do

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSM - National Healthcare Safety Network | NHSM Home | My Info | Contactus | Help | Log Qut

?‘ KNHSN Home Logged into kidneysrus (ID 10720) as MKLEWENS,
Facility kidneysrus [ID 10780) iz following PS commponent.
Reporting Plan
Patient
atien Welcome to the NHSN Home Page.

Event

Procedure ) .
ey DR Use the Navigation bar on the left

nralvels to access the features of the application.

Survey

Users F\Y ... Adobe’| cet adobe acrobat Reader for PDF files
sobe _ Reader”

Facility

Group - . . ) A . -
Assurance of Confidentality: The inforrnation obtained in this surveillance systermn that would permit identification of any individual or

Log Out institution is collected with a guarantee that it will be held in strict canfidence, will be used anly for the purposes stated, and will not

otherwize be disdozed or released without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308
(d) of the Public Health Service Act (42 USC 242h, 242k, and 242mid]).

é ‘13 Local intranet




Outcomes: Access Site
Infections

Local access infections: pus, redness, or swelling
of access site without access-related bacteremia

Access-related bacteremia (ARB): positive blood
culture with source the vascular access or
unknown

Vascular access infection (VAI): either local
access Infection or access-related bacteremia

*Note: all events also include hospitalization or outpatient
start of an IV antimicrobial



How event (numerator) and
denominator come together

TABLE 1. NUMBER OF EVENTS AND EVENT RATE BY TYPE OF VASCULAR ACCESS,
DIALYSIS SURVEILLANCE, SEPTEMBER 1999 THROUGH MARCH 2005

Ewvent 1 Graft Cuffed Catheter Mon-cuffed Catheter Port
No. {Rate*®) No. {Rate*®) No. (Rate*®) No. (Rate®)

Hospitalizaton , 13,486 (12.0) 16,291 {18.6) 1.767 (26.6) 129 {17.7)
I'V Antimicrobial start 2,601 (2.3) 3,605 (3.2) 8,255 (9.4 ale (9.3) 92 (12.6)
Positive hlood culture 656 (0.6) 1.241 (1.1} 4 855 (5.6) 559 (B.4) 90 (12.4)
Vascular access infection 675 (0.6) 1760 (L&) 6681 (7.6) 674 (10.1) 100 {13.7)

Access related A0 (0.3 767 (0.7) 4,041 (4.6) 487 (7.3) B3(l11.4)
bacteremia

Outpatient 1,404 (1.2) 2,133 (1.9) 5,609 (6.4) 445 (6.7) 73 (10.0)
vancomycin starts

Total incidents 12,134 {10.6) 16,301 (14.5) 22,925 (26.2) 2,239 (33.7) 205 (28.2)

*The rate is the number of events per 100 patient-months

Klevens, Tokars, Andrus. Nephrology News and Issues June 2005




Rates of Bacteremia by Access Type - Dialysis
Survelllance Network, Sep 1999 - Mar 2005

< 10.0
g 80 7 3
2 6.0
(4o}
o
S 4.0
s 2.0 =
® 0.3 - -
& 0.0 -
Fistula Graft Cuffed Noncuffed
Catheter Catheter

Klevens, Tokars, Andrus. Nephrology News & Issues 2005; June:37-43.
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Once ever activities

e Location (s)

If your facility is part of a hospital, review other sessions.



2 NHSN 1.1.14 Locations - Microsoft Internet Explorer

File Edit iew Favoribes Tools  Help

OBack " W \ﬂ IELI _;‘J /.-" Search ‘fﬁ&"Favnrites 6-‘ = | - ﬁ “:‘i

Address SE‘j https: ffsdnZ.cdc.govinhsn/editorganization. dofmethod=showpagefsubaction=locationsior gIh=10780&nav R eset=truefrurrentmenu=rmenu_Fac_acty

Department of Health and Human Services

Centers for Disease Control and Prevention

MH5M - Mational Healthcare Safety Network | MHSM Home | My Info | Contactus | Help | Log Qut

?‘ NHSN Home Logged inta kidneysrus (I 107800 as MELEVENS,
Facility kidneysruz (ID 107807 is following PS component
Reporting Plan

Patient
Event

Locations

Procedure .
Instructions
Summary Data

Analysis » To Add arecord, fill in the form with the required fields and any desired optional values. Then dlick on the

SUTHET Add button.

Users To Find a record, click on the Aind button, One of more fields can be filed in to restrict the search to those
Facility values,

[ Customize Fg » To Edit 5 record, perform a Find on the desired record, Click on the desired record to fill in its values into
[ Export D g the form and edit the values, To save the changes, dick on the Save button,

» To Delete one or more records, perform a Find on the desired record(s). Check the corresponding box
(es), then click on the Delete button,

F Surgeons e Press the Clear button to start over with a new form.

Group
Log Out

Mandatory fields to "Add" or "Edit" a record marked with *
Vour Code*:
Your Label®:

CDC Location Description™:

Status®*

Bed Size™: & bed size greater than zero is required for most inpatient locations,

é ‘_g Local intranet




Once a year activity

Practices survey

¢ At first enrollment will need to
complete the same survey

Renew digital certificate

o NHSN will send reminder 30 days
In advance



OMB Mo. DB20-D666

# NN\ Patient Safety Component - cor D 220200
""" Outpatient Dialysis Center Practices Survey

Page 1 of 2 * required for saving

*Tracking #:

*Facility ID#: *Survey Year:

1 Ownership of your dialysis center? _ For profit Mot for profit __ Government
__ Military __\eteran's Affairs

2, Location of yvour dialysis center?  _ Hospital based _ Freestanding
___Freestanding but owned by a hospital

*3. Is your facility part of a group or chain of dialysis centars? __Yes _ No
If yes, name of group or chain:

Person(s) responsible for collecting data for this dialysis surveillance project (check 2l that zpply):

__Dialysis RN __Dialysis technician
___Administrator ___Hospital-affiliated infection control practitioner
__Other:

Is thers someonse at your unit in charge of infection contrel?  __ ¥Yes _ No
If yes, check all that apply:
___A dialysis staff member is in charge of infection control
___A hospital infection control practitioner comeas to our unit
__bOther:
Has this dialysis center participated in our surveillance system in the past? __Yes _ Mo

If yes, how much time per month (approximately] did you spend on this surveillance system in the
past? Approximately hours per month

Suggestions for improvement:

e currently 24 guestions
e collaborating with CMS




Once a month activities

Specify the survelllance plan to
Include dialysis incidents

4



3 NHSN 1.1.14 Monthly Reporting Plan - Microsoft Internet Explorer

File  Edit  Wiew
=

¥ NHSN Homg
Reporting P,

o Add

O Find
Patient
Event
Procedure
Summary Data
Analysis
Survey
Users
Facility
Group
Log Out

Favorites  Tools  Help

|£| IELI _l\. 7 ) Search h“ BepEriies {F_-‘

Address iEj https: jifsdnz. cdo. govinhsn)plag

LACLLLY

ational Healthcare Safety Network | NH5N Home | My I

Pagged into kidneysrus (ID 10780) 35 MKLEWEMS,

Facility kidneysrus (ID 10720) is fallawing PS camponent,

Add Monthly Reporting Plan
B No data found for November, 2006

Mandatory fields marked with *

Facility ID*: | kidneysrus (1D 10780) »
Maonth®: | Mowvember
Year®: | 2006

] Mo MHSH Patient Safety Modules Followed this Maonth

Device-Associated Module
Locations CLa BSI DI Wap

ONE - DIALYSIS UNIT R4 O
AddRows || ClesrAllRows ||

CaUTI
(I
Copy fram Previous kanth

Procedure-Associated Module

Post-
procedure
PHEU

Procedures

W

AddRows || ClearAlRows ||

Copy from Presvious konth

Frint POF Form

=] & Local intranet




Patient Safety Monthly Reporting Plan

Bt e

* required for saving
*racilty 1 00%¢: ... *Month/Year:

J No NHSN Patient Safety Modules Followed this Month

'
=
I
o

OO0O0O00000O0:

Locations

OoOoOooooOoooon

O O
O m
0 O
O O
O m
] u
O m
O O
O O
] O



; MHSM 1.0.31 Monthly Reporting Plan - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools  Help

SBack + = - ) fal | Disearch  [)Favorites  ElMedia % | - & SE N ot

Address I@ htkp: ffacid-nhsn-appz: 7001 finhsn)planaction.do

MHSH - Mational Healthcare Safety Metwork Contact us
NHSN Hﬂlﬂe Logged into Medical Center East [(ID 100007 as Mwa

Facility: Medical Center East (ID 100000 iz following PS component

View Monthly Reporting Plan

rMandatory fields marked with * Print POF Formm

Facility ID*: Medical Center East {ID 10000
Manth™: August
Year®*: 2005

T Denominator Data
=l procedure

Device-Associated Module
Locations
Import Data BLURM - BLUEM LIMNIT

TEUSummary LTAC - LONGTERM ACLUTE CARE 4
MSI _ [HlsT=2E P18

CLa BSIDI WAP CAUTI
.

e

R — DIALYSIS - OUTPT DIALYSIS CLIMIC >
.............. Add

Procedure-Associated Module

Procedures Post-procedure

HI_FI_I_ (B Local intranet




Once a month activities

Collect denominators
¢ Use census form



<] NHSN 1.0.31 Add Patient Safety Summary Data - Microsoft Internet Explorer
File Edit Wiew Fawarites Toals  Help
= Back - = - a ol | @Search [ Favarites @Media @ | %v = - E oY

Address I@ http: {f acid-nhsn-app2: 7001 fnhsnfaddsummarydata, do?method=showpage&navR eset=true

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSM - Mational Healthcare Safety Metwork Contact us

NHSN Hﬂme Logged into Medical Center East (ID 1000070 as Mwa
Facility: Medical Center East (ID 10000) is following PS component

Add Patient Safety Summary Data

Dewvice Associated - Outpatient Dialysis - Census Form j

Dewvice Associated - Intensive Care Lnit )/ Other Locations
Dewvice Associated - MNeonatal Intensive Care Unit

Device Agsociated - Specialty Care Area
(Device Associated - | IIJTF‘|.=|_T||-'r|T Dialysis - Census Form

Summary Data Type:

hedication Associated - AUR Microhiclogy Laboratorny Data
hedication Associated - AR Fharmacy Data

Denominator Data
E| """ “Procedure
.............. A dd

Import Daty

U Summary

l_ l_ l_ (= Local intranet




; MHSM 1.0.31 Denominators for DOutpatient Dialysis - Census Form - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools  Help

= Back - = - a ol | @Search [#|Favarites @Media @ | %v =h - E oY

Address IE http: ffacid-nhsn-appz: 7001 fnhsnidialkysisdata, do j @ran

Denominators for Outpatient Dialysis - Census Form

Mandatory fields marked with * Print PDF Formm

Facility ID*: 10000 {Medical Center East)
Location Code*: |DIAL‘~KSIS—DUTF"T DIALYSIS CLINICj

Month*: IAugust vI
{“Denominator Data Yeart: IEDDE "I

=l procedure
.............. Add

Mumber of Chronic

VRGN Hemodialysis Patients

Import Data
Graft®: |49

CSummary

Fistula™:

U Survey o
.............. add Temporary Catheter {nontunneled, noncuffad)™;

Manage Users Permanent Catheter {tunneled, cuffed)™.

.............. add
Port Access Device (e.q. Lifesite)™:

“Facility ) -
Facility Information Total Patients™:

Locations ;I
& Done I_ I_ I_ (= Local intranet




As needed

Track incidents — incident report
form

o Hospitalization
¢ |V antimicrobial start
¢ Positive blood culture

Conduct analyses



Dialysis Incident Form

# \HSN Dialysis Incident Form o in

Hu, o
dafuly Méaleoik FlagE' I IZ:If 2

*required for saving
*Facility ID#: “Event #:
*Patient ID=: Social Securnity #;

Secondary ID#:

Patient Name, Last: First: Middle:
*Gander: F M “Date of Birth:

*Event Type: DI *Date of Event:

*Location:

*Wascular accesses: (check all that apply)
Ocraft OFistula OTemporary central line OPermanent central line OPort access device

*Specify Incident {check one or more)
O Hospitalization
O 1n-unit IV antimicrobial start. If checked, was IV vancomycin started? Oves Ono
|:| Paﬂent 'm’rh a pG'SItI'I e blood culture

: 3 3=’rurr1l:n rary C'-'lltrd| I|ru= + |:r=-rrr|arwn’r central line S=port access device
|:| .,'as:_ular access problem without infection (clotting, bleeding, etc.)




/2 NHSN 1.1.14 Patient - Microsoft Internet Explorer

File Edt ‘iew Favortes Tools  Help

- L — i !
- b ] ] . =4
O Back 7, ﬂ Ig f 7 Searc A Favorites 6:

Address féj https:ffsdnz .cdc. gow/nhsnfpatient. dofmethod=showpage

Department of Health and Human Services

Centers for Disease Control and Prevention

Healthcare Safety Network | NHSN Home | My Info |

‘¥ NHSN Home 4 Pito kidneysrus (ID 107800 as MKLEVENS,
Py kidneysrus (ID 107207 is following PS cormponent,

Reparting Plan Add Patient

Patient
I add
I3 Find
“ Import Mandatary fields marked with * Print PDF Form
Event

Procedure Patient Information

Summary Data .
Facility ID*:

Analysis
Survey Patient ID*: Social Security #:
Users

Facility

Secondary 1D:

Group Last Mame: First Mame:

Log Out Middle Marme:

Gender®: Date of Birth™®;

Birth Weight {grams):

Custom Fields

Comments

[% ‘_ﬁ Lacal inkranet




Electronic import of patient data

r

-
2 Importing Patient Data - Microsoft Internet Explorer Q@@
Y

Character — Length
1
Optional Mumetic - Omit the

Optional Character — Length

Optios

ASCII comma delimited format:

Optios

Optior ° d atab aSe

Cptior

et @ hospltal Information system

Custom aloha Cutintal | Character —Lensth |




2] NHSM 1.0.31 NHSM Event - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

= Back - = - a ol | @Search [3|Favarites @Media Qﬁ | %v = - E oY

Address I@ http:/acid-nhsn-app2: 7001 jnhsn/eventaction. da

Facility: Medical Center East (ID 10000) is following PS commponent

Add Event

rMandatory fields marked with *
Fields required for record completion marked with **
Fields required when in Plan marked with =

Patient Information

Denominator Data A
B procedure Fa?g‘iﬂrﬂedical Center East (ID 10000) =] Event #: 1877

Fatient
Io*:
Social

Security I— SEchd?Er;,lr

#

Last
Hame:

Middle

Marme:
“'Manage Users

""""""" Add Gender*:lM—MaIe vI E;?:;EHDEFEE-“IEDDE

[==Facility -
| b

I_ I_ I_ (28 Local inkranet

|24 Find | Find Ewvents for Patient

First

IHaII Mame:

IJame

|Gerard|




2 NHSH 1.1.14 NHSN Event - Microsoft Internet Explorer

File Edit Wiew Favoribes Tools  Help

Q Back - ? |

\ﬂ |EL| .'\J 7 ) search L;;f Favorites @:

a3

Address | @] https:/}sdn2. cde.gov)jnhsnfeventaction, do

alald

viBs ks ™

Reporting Plan
Patient
Event

I Add

& Find

0 Incomplete
Procedure
Summary Data
Analysis
Survey
Users
Facility
Group
Log Out

Add Event

Mandatory fields marked with *
Fields required for record completion marked with **
Fields required when in Plan marked with =

Patient Information
Facility ID*: | kidneysrus (ID10780) »
[Find | [

Ewent #: 277785

Patient 1D*: 123 Find Events for Patient |

Social Security #: Secondary ID:

Last Mame: ‘\Warry First Mame:

Middle Marme:

Gender*: |F-Famale v Date of Birth*: |05/06/1945 | |2

Event Information
Ewent Type*: Date of Event™: BE
Post-procedure:
Location:

Date Admitted
to Facility:

Risk Factors

Event Details

s

Print POF Form

é \3 Local intranet




2 NHSN 1.1.14 Patient List - Microsoft Internet Explorer
File Edit  ‘View

O Back -

Favorites  Tools  Help

) ﬂ ﬂ O / ) Search ‘E:I_:f:"Favnrites 6-‘

Address iEj https://sdnz.cdc. gov/nhsnifindpatient, do

¥ NHSN Home
Reporting Plan
Patient
Event

0 Add

0 Find

O Incomplete
Procedure
Summary Data
Analysis
Survey
Users
Facility
Group
Log Out

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSN - MNational Healthcare Safety Network | NHSM Home | My Info | Contactus | Help | Log Out

Logged into kidneysrus (ID 107300 as MKLEVENS,
Facility kidneysrus (ID 10780) is following PS component,

Patient List

First | Previous | Mext | Last Displaying 1 - 2 of 2

Submit Facility ID Patient ID Last Mame First Name
] 10780 124 Andropoff
|:| 10720 121 Potter

First | Previous | Mext | Last

Social Security # Gender Secondary ID

Pickup M
Harry v

Displaying 1 - 2 of 2

I% ! _ﬁ Local inkranet



2 NHSN 1.1.14 NHSN Event - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools  Help

' . N O e ) - . 3
OBack ?, ﬂ ﬂ |/ Search y Ay Favaorites 6 = ﬂ ﬁ .A‘i

Address iEj https:f/=dn2.cdc. gov/nhsnfeventaction. do?method=showpagefmode=addirlear=Y&subaction=eventinavReset=truefrurrentrmenu=menu_ps_evnt_add

Department of Health and Human Services

Centers for Disease Control and Prevention

NH5HN - Mational Healthcare Safety Network | MNHSN Home | My Info | Contactus | Help | Lo

?‘ ANHSN Home Logged into kidneysrus (ID 1072001 as MELEVENS,
Facility kidnaysrus (ID 10720) is following PS componeant,

Reporting Plan
Dttt Add Event
Event
o add Mandatory fields marked with * Print PDF Form

CFind Fields required for record completion marked with **

HIncamplete Fields required when in Plan marked with =
Procedure

Summary Data
Analysis
Survey

Users Patient ID*:

Patient Information

Facility ID*: |{[=0 5 (10 10780) Event #: 277784

Facility
Group
Log Out Last Marme: First Mame:

Social Security #: Secondary ID:

Middle MNarme:

Gender*; Date of Birth™*:

Event Information
Event Type*: Date of Event™;

Post-procedure:

Location:

Date Admitted
to Facility:

é ‘_f Local intranet




] NHSN 1.0.31 NHSN Event - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

GBack » = - ) ot | i search [FFavorites  EPMedia ®| - & - = &

Address IE http: ffacid-rhsn-app2: 7001 fmhsnfeventaction. do j 9'5'3'

Event Information

Event Type*: [DI- Dialysis Incident =] Etlaetrftfﬂnaﬂ 272005
“Find

- raclt Location*: [DIALYSIS - OUTPT DIALYSIS CLINIC 7]
acility

Facility Information

P — Risk Factors <

Surgeons .
Custom Options Wascular Accesses (check all that apply)*:

Export Data " Graft W Fistula [ Temporary Central Line [ Permanent Central Line

[T Port Access Device
—

MNominate

.............. . Event Details
oin

Specify Incident (check one or more)™:

™ Hospitalization

o Analysis

Generate Dataseks

¥ In-unit 1% antimicrobial start, Was I¥ vancomycin started?; |¥-Yes j

“Output Dpti : - iti
uiput Hptions ¥ patient with a positive blood culture

Problemis) {select one or more}™:

IN'ND 'I Pus, redness, or increased swelling at vascular access site
If applicable, specify the access with pus, redness, or increased swelling:

I Graft [T Fistula [T Temporary Catheter [T Permanent Catheter [T Part Access Device

IN'ND "I Yascular access problem without infection {clothing, bleeding, etc.)

NER-IE * | Feiimr fw= 1NN deares Fahrenheit aral ar == 1M1 deares Fahrenheit rectal’
&] Done (=2 Local intranet
start| | 53 (4 (& [s]

|J @] Inbo - Microsoft Outlaok || TNHSN 1.0.31 NHSN Eve...




] NHSN 1.0.31 NHSM Event - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

= Back - = - a ol | @Search [3|Favarites @Media @ | %v = - E oY

Address I@ http: facid-nhsn-appz: 7001 fnhsnfeventaction, do j fran

T T T ==t & T oo T O e o ot =TI I oo T T ST T T Tty

IN'ND "I YWound (MOT related to vascular access) with pus or increased redness
IN'ND ‘I Cellulitis (skin redness, heat, or pain without open wound)
IN'ND ‘I Prieumonia {a new infiltrate or pneumonia seen on chest x-ray)

IN'ND "I Respiratary infection not meeting above criteria for pneumoniale.g. bronchitis)

IN'ND "I Urine culture with =100,000 arganisms/ml with not more than 2 species isolated
IN'ND ‘I Cardiovascular ewent (chest pain, heart attack, other heart problem, stroke, etc.)

IN‘ND v other (specify): |
Blood culture®: IF"DSitiVE 'I

If positive, suspected source of positive blood culture: | Uncertain
FPathogens Identified: ¥

Pathogens

Pathogen 1: |ENTFM—EnEmcoccu5EecMm j *& drugs required
Drug Result
| AMP - Ampicillin |5 - Susceptible =]

| DAFTO - Daptarmycin | F.-Resistant j

| WARC -SYancamycin F - Besistant

& Done " || BB Local intranet
iscort| | % ) [0 14

|J (L} Inbioi - Micrasaft Cutlaok I@NHSN 1.0.31 NHSN Eve... Miu:ru:usu:uFt PowserPoink - [Di. ..




] NHSN 1.0.31 NHSM Event - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

= Back - = - a ol | @Search [ Favarites @Media @ | %v = - E oY

Address I@ http: /lacid-nhsn-appz: 7001 fnhsn/eventaction, do

Pathogens

Pathogen 1: |ENTFM—EnmmcaccusfaecMm j *& drugs required
Drug Result
| AMP - Ampicillin |5 - Susceptible =]
|R-Resistant j
|VANC—Van|:Dmy|:in |H—Hesistant j

[
[
[
|LNZ - Linezolid =] @ - Mot Tested D
[
[

| DAFTO - Daptormycin

| PENG - Penicillin G |R-Resistant =]

| QDAL - Cuinupristingdalfopristin F - Besistant

AddDrug & Pesut |~ —

Pathogen 2: |

Fathogen 3: I

Custom Fields

Comments

| [~
&) Done C || |EELocal intranet
Rstart| | 53 () [0 Lo

|J (L} Inbo - Microsaft Cuklook @NHSN 1.0.31 NHSN Eve... Miu:ru:us-:uFt PowerPoint - [Di. ..




Analyses: as often as you
wish
Line listings

Rate tables
¢ Infections stratified by vascular access site

¢ Hospital incidents —
/

+ Antibiotic starts
Control charts
Analysis in detail during training Dec 14




<} NHSN 1.0.40 Analysis - Microsoft Internet Exploren

File Edit ‘iew Favorites Tools  Help

g . — n
- 3 ) L= i 4 - - hp
Q Back. 2 Iﬂ @ Oaw. Search }. Favorites {i = ﬂ Ii 1 .A‘i

Address :@j https: fisdnz . cdc.gov/nhsnfanalysisrequest, doymethod=ListanalkysisRequeststappModule=PS&navReset=truafoptForUser=

““Patient L L)

Analysis Output Options

ncemplete [ Expand Al | [ Collapse All |

IDenominator Data

Procedar = Device-Associated Module
< Incomplete
BE—

~ Import Data % All Device-Associated Events

U Summary

E—
S—
“"Survey
.............. Ry

% Central Line-Associated BSI
=% Ventilator-Associated PNEU

Facility Information % Urinary Catheter-Associzg

Locations
Surgeons
 Custom Options < Dialysis Incidents
“Export Data
Group
U Mominate

oin 4 Procedure-Associated Module

Analysis % Medication-Associated Module

“Generate Data Sats

“Output Options

| oot 4+ Advanced
@j Diane =] ‘-_g Local inkraret




2 NHSN 1.0.40 Analysis - Microsoft Internet Explorer,

File Edit ‘iew Favorikes Tools  Help

: A =y ! ' iy Q@
QBack T Iﬂ ﬂ Ny, Search 7. Favorites (‘F‘% - = ii .“i

fiddress féj htkps: fisdnz . cde.gov nhsnfanalysisrequest, do?method=ListAnalysisk equestsiappModule=PS&navReset=trefoptForUser=

Surgeons
Custom Options = Dialysis Incidents
Export Data
“Group
Mominate

______________ S == CDC Defined Output

Line Listing - aAll Access-Associated DI Events

“#Analysis Frequency Table - All Access-Associated DI Events
Generate Data Sets
Dutput Options Bar Chart - all Access-Associated DI Events

S P _ .
Pie Chart - All Access-Associated DI Events

Line Listing - All DI Denominators

Line Listing - all DI Mumerators

Rate Table - ABX Data

Control Chart - ABx Data

Rate Table - Hosp Incident Data

Control Chart - Hosp Incident Data

Fate Table - ¥ancomycin Starts Data
Control Chart - Yancomycin Starts Data
Rate Table - Local Access Infection Data
Control Chart - Local Access Infection Data
Rate Table - Positive Blood Culture Data
Control Chart - Positive Blood Culture Data
Rate Table - Access Related Bacteremia Data

Control Chart - Access Related Bacteremia Data

é . 3 Local intranet




3 S48 Output - Microsoft Internet Explorer,

Eile

Edit

=

Fawarites

Toals

Help

Mational Healthcare Safety Networl

Line Listing for All Dialysis Denominators

Az oof: October 23, 2006 at 2:52 P
DOzte Fange: All O1_DENCM

Q@f

orglD
10000
10000
10000
10000
10000
10000
10000
10000

10000

10000

10000

10000

summansg
20050110
2005m111
2005012
2006K01
2006803
2006M04
2006/05
2005M07

200503

2005m09

2005m110

2005011

location
DAL
DAL
DAL
DAL
DAL
DAL
DAL
QLUTOIAL

CUTDIAL

CUTDIAL

CUTDIAL

DUTDIAL

loccdc
QUT:MOMACUTE: CLIMIC: DIAL
QUT:NOMACUTE: CLIMIC: DAL
QUT:MOMACUTE: CLIMIC: DIAL
OUT:NOMACUTE: CLINIC: DIAL
QUT:NOMACUTE: CLINIC: DIAL
QUT:MOMACUTE: CLIMIC: DAL
COUT:NOMACUTE: CLINIC: DIAL
QUT:NOMACUTE: CLIMIC: DAL

CUT:MOMNACLUTE CLINIC: DIAL

CUT:MOMNACLUTE: CLINIC: DIAL

COUT:MOMNACLUTE: CLINIC: DIAL

DUT:NONACUTE: CLINIC: DIAL

locLatwel
DAL
DAL
DAL
DAL
DAL
DAL
DAL

DUTPATIENT
DIALY =15

DUTPATIENT
DIALY SIS

DUTPATIENT
DIALY SIS

DUTPATIENT
DIALY SIS

DUTPATIENT
DIALY 315

numFistulaPats
&

10

14

16

15

5

34

5

numGraftPats
26
12
18
11
2
26
18
13

13

12

16

43

numPCLPats
15




r

2} SAS Output - Microsoft Internet Explorer

File Edit ‘iew Fawarites Toals  Help

Az of: Movemnber 27, 2006 at 4:59 PM
Ozte Range: All HOSF_RATES

orglD=10000

location accessType sUMmMmandyT hospCount hosp_Mean IDE_pctl
DIAL All 2005 0
DlAL All 2006 7
DAL Fistula 2005 1] =2
DAL |Fistula 2006 ‘
DAL Graft 2005 ob
DAL Graft 2006 7
DAL FPerm Central Line |2005 30
DIAL Ferm Central Line | 2006 53
DIAL Fort 2005 26
DlAL Fort 2006 20
DIAL Temp Central Line | 2005 45
DAL Temp Central Line |2008 34
OUTDIAL AN 2005
COUTDIAL|Fistula 2005
OUTDIAL | Graft 2005
OUTDIAL|Perm Central Line (2005
COUTDIAL [Port 2005
QOUTDIAL | Temp Central Line |2005

[

BE
97
Fis
53
45

[0 O O O O o T i =S A T A Y~ T I Y =S T N A I =y

RO == W Mm@ = O = O W Ok

DOate of aggregate data: Dec 2006




Example control chart

ABRRats

Date Fange:  All ABX RBATES
With MNal Poded Mean
org|D= 10001 location = HEMO accessType= Permm Central Line

I I I I I T I
2004MOE 2004M0E 200SMOYF 2005M 11 200EMA12 200 200Em02

sumimaryy i

MOTE: Strata with fewer than 2 data paints have been omitied.
Date of aggregate data: Dec 2006

T
20004




General Issues

Key personnel roles

Users management
+ Adding
¢ Deleting



Key Personnel Roles

NHSN Facility Administrator
¢ Has add/edit/delete rights to facility’s data

¢ Is only person authorized to add/edit/delete
users and their data access rights

¢ Has authority to nominate groups (data
sharing arrangements)

NHSN Patient Safety Primary Contact Person

¢ Person who interacts most closely with CDC
regarding Patient Safety Component



Key Personnel Roles

One individual may hold multiple roles

¢ E.g., lead ICP may be NHSN Facllity
Administrator and NHSN Patient Safety
Primary Contact Person

More than one person can be given
administrative rights



User management:

. add users
e assign rights



Add Users

NHSN Faclility Administrator is only person
authorized to add users

1. From Manage Users section of NHSN
navigation bar, select Add or Find

2. Enter data for user
3. Assign basic set of Patient Safety rights

Do not try to Customize Rights at this time



Add Users (cont.)

o Once a user is added, NHSN will send an
email requesting that she/he obtain and install
a digital certificate from SDN onto her/his
computer

¢ User can then access NHSN via the SDN



2} NHSN 1.1.14 NHSN User List - Microsoft Internet Explorer

File Edit ‘Wiew Favorikes Tools  Help

y - .\ . ‘\.--..-.'- i |£
OBack ? Iﬂ \ELI NIy, Search 1. Favorites {F

Address ’Ej https: fisdnz, cdc,gow/nhsnffinduser, do

Department of Health and Human Services

Centers for Digease Control and Prevention

MHEM - Mational Healthcare Safety Metwork | MNHEM Home | My Info | Contactus | Help | L

?‘ NHSEN Home Lagged inta DHOP Mermorial Hospital (ID 10000) az MELEWENS,
Facility CHGP Memorial Hospital (ID 10000) iz follawing PS component

User List

Reporting Plan
Patient

Event
Procedure
Summary Data Figt | Previous | Mext | Last Displaying 1 - 10 of 28
Analysis Delete | Name i User ID User Type Active
Survey

Users
& Add
& Find
Facility
Group
Log Out

Van Antwerpen, Carale CLvo2 ICP - Infection Control Professional
McClanahan, Dawvid DKM OTH - Other

Sottolano, Debra DLSz0 OTH - Other

Coe, Jahn ]]= P - Pharmacist

Shepard, Monica TESTCOM FMR3 ICP - Infection Control Professional
Tenowver, Fred DHQP FHT1 ICP - Infection Control Professional
Edwards, Jonathan DHOP JDE OTH - Other
Goulding, Joy LEAD ADMIM JPS1 OTH - Other

= = = = = FE = A =

Tolson, James DHQP 5T ICP - Infection Conftrol Professional
Schabses, Karalina MY STATE KaH14 OTH - Other b

O OO OO

First | Previous | Mest | Last Displaying 1 - 10 of 26

add | Back |

&) 4 Local intranet




Delete users

When staff leaves




2} NHSN 1.1.14 NHSN User List - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

OBack - ﬂ \ELI 3 / | Search Favarites {F‘

Address @j https://sdn.cdc, gov/nhsnffinduser . do

Department of Health and Human Services

Centers for Disease Control and Prevention

MHEM - Mational Healthcare Safety Netwrork: | NHSM Home | My Infa | Co tus | Help | Log

Lagged inta DHQP Mermorial Hospital (ID 10000) as MELEVENS,
Facility DHQP Mernorial Hospital (ID 10000) is following PS5 camponent

User List

‘¢ NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data First | Pr&wious | Mesxt | Last Displaying 1 - 10 of 28
A"ﬂWSiS Delete
Survey

Users

MName User ID

cLvoz2

User Type Active

Yan Antwerpen, Carole ICP - Infection Control Professional

O Add
O Find
Facility

Group
Log Out

McClanahan, Dawid

Sottolano, Debra

Coe, John
Shepard, Monica
Tenover, Fred
Edwards, Jonathan

Goulding, Joy
Tolson, James

OJ
Ll
O
v
O
L]
OJ
Ll
O
]

Schabses, Karolina

First | Previous | Next | Last

TESTCOM
DHQP

DHQP

LEAD ADMIN
DHQP

NY STATE

DEM
DLSZ0
DoE
FrR3
FMNT1
JDE
JPS1
JST
KaH14

&dd |

OTH - Other

OTH - Other

P - Pharmacist

ICP - Infection Control Professional
ICP - Infection Control Professional
OTH - Other

OTH - Other

ICP - Infection Control Professional
OTH - Other

= = = = = =Z= 2 = =

Y

Displaying 1 - 10 of 26

Back ‘

&) & Local intranet




2 NHSN 1.1.14 NHSN Edit User Rights - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

Gsack - Q IiLI Ig ) search 5 Favortes €2)

Address Séj https: ffsdnz.cde. govinhsnyedituser . do?method=add

Department of Health and Human Services

Centers for Disease Control and Prevention

NHS5M - Mational Healthcare Safety Network | NHSN Home | My Info | Contactus | Help | Log Qut

ﬁ" MNHSMN Home Logged inte DHQP Mernorial Hospital (ID 100007 as MKLEWENS,
Facility DHQP Mermorial Hospital (ID 10000) is following PS component,
Reporting Plan

patient Edit User Rights
Event B User MPOPPINS (ID 1601) saved successfully. Please add rights for the new user,

Procedure
Summary Data
Analysis LUser I MPOPPINS (ID 1601)

Survey DHOP Memo

Users
0 add
I Find

Facility

Facility List:

administrative User: [
Group

Log Out . .
Rights Patient Safety Health Care Personnel Safety

Yiew Data
Enter Data
Analyze Data
All Rights

Customize Rights Advanced |

Effective |

Rights Save | Eack. ‘

=] & Local intranet




Summ_a%: - N
Dialysis Protocol

Population Dialysis outpatients
Numerator Complete form for each dialysis
Incident

eHospitalization
+Outpatient IV antimicrobial start
ePositive blood culture

Denominator Number of dialysis outpatients on the
first 2 working days of the month

Stratified by 5 types of vascular
access




Summary

The Patient Safety Component of NHSN
contains dialysis incident surveillance

Data are confidential and secure

+ By prior authorization, can be shared with
group (Ss)

Analyses are on demand in real-time
+ Improvements in progress



Important !!

Email is our only way to communicate
with you! Please send us any changes
In your email address

Make certain that your Information
Systems will allow bulk email from CDC



Support

Online help messages within NHSN
Email: nhsn@cdc.gov

Phone support:

800-893-0485 or 404-498-1250
Members website:

http://www.cdc.gov/ncidod/dhgp/nhsn_members.
html



Questions

http://www.cdc.gov/ncidod/dhgp/nhsn_members.html

SAFER*HEALTHIER+* PEOPLE"



How does dialysis
surveillance in NHSN
differ from the previous
Dialysis Survelllance
Network?



Survelllance Plan

DSN

Not required Required
For every month

A roadmap for CDC
to determine which
data to accept




Microbiology

DSN

70 ™ Na
i Safety Network

All organisms Up to 3 pathogens
Sensitivity Specific antibiograms for certain
patterns for only pathogens

Methicillin/Oxacillin | |ncreased flexibility — you can
and Vancomycin enter as many antimicrobials as

you need (up to 20 per bug)
Order entry is flexible
“Not tested” Is an option




CULTURES FROM ACCESS-RELATED BACTEREMIAS
REPORTED TO DIALYSIS SURVEILLANCE, SEPTEMBER 1999
THROUGH MARCH 2005

Catheter-related Fistula or graft access

bacteremia related bacteremia
(N=5275) (N="%) (N=1152) (N="%)

Staphlococcus aureus 1,538 {29.2) 582 (50.5)
Other gram-positive 537 (10.2) 97(84)
Gram-negative rods [ 100 (20.9) 16 {10.1)

Common skin contaminants (e.g., 329 (28.6)
coagulase-negative staphylococci)

Fungi 27 (0.5) 9 (0.8

Other 65 (1.2) 19 {1.6)

Nephrology News & Issues * June 20056 43




# NN  Dialysis Incident Form

Fag= 102

-k all that appdy)
OFistula O Temnparary

il stark. L it . s IV vanoomyecin starteds?
cufture

Lakse]




# NHSN  Dialysis Incident Form

Fage

quiase-nsgative VANC

Enterococous
Faecium

oores  CLIND

Acinetobacter spp.
[apeciFy]

= chia cab

Enderabacier spp.
[apeciFy]

Kishcially
pReumoniee

Brmygamones
aeruginoesy

[ e
EMFEL L=

:.rf_-:d b
COFEF Lk el

SIRN

AMP
SIRN

AMP
SIRN

[al

AMEK  AMPSUL

DAPTO
SIRMN

oAapPTO
SIREN

ERY T

SIRM

LHZ
SIRM

GENT
SIEN

CEFEP CEFTAZ

PFENG
SIRMN
FENG
SIRN
LMz
S1LN

WANC
SIRM
QUIDAL
SIRM
o
S1N

WANLC
SIRHN

QuIDeL RIF
SIEN

SN

LEWD

SIRNSIRN

CEFEP
SIRM
CEFEP
SIRM

AME
SIRN
AME
SIRMN

CEFEP
SIRM
CEFEP
SIRM
CEFEP

IRN
CEFEP

AME
SIRN
AME
SIRMN
AME
SIRN
AME
SIRMN

GOHT =geaa T it
Bl = praT
(B4, =R 4 e

E1RM
CEFOT
TR N
CEFOT
E1RM

CEFOT
TR N
CEFOT
E1RM
CEFOT

SIRM SIRMNS

CEFTAZ
SIRNM
CEFTAZ
SIRM

X CIPROD
SIRN
PRO
SIRMN &

IMI
S1EHN

CEFTAZ
SIRNM
CEFTAZ
SIRM

X CIPROD
SIRN &
PRO
SIRMN &
CEFTAZ
LN SIE IRMN =
CEFTAZ 1

SIRM SIEN SIRMNS

rug = g 2
SIRMSIRN
Drg & Doug 4
SIRNSIR

Drog & Drug 4
SIRNSIR SIRN SIRMN SIR
FPTAZ = pipsns mlozacaT
UNDAL = gaird pALS Pl o
RF= famps
TolT =7 rat cairvn furedoasde
FF = p peacilin %

b=l med




Other units of measure

Infections, hospitalizations, IV antimicrobial
starts, etc. per:

¢ 1000 line-days

¢ 1000 patient-days

¢ 1000 dialysis sessions
¢ 100 patient-years

¢ 100 patient-months <,




12 Steps to Prevent Antimicrobial Resistance: Dialysis Patients

%Y

Infection Control Precautions for
Hemodialysis Patients

. Strict attention to hand hygiene

- Use gloves for patient care and when handling
patients medical equipment and devices

- Dedicate nondisposable items for use on a
single patient
- Cleaning and disinfection of items taken into a

dialysis station that will be used for more than
one patient.
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12 Steps to Prevent Antimicrobial Resistance:

Dialysis Patients

Infection Control Precautions for
Hemodialysis Patients

s Guidelines for infection control

http://www.cdc.gov/ncidod/hip/default.htm
= Campaign antimicrobial resistance

http://www.cdc.gov/drugresistance/healthcare/ha
/slideset.htm
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