Attachment III

(Rev. 1/04) 

HIPAA Business Associate Addendum: 
This Business Associate Addendum is hereby made a part of this contract in its entirety as Attachment III to the contract. 

1. The U. S. Department of Health and Human Services has issued final regulations, pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), governing the privacy of individually identifiable health information.  See 45 CFR Parts 160 and 164 (the “HIPAA Privacy Rule”).  The Department of Health and Hospitals, (“DHH”), as a “Covered Entity” as defined by HIPAA, is a provider of health care, a health plan, or otherwise has possession, custody or control of health care information or records. 

2. “Protected health information” (“PHI”) means individually identifiable health information including all information, data, documentation and records, including but not limited to demographic, medical and financial information that relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual or payment for health care provided to an individual; and that identifies the individual or which DHH believes could be used to identify the individual. 

“Electronic protected health information” means PHI that is transmitted by electronic media or maintained in electronic media. 

“Security incident” means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system. 

3. Contractor is considered a Business Associate of DHH, as contractor either: (A) performs certain functions on behalf of or for DHH involving the use or disclosure of protected individually identifiable health information by DHH to contractor, or the creation or receipt of PHI by contractor on behalf of DHH; or (B) provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, financial or social services for DHH involving the disclosure of PHI. 

4. Contractor agrees that all PHI obtained as a result of this contractual agreement shall be kept confidential by contractor, its agents, employees, successors and assigns as required by HIPAA law and regulations and by this contract and addendum. 

5. Contractor agrees to use or disclose PHI solely (A) for meeting its obligations under this contract, or (B) as required by law, rule or regulation or as otherwise permitted under this contract or the HIPAA Privacy Rule. 

6. Contractor agrees that at termination of the contract, or upon request of DHH, whichever occurs first, contractor will return or destroy (at the option of DHH) all PHI received or created by contractor that contractor still maintains in any form and retain no copies of such information; or if such return or destruction is not feasible, contractor will extend the confidentiality protections of the contract to the information and limit further uses and disclosure to those purposes that make the return or destruction of the information infeasible. 

7. Contractor will ensure that its agents, employees, subcontractors or others to whom it provides PHI received by or created by contractor on behalf of DHH agree to the same restrictions and conditions that apply to contractor with respect to such information.  Contractor also agrees to take all reasonable steps to ensure that its employees’, agents’ or subcontractors’ actions or omissions do not cause contractor to breach the terms of this Addendum.  Contractor will use all appropriate safeguards to prevent the use or disclosure of PHI other than pursuant to the terms and conditions of this contract and Addendum. 

8. Contractor shall, within 3 days of becoming aware of any use or disclosure of PHI, other than as permitted by this contract and Addendum, report such disclosure in writing to the person(s) named in section 14 (Terms of Payment), page 1 of the CF-1. 

9. Contractor shall make available such information in its possession which is required for DHH to provide an accounting of disclosures in accordance with 45 CFR 164.528. In the event that a request for accounting is made directly to contractor, contractor shall forward such request to DHH within two (2) days of such receipt.  Contractor shall implement an appropriate record keeping process to enable it to comply with the requirements of this provision. Contractor shall maintain data on all disclosures of PHI for which accounting is required by 45 CFR 164.528 for at least six (6) years after the date of the last such disclosure. 

10. Contractor shall make PHI available to DHH upon request in accordance with 45 CFR 164.524. 

11. Contractor shall make PHI available to DHH upon request for amendment and shall incorporate any amendments to PHI in accordance with 45 CFR 164.526. 

12. Contractor shall make its internal practices, books, and records relating to the use and disclosure of PHI received from or created or received by contractor on behalf of DHH available to the Secretary of the U. S. DHHS for purposes of determining DHH’s compliance with the HIPAA Privacy Rule. 

13. Compliance with Security Regulations: 

In addition to the other provisions of this Addendum, if Contractor creates, receives, maintains, or transmits electronic PHI on DHH’s behalf, Contractor shall, no later than April 20, 2005: 

(A) Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of DHH; 

(B) Ensure that any agent, including a subcontractor, to whom it provides such information agrees to implement reasonable and appropriate safeguards to protect it; and 

(C) Report to DHH any security incident of which it becomes aware.

14. Contractor agrees to indemnify and hold DHH harmless from and against all liability and costs, including attorneys’ fees, created by a breach of this Addendum by contractor, its agents, employees or subcontractors, without regard to any limitation or exclusion of damages provision otherwise set forth in the contract. 

15. Notwithstanding any other provision of the contract, DHH shall have the right to terminate the contract immediately if DHH determines that contractor has violated any material term of this Addendum.  

